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Motivation
❖Jamming is a commonly used method for attacking data 

transmissions at the physical layer

❖MC-DS-CDMA allows multiple users to simultaneously transmit over 
the same channel, and also provides protection against jamming

❖Joint partial-time, partial-band jamming provides more attacking 
options of MC-DS-CDMA systems compared to partial-time only and 
partial-band only systems

2



Previous work
❖Performance of DS-CDMA system under partial-time jamming attack has 

been studied, can be adapted to MC-DS-CDMA

❖MC-DS-CDMA system using coding in both frequency and time [1,2]: 
analyzed performance over multipath channel under partial-band jamming

❖Impact of joint partial-time/partial-band jamming on an MC-DS-CDMA [3] 
analyzed for both AWGN and Rayleigh fading (assumed perfect channel 
estimation, negligible thermal noise.)
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System Design
MC-DS-CDMA modified from [1].
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1/M: rate of the FEC code
2R:    number of frequency diversity branches
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❖Narrowband Gaussian noise jammer.  When on, has power spectrum 
density

𝑁𝐽: number of subcarriers being jammed

ρ𝑇: percentage of time the jammer is on

❖Block, flat, fading channel: Flat within each frequency bin

Channel and Jammer Characteristics

𝑆𝐽 𝑓 = ቐ

𝜂𝐽
2
, 𝑓𝑖 −

𝐵𝑊0

2
≤ 𝑓 ≤ 𝑓𝑖 +

𝐵𝑊0

2
, 𝑖 = 1,2, … , 𝑁𝐽

0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
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❖Denote SNR at output of maximal-ratio combiner as 𝛾, where 𝛾 is a function of the 
channel gains

❖Assume rate-1/M convolutional code, soft Viterbi decoding

❖Assume the all-zero sequence (r=0) is transmitted and some competing path (r=1) 
is selected at the decoder 

Fast-Fading, Soft-decision, Independent jammer
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𝑃 𝑈(1) − 𝑈(0) ≥ 0 = 𝑃 

𝑙=1

𝐵
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𝑌𝑖,𝑙 𝑏𝑖,𝑙
(1)

− 𝑏𝑖,𝑙
(0)

≥ 0

❖Given a partial-time jamming ratio 𝜌𝑇, and an independent jammer,  we can 
calculate conditional average probability of error

𝑃 𝑈(1) − 𝑈 0 ≥ 0|𝑑𝑖 = 

𝑗=0
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❖𝑃(𝑈 1 − 𝑈 2 ≥ 0|𝑑𝑖 , 𝑗) can be upper bounded using the Chernoff bound

Fast-Fading, Soft-decision, Independent jammer
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𝑃 𝑈 1 − 𝑈 1 ≥ 0 𝑑𝑖 , 𝑗 = 𝐸[P(σ(𝑖,𝑙)∈ℇ𝑌𝑖,𝑙 ≤ 0|𝑑𝑖 , 𝑗, 𝛾)]
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𝑃 𝑈 1 − 𝑈 1 ≥ 0 𝑑𝑖 , 𝑗 ≤

ෑ

(𝑖,𝑙)∈𝒥



𝑘=𝑁𝑚𝑖𝑛
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❖The previous result is also applicable to estimate average 
performance under burst jamming with interleaving 

❖Consider a randomly chosen interleaver, with a burst jammer
❖Then symbols are jammed equally likely with probability 𝜌𝑇

Fast-Fading, Soft-decision, Burst jammer
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𝑃 𝑈(1) − 𝑈 0 ≥ 0|𝑑𝑖 = 

𝑗=0
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❖[𝑥1, 𝑥2, … , 𝑥𝐿]: codeword bits before interleaving. 
[𝑧1, 𝑧2, … , 𝑧𝐿]: codeword bits after interleaving.

❖For any index 𝑖𝜖[1, 𝐿], the probability that randomly picked interleaver will map 
𝑥1 to 𝑧𝑖 is

Fast-Fading, Soft-decision, Burst jammer
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1! 𝐿 − 1 !

𝐿!
=
1

𝐿

❖For a jammer that picks random starting points in each codeword and jams for 
duration 𝜌𝑇𝐿, the probability 𝑧𝑖 is jammed is

𝑃 𝑧𝑖 =

𝑁𝑏,𝐽
𝐿 − 𝑁𝑏,𝐽 + 1

, 𝑁𝑏,𝐽 ≤ 𝑖 ≤ 𝐿 − 𝑁𝑏,𝐽 + 1

𝑘

𝐿 − 𝑁𝑏,𝐽 + 1
, 𝑘 = 1, 𝑖𝑓 𝑖 < 𝑁𝑏,𝐽; 𝑘 = 𝐿 − 𝑖 + 1, 𝑖𝑓 𝑖 > 𝐿 − 𝑁𝑏,𝐽 + 1



❖Average probability that 𝑥1 is jammed can then be calculated as

Fast-Fading, Soft-decision, Burst jammer
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+ 𝐿 − 2 (𝑁𝑏,𝐽−1)

𝑁𝑏,𝐽
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, 𝑘 = 1, 𝑖𝑓 𝑖 < 𝑁𝑏,𝐽; 𝑘 = 𝐿 − 𝑖 + 1, 𝑖𝑓 𝑖 > 𝐿 − 𝑁𝑏,𝐽 + 1
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𝐸𝑏/𝑁𝑜 = 7𝑑𝐵
10 Users
𝑀 = 4 𝑅 = 2

ρ𝑇 = 1

full-band jamming

partial-band jamming

Simulation Result, Independent jammer
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𝐸𝑏/𝑁𝑜 = 10𝑑𝐵
𝐼𝑆𝑅 = 30𝑑𝐵

10 Users
𝑀 = 4 𝑅 = 2

full-band jamming

partial-band jamming

Simulation Result, Independent jammer
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Simulation Result, Soft-decision, Burst jammer

𝐸𝑏/𝑁𝑜 = 20𝑑𝐵
𝐼𝑆𝑅 = 10𝑑𝐵

10 Users
𝑀 = 3 𝑅 =3
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Simulation Result, Soft-decision, Burst jammer
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