PhoneSpoof: A new dataset for spoofing attack detection in telephone channel
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S Introduction Anti-Spoofing system

 Automatic Speaker Verification (ASV) remains vulnerable to spoofing attacks Anti-spoofing systems under consideration:
 ASVspoof initiative [1,2] has significantly pushed forward the development of spoofing detection methods for ASV * Different CQCC-GMM based anti-spoofing systems for logical (Voice Conversion, TTS) and physical (Replay) spoofing detection
systems in microphone channel A unified Light CNN-based approach for both logical and physical spoofing attack detection

 Telephone channel presents much more challenging conditions for spoofing detection, due to limited bandwidth, o
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* Research on the topic has thus far only made use of program codecs and other telephone channel emulations [3] —— | o Spoofing
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Cha nnel simulation Strategies Table 2 . Experiment results for CQCC-GMM based anti- TTS \/C TTS \VC
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* Emulation condition E2: STC-H219 [4] sound device for analogue signals recording sent through 2 meters
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| * PHONESPOOF data collection consists of audio spoofing attacks collected through real telephone channels
* was collected by reFord|ng over the » Regular telephone channel emulation does not quite match the realistic telephone spoofing attacks scenario which is highly
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