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Introduction
Genomic Privacy



Privacy-Preserving Genomic Data Processing

Motivation

• Rapid advances in genomic research and sequencing

• Growing volume of data has to be outsourced

• Inherently sensitive information in DNA (individual and 
relatives)

Need for privacy-preserving processing!



Objectives

• Personalized health-care (disease susceptibility tests)

• The most common variants in genome are SNPs (Single 
Nucleotide Polymorphisms)

• SNPs are suitable for running disease susceptibility tests
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information about the susceptibility to
a particular disease
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Objectives

• Personalized health-care (disease susceptibility tests)

• The most common variants in genome are SNPs (Single 
Nucleotide Polymorphisms)

• SNPs are suitable for running disease susceptibility tests

Contributions

• An efficient protocol for performing encrypted genomic 
susceptibility tests

• Our solution outperforms previous solutions in both 
computation, bandwidth and storage

Privacy-Preserving Genomic Data Processing



Secure Signal Processing
Privacy tools from SSP



Homomorphic Encryption
• Example: Paillier (additive)

• 𝐸𝑘 𝑥 = 1 + 𝑥 · 𝑛 · 𝑟
𝑛 𝑚𝑜𝑑 𝑛2

• 𝐸𝑘 𝑥 + 𝑦 = 𝐸𝑘 𝑥) · 𝐸𝑘(𝑦 𝑚𝑜𝑑 𝑛
2, 𝐸𝑘 𝑥 · 𝑘 = 𝐸𝑘(𝑥)

𝑘 𝑚𝑜𝑑 𝑛2

• SHE and FHE (both additions and multiplications)

• SHE example: Lauter cryptosystem (RLWE based cryptosystem)

• Both homomorphic cyclic convolutions and additions1

Privacy Tools from SSP

(𝑃,+,·) ⟶𝐸𝑘 (𝐶, +,·)

1 A. Pedrouzo-Ulloa, J. R. Troncoso-Pastoriza, and F. Pérez-González, “Number Theoretic
Transforms for Secure Signal Processing,” in IEEE Transactions on Informations Forensics and 
Security, vol.12, no. 5, pp. 1125-1140, May 2017.
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Lattice-based SHE Cryptosystem

• Somewhat homomorphic cryptosystem
• Can execute a bounded number of homomorphic operations

• FHE can get unlimited homomorphic operations

• FHE is too costly

• As we know the number of homomorphic operations beforehand, 
SHE is a perfect candidate for our purposes
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Privacy-preserving genomic susceptibility testing

Biological sample
Sequencing and 

alignment
Variant calling

List of variants: 
Single Nucleotide
Polymorphisms

(SNPs)

Potential SNPs
~50M

Patient SNPs
~4M

Relevant SNPs
(markers)

Probabilities Contributions
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Previous Schemes
Ayday et al. 2

2 E. Ayday, J. L. Raisaro, and J. P. Hubaux, “Privacy-Enhancing Technologies for Medical Tests
Using Genomic Data,” in 20th Annual Network & Distributed System Security Symposium
NDSS, San Diego, CA, USA, Feb. 2013. 
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Previous Schemes
Namazi et al. 3

3 M. Namazi, J. R. Troncoso-Pastoriza, and F. Pérez-González, “Dynamic Privacy-Preserving
Genomic Susceptibility Testing,” in Proceedings of the 4th ACM Workshop on Information
Hiding and Multimedia Security. 2016, IH&MMSec`16, pp. 45-50, ACM.
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Conclusions



• An efficient protocol to deal with encrypted genomic 
susceptibility tests is proposed

• We introduce some optimizations:

• A reasonable choice of the cryptosystem parameters (for 
both efficiency and security)

• A transformed input packing strategy

• Avoiding costly unpacking/repacking operations

• It moves the bulk of the computation to the SPU

• It outperforms previous solutions in both computational cost, 
bandwidth and storage

Conclusions



Thanks for your attention!


