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Conclusion
uOur  proposed  identification  scheme  for  JPEG  images
• uses  quantization  matrices  and  the  positions  of  zero  values  as  features.
⇒They do  not  provide  no  visible  information.

• uses  the  features  and  the  property  of  DCT  coefficients  for  identification.
⇒The  use  of  them  allows  us  to  provide  no  false  negative  matches  in  principle.

• outperforms  the  querying  performance.! 𝑥𝑥𝑥

Property  of  DCT  coefficients
uWhen  𝑋$ and  𝑄 are  generated  from  the  same  original  
image  𝑂$,

where  ∀𝑚 ∈ 0,⋯ ,𝑀 and  ∀𝑛 ∈ 0,⋯ ,𝑁 .
u 𝑋$ and  𝑄 are  generated  from  the  different  original  
images,  when

(1)                                                                                                                    

where  ∃𝑚 ∈ 0,⋯ ,𝑀 and  ∃𝑛 ∈ 0,⋯ ,𝑁 .
u Proposed  scheme  uses  Eq.(1)  for  identification.

uFeature  extraction  process
l Quantization  matrices  and    
positions  of  zero  values  are  
used  as  features.

l The  set  of  features  𝐹34 provides  
no  visible  information.  

u Identification  process
l Eq.(1)  and  features  are  used.
l Client/user  confirms  whether  Eq.(1)  is  satisfied  at  each  position.
・not  satisfied  at  all  positions  ⇒ Two  images  have  same  original  image.
・satisfied  at  a  position  ⇒ Two  images  have  different  original  images.

uSimulation  condition
l Dataset  :Head  Posed  Image  Database

(186  images  in  “Person01”)
l Encoder:  Independent  JPEG  Group(IJG)
l Identification  was  performed  186x744  times  
for  each  database.

u Simulation  result
u Measurement

TPR=100%  means  that  there  were  no  false  negative  matches.

u Only  proposed  scheme  provided  no  false  negative  matches.
l Image  hashing-based  one  did  in  all  cases.
l FCS-based  one  did  under  𝑄𝐹34	   < 	  𝑄𝐹7 or  different  𝐓9

Querying  performance  for  images  with  QF7 = 60 Querying  performance  for  all  query  images  

Summary
u Our  proposed  scheme  can  identify  robustly  images  under  various  coding  conditions.
u Quantization  matrices  and  positions  in  which  DCT  coefficients  have  zero  values  are  used  as  features.
u The  features  do  not  provide    no  visible  information.
u The  property  of  DCT  coefficients  and  the  features  allow  us  to  provide  no  false  negative  matches.
u Simulation  results  demonstrate  the  effectiveness  of  the  proposed  scheme.
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Coding  conditions

(1)

In  this  case,  client/user  
compares  up  to  4th  values.

↓
Client/user   judges  that  two  
images  have  the  different  

original  images.

In  this  case,  client/user  
compares  up  to  last  values.

↓
Client/user  judges  that  two  
images  have  the  same  

original  image.

Example  1

JPEG  Compression

Background

u Images  uploaded  to  SNs  and  downloaded  ones  are  identified.
u Features  have  to  provide  no  visible  information  due  to  
privacy  concerns  or  copyright  protection.

𝑇𝑃𝑅 = AB
ABCDE

,  𝐹𝑃𝑅 = DB
DBCAE

u What  is  “image  identification”?
⇒Identification  of  images  which  are  generated  from  
the  same  original image  under  various  coding  conditions.

u Why  is  image  identification  required?
⇒Social  networks(SNs)  providers  often  re-compress uploaded  
JPEG  images  with  the  different  coding  parameter  from  
that  of  uploaded  one.

u What  are  target  applications?
⇒Relating  images  uploaded  to  SNs  with  downloaded  ones  and  tamper  detection.

u What  limitations  do  conventional  schemes  using  signs  of  DCT  coefficients  have?
・The  features  have  to  be  protected  because  they  have visible  information.
・Coding  conditions  are  limited.   Images  reconstructed  

from  extracted  features
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