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• The	increase	deployment	of	IT	technologies	
in	WAMS	increase	the	vulnerabilities	to	cyber	
attack

• Acting	based	on	delayed	or	missed	
measurement	degrade	the	performance	of	
WAMS	applications

Objective

• Investigate	delay	attack	on	WAMS	and	its	
impact	on	real-time	applications

• A	tree	construction	model	that	satisfies	delay	
requirements	under	delay	attacks

• The	PDC	timer	ensures	the	freshness	of	
measurements	in	case	of	delay.

• The	timer	introduces	the	problem	of	
incompleteness.
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Mathematical Model
A	measurement	from	a	PMU	is	valid	if:

1. It	satisfies	the	end-to-end	delay
2. Arrive	before	the	expiration	of	the	PDC	

timer
The	objective	is	to	minimize	the	number	of	invalid	
measurements	within	a	PDC	timer
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Where	𝑐 is	a	PDC	in	the	set	of	PDCs	𝑁$

Min	∑ 𝛽"#	>	
�
"# ∀	𝑐	 ∈ 	𝑁$

• Consider	the	different	IEEE	test	systems

• Comparison	with	shortest	path	tree

• Analyze	the	impact	of	delay	attacks	on	the	
number	of	“invalid”	measurements

Table:	Number	and	Percentage of	”Invalid”	Measurements	and	The	Average
Number	of	Links	Per	Tree

• A	mathematical	model	for	PMU	
communication	routing	

• The	objective	is	to	minimize	the	number	of	
invalid	measurements	due	to	delay	attack

• The	proposed	model	manages	to	find	trees	
that	minimize	the	impact	of	delay	attack	while	
satisfying	real-time	requirements

Conclusion
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