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Wireless Sensor Networks (WSN) in loT

* Wireless Sensor Network (WSN) [1-2]
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Promising Technique in WSN:
Compressed Sensing (CS)

% CS front-end sensor
+ Reduce data rate & complexity

JSSC, 2017 [9]
Application: Speech Signal

% CS back-end solver
* Reconstruct signal from low to high-dimension
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Framework of Compressed Sensing [s-9]

CS Sensor CS receiver/solver
N>>M>K (Compression ratio= N/M)
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% Achieve N/M Compression Ratio (CR) through random sampling
“* Move the data acquisition overheads to receiver
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Compressed Sensing w/ Inherent Encryption

** y can not be reconstructed successfully w/o explicit ® [12-15]
% CS can be regarded as a private key cryptosystem

........................ Matrix Generator . Secure MOdeI CS mOdEI
i (Key Synchron.) ;
D | P P Plaintext Sensed Data (x)
L 4 v
Front-end Sensor N (( Back-end Solver Ciphertext Transmitted data (y)
X (Encoder) _"y Yy (Decoder) X ] . .
.w_ w Private Key Sensing matrix (®)
512 1‘—2‘8

* Information leakage due to linearity of CS encoding process
% Ciphertext-Only Attack (COA) [16]

9 Eve CraCk CipherteXt (y) g Wireless Channel ;i)
< Known-Plaintext Attack (KPA) [17] mansmitter (@) Eavesdroppers  Receiver

(Alice) (Eve) (Bob)

= Eve crack plaintext - ciphertext (X, y)
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Compressed Sensing
under Ciphertext-Only Attack (COA) [16]

Yy (ciphertext) are leaked % For example
< Target info. = Info. of x < Energy of y is able to classify
Atrial Fibrillation (AF) or non-AF
Plaintext Set Ciphertext Set
X=[x; = x,] = CSSensor = Y=[y; = y,]
] 5 P
P leak i
mmmmmmmmmmee-otool L2 4
| COA N N B A AF
I y=®x |"I x ];@ I"| | E ...........................................................
(Linear transform) | | U I .
| N A s Non-AF
|
. > Energyofx =) Info.ofx | . :
L e e e e e e e e e e e e e e e e = - I Norm of x

Secure Goal against COA: y won't reveal info. of x
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Compressed Sensing
under Known-Plaintext Attack (KPA) 17

% (X, y) pair are leaked % Targetinfo. > &
Plaintext Set Ciphertext Set
X=[x; -+ x,] — CSSensor — Y=[p; - y,] only y
leak l (L IeakJ’ l leak
—————————————— _— e == = el e e e |
KPA

After
10 mins

D128x512]

I
I :'l
Perturbation Metric

Secure Goal against KPA: Increasing pairs of (X, y) to crack &
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Prior Art : Multiple Sensing Matrices [1s-21]

* & is acted as a shared secret key
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Design Goal of CS-based Privacy
Preserving for WSN In loT

* Prevent from privacy leakage
% Cope with Ciphertext-Only Attack (COA)

)

Make y unable to leak explicit information of x

% Cope with Known-Plaintext Attack (KPA)

Increase # collected (x, y) for recoverable estimation performed by Eve

s Suit for Realistic 10T application
% Low overhead in Front-end Sensor

o,

% Free from Synchronization
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Proposed CS-based
Privacy Preserving: Overview

% Proposed encoding equation: y = ®x + W; (i: randomly chosen from 1 to n)
% Leverage “cons of CS”: CS is sensitive to measurement noise

* Flowchart of proposed CS-based privacy preserving

Off-line Sensing matrix — Personal basis
& Certificate Wy,
Low-dimension PETTTTTEECLCTRRIPIEE Authority .................. : Decryptlng
Watermarks matrix
Wi~Wn P 0=ov
On-line i :
¥ ¥
CS Sampling & \\)\ ((( CS Recovery & =~
X Watermark Insertion | Y y Watermark Removal |~ X
Plaintext Front-end sensor iPhertext Back-end solver
1. Low-complexity encryption 2. Decryption w/o synchronization
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Proposed Framework: Front-end Sensor

* Multiple watermarks enhances security level
% Compressed watermarks is less complexity of storage & computation

Off-line Stage of Front-end Sensor

Wi~Wn ()]

Sensing Matrix Wi~W,

Pre-designed Compressed-domain

>
W; = ®w; (Mapping to compressed-domain) §

Watermarks Watermarks
On-line Stage of Front-end Sensor
X
: y
: Phasel : w, . Phasell : .
i Randomly selected 2 - W; cs sampling & y=ox+W, — m
. low-dim. watermark W, watermark insertion b
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Proposed Framework: Back-end Solver (1/2)

Off-line Stage of Back-end Solver

Phase | : Decrypted basis generating

Training data

Dictionary Learning [22-23]
T
Low ‘ B I I | Ill
v Training data Dictionary ||| I I 4

Sparse coeff cient

t : -I. ||
Decrypted
> min||T — ¥C||%, Wy Basis
%g ) % w.c . T Fix ¥ - find sparse C Fix C = update ¥ ¥ w

lterative |

s.t. |lcillo < K Vi T

Phase Il : Decrypted matrix generating P

Decrypted
Matrix
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Proposed Framework: Back-end Solver (2/2)

Proposed On-line stage

min||s||{,s.t.y = &x + W; y = ®(x + w) cs encoding
v v, o = P, s, + WSy

=P [lpxlpw] [S xS wi] T

= q)q-'DeS CS decoding

1. s can separated into two regions (¥, and ¥,, are low coherent)
2. Sparse vector of random selected W can be mapped to s,,

On-line Stage of Back-end Solver

%)

y Phasel : = [ Phasell :
Sparse Coding

: (CS Reconstruction)
E

min||s||4,
s.t.y=®dx+ W;

Sparse Vector
Projection
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Simulation Settings

% Database
% ECG sampled at fs = 512Hz from National Taiwan University Hospital

Prior model [18-21] Proposed model

Security Mechanism Multiple sensing matrices Multiple watermarks

Off-line Parameter Setting

# training vectors 2500 2500
# columns of WP, 512 504
# columns of ¥, - 8

On-line Parameter Setting

# testing vectors 1500 1500
Dim. of measurement (M) 128 128
# sensing matrices /
8 8
watermarks
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Simulation Result
under Ciphertext-Only Attack (COA)

“ VY (ciphertext) are leaked

« COA can estimate info. of x Proposed model:
Energy of measurements is disturbed
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Cracking Mechanism
of Known-Plaintext Attack (KPA)

% If (x, y) pair are leaked Plaintext Set Ciphertext Set
. _ X=[x; = x,] — PriorModel [ =V = [y10,V205 """ Yneq]
< KPA want to estimate @ ;
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. TV TN fcos S SRR s SN
<+ KPA under prior model i- dassify @, pve = [Vsy7 ][xsx7 ]
<+ Due to synchronization XY ®zeve = V1yn -l ]t

_Plai D, — Gt
- Order of key are leaked | Known Plaintext Attack Pneve = [¥s¥s 1[¥s%s |7
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Simulation Result
under Known-Plaintext Attack (KPA)
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Comparison

Prior CS-based
Privacy Preserving [18-21]

Proposed CS-based
Privacy Preserving

Mechanism

Multiple sensing matrices

Multiple watermarks

Ciphertext-Only
Attack (COA)

norm (y) < norm(x)

Disturb energy of y

Leak energy info.

Preserve energy info.

Known-Plaintext
Attack (KPA)

Need Synchronization

Do not need Sync.

® are leaked within 1Hr.

Sustain more than one day.

PRNG capability

Generate
512 X 128 X 8 = 524,288 bits

(e.g.80of )

Generate
128 X 6 X 8 = 6,144 bits
(e.g. 8 of W)
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Comparison

Prior CS-based
Privacy Preserving [18-21]

Proposed CS-based
Privacy Preserving

Mechanism

Multiple sensing matrices

Multiple watermarks

PRNG capability

Generate
512 x 128 X 8 = 524,288 bits
(e.g.80of @)

Generate
128 X 6 X 8 = 6,144 bits
(e.g. 8 of W)

Ciphertext-Only
Attack (COA)

norm (y) o« norm(x)

Disturb energy of y

Leak energy info.

Preserve energy info.

Known-Plaintext
Attack (KPA)

Need Synchronization

Do not need Sync.

are leaked within 1Hr.

Sustain more than one day.
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Summary: Low-complexity Watermark
Encryption for CS-based Privacy Preserving

*» Front-end Sensor: low-complexity watermark encryption
% CA provide pre-defined watermark w/ only m dimension
+ Randomly insert selected watermark
% Save more than 99% of generated bit from PRNG
“ Watermarks hide energy information: cope with COA effectively

L)

* Back-end Solver: watermark removing w/o synchronization
% CA provide pre-defined dictionary-based decrypting basis

% Perform reconstruction & watermark remove simultaneously

** Relieve synchronization issue: cope with KPA effectively

% Sample, compress and encrypt simultaneously (3-in-1!)
“* Very suitable for emerging WSN in IoT w/ limited resource
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Thank youl!
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