Three—dimentional Convolution Neural
Network based Encrypted Traffic
Classifier for Wireless Communications
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Traffic Classification

Classifier

based on port numbers

a) port-based method
Classifier

based on feature patterns
b) DPI-based method

Hand-select/auto- Train classifier
select features based on features

Trained classifier
Based on features

c) statistics-based method



II Preprocessing



Preprocessing

Convolution Neural Network
Convolutional layer
Pooling layer
Fully—connected layer 5 cozees S2 1. maps -
Output layer i
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Main Application = i
Full connection ‘ Gaussian connections
Comput er V 1S10n Convolutions Subsampling Convolutions  Subsampling Full connection
Conv filters were 5x5, applied at stride 1
Subsampling (Pooling) layers were 2x2 applied at stride 2
i.e. architecture is [CONV-POOL-CONV-POOL-CONV-FC]

Features

Sparse connection
Weight sharing

Multi feature graph
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Preprocessing

raw traffic

Similar operation
for every selected packets

[T TP lT]

I*n
a) Input of 1D CNN

(1*n)1
b) Input of 2D CINN-1

c) Input of 2D CNN-2
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3D CNN Classifier
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3D CNN Classifier
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Simulation

BitTorrent Gmail MySQL Outlook Weibo Htbot Neris Nsis-ay  Shifu Virut

Dataset : part of USTC-TFC2016(raw)

test |
sl
e
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{ real traffic collected by CTU researchers
simulated traffic collected by IXIA BPS

Experimental frameworks : Keras and Tensorflow



Simulation

Learning rate & Optimizer: 1
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Packets per flow : 16
Training time : 40 epoch
Cost function : cross entropy
Mini-batch size : 50

CNN-1 : cut according to fixed length
CNN-2 : one-hot encoding of 1D data



Simulation

09081
Classified as =2 X X 0808 | 0.0RO%
X TP FN
X FP TN
Accuracy = il
TP+TN + FP + FN
. TP
Precision = TP + FP
TP
Recall = TP+ FN

Precision X Recall
Fl1=2

Precision + Recall




Thank you!



