
Three-dimentional Convolution Neural 
Network based Encrypted Traffic 
Classifier for Wireless Communications
Jing Ran, Yexin Chen, Shulan Li
Beijing University Of Posts And Telecommunications



Outline

• Traffic Classification

• Preprocessing

• 3D CNN Classifier

• Simulation



Ⅰ Traffic Classification



Traffic Classification
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Traffic Classification
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Methods of network traffic classification



Ⅱ Preprocessing



Preprocessing

• Convolution Neural Network
• Convolutional layer

• Pooling layer

• Fully-connected layer

• Output layer

• Main Application
• Computer Vision

• Features
• Sparse connection
• Weight sharing

• Multi feature graph

LeNet-5



Preprocessing

1D CNN
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Preprocessing



Ⅲ 3D CNN Classifier



3D CNN Classifier



3D CNN Classifier
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Ⅳ Simulation



Simulation

Five-fold cross-validationDataset : part of USTC-TFC2016(raw)

Experimental frameworks : Keras and Tensorflow

real traffic collected by CTU researchers

simulated traffic collected by IXIA BPS

Normal Traffic Malware Traffic

BitTorrent Gmail MySQL Outlook Weibo Htbot Neris Nsis-ay Shifu Virut



Simulation

Parameters Selection Accuracy

Learning rate & Optimizer:

Packets per flow : 16
Training time : 40 epoch
Cost function : cross entropy
Mini-batch size : 50

CNN-1 : cut according to fixed length
CNN-2 : one-hot encoding of 1D data



Simulation

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁

𝐹1 = 2
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙

Classified as  𝑋  𝑋

𝑋 TP FN

 𝑋 FP TN

Evaluation Criterion
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