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Introduction

> Deep neural networks (DNNs) are known vulnerable to adversarial attacks » ADMM lIterations
In the k-th iteration, the following steps are performed: )
> Adversarial examples in adversarial attacks: Experimental Results
adding delicately crafted distortions onto original legal inputs, can mislead a DNN to (6" whFTY = arg min L(6, 2", w, u“ v*’) minimize D(9) + —H5 —z" + (1/p)u”[|3
classify them as any target labels. k41— pror i k+1 k+1 , L; attack
y y targ zZ =argmin L(0" ", z,w mmumze h(w) + —Hw —z" —x+ (1/p)v"|3. : _ 1
1 N skl _ ket 2 » Adversarial attacks:
> L, norms of the distortion: W= p(ent =2 minimize g(x +z) + 5[|0* Tt —z + (1/p)u” |3 Dara St | Methods gt =73 ey
the added distortions are usually measured VT = v 4 p(whTh - xR ’ PlIwh ! — g — x + (1/0)vF |12 L, attack [FGM(Ly) | 100 | 173 | 100 | 346 | 100 | o4
+5llw z —x+ (1/p)v7|3.
by Lo.Ly. Ly andLe NOMMS in T | oM | 100 | 620 | 100 | 123 | 100 | 179
y 0> &1, &2 o0 > Dataset Attack Best case Average case | Worst case IM(L1) : : :
Lo.Li.L>.and Lo, attacks. W step method | ASR Lo | ASR Lo | ASR Lo IFGM(L:) | 100 | 5.96 | 100 | 158 | 100 | 20.8
' ’ i CIFAR-10 | EAD(L:) 100 | 1.94 | 100 | 4.62 | 100 | 7.25
wh L), = MNIST ACD%}[K{([LE) 133 g-gi igg iggf 188 gg-gé ADMM(L;) | 100 | 1.75 | 100 | 3.750 | 100 | 5.92
- .. P 8 ko112 e Tk 1 (Lo) ' - : IFGM(L;) | 100 | 208 | 100 | 580 | 100 | 685
> A unified framework: minimize h(w) + §HW —z" —x+ (1/p)v"|3. 0 if |z° +x—(1/p)v"]; <0 crrar | C&W(Lo) | 100 | 8.16 | 100 | 20.82 | 100 | 35.07 ImageNet | EAD(L;) | 100 | 60.98 | 100 | 112.7 | 100 | 185
this work for the first time unifies the methods of generating adversarial examples by ) | ! if [z +x — (1/p)v"]; > 1 ADMM(Lo) | 100 | 7.64 | 100 | 1878 | 100 | 32.81 ADMM(L1) | 100 | 4917 | 100 | 752 | 100 | 127
_ _ _ ) z" +x— (1/p)v*]; otherwise,
leveraging ADMM. L, Lq, L2, and Lo, attacks are effectively implemented by this S ste L, attack
general framework with little modifications. P — — o—
o ) bt Lo Data Set Attack Method ASR I, T . ASR I g T T ASR I T, .
minimize ¢g(x+z)+ 5|[6" T —z + (1/p)u”||3 o
Notationsand Definitions C ewEt —m— x4 (1/p)VE R, ’ V(2" + x) \ vier | TPGM(E) | 100 | o1 | 1me | 0a0 | sa7 | 243 | s | 0s7a | 993 | asse | st | o7
= . : C&W(L>) | 100 | 1.356 | 13.32 | 0.394 | 100 | 1.9 | 2111 | 0533 | 99.6 | 252 | 30.44 | 0.673
L ! ADMM(Ls) | 100 | 1.268 | 15.93 | 0.398 | 100 | 1.779 | 25.06 | 0.444 | 99.9 | 2.269 | 34.7 | 0.561
_ ‘ ! fII‘S’[-OI‘_deI‘ Taylor Bregman : FGM(Lo) | 99.7 | 0418 | 13.85 | 005 | 40.6 | 1.09 | 374 | 062 | 1.2 | 417 | 1193 | 043
> Representations of the DNN model: o 1 ] 1 | expansion divergence | cTrAR.10 | TFGM(L2) 100 | 0.185 | 6.26 | 0.021 | 100 | 0.419 | 14.9 | 0.043 | 100 | 0.685 | 22.8 | 0.0674
_ h 3w minimize (Vg(z¥ +x))T(z — 2*) + ||z — 2"||2, , C&W(Ls) | 100 | 0.170 | 5.721 | 0.0189 | 100 | 0.322 | 11.28 | 0.0347 | 100 | 0.445 | 15.79 | 0.0495
lnput: xe€R™ or x€R p , ) ; 2 { (Vg(z“’ +x))T(z B z’“) N l“z B Z;L,,HQ : ADMM(Ls) 100 | 0.163 | 5.66 | 0.0192 | 100 | 0.315 | 10.97 | 0.0354 | 100 | 0.427 | 15.05 | 0.0502
model: F(x) =1y +5lz — al[3 + 5|z — bl[5. . ° ¢ FGM(Lz) 15 | 237 | 815 | 0120 | 3 | 751 | 2104 | 025 | 0 | NA | NA. | NA.
""""""""""""""" N IFGM(L2) | 100 | 0.984 | 328 | 0.031 | 100 | 238 | 795 | 0.079 | 97.6 | 459 | 1354 | 0.177
output: 0 < yi < land Yy +yz +---+ Y, = 1 magelet C&W(Ls) 100 | 0.449 | 126.8 | 0.0159 | 100 | 0.621 | 198 | 0.0218 | 100 | 0.81 | 272.3 | 0.031
logits:  F(x) = softmax(Z(x)) = ‘ ADMM(L2) | 100 | 0.412 | 11255 | 0.017 | 100 | 0.555 | 166.7 | 0.021 | 100 | 0.704 | 225.6 | 0.0356
; = = ,, | ,. |
classification: — - 2" = (az" + pa+ pb — Vg(z" +x)) .
Sistance: Clx) = arg max y; 1 a+2p > Adversarial examples of ADMM attacks
. n F
lx — IU“p _ Z x; — xo;|P n:rngmal adversarnal E}ii]]‘nplﬂ"-: original adversarial examples
» Adversarial attack: i
minimize D(d) + g(x + 9) . 4AT4rdrd ——
: . 2 Ve
) Z(x) : logits before softmax layer prox,p(s) = argmin [ AD(d) + = ||[6d — s Q A Q Q .
subject to (x+4d) € |0, 1]", (x) oo 4 (5) 5 0)+5 I Y S .
) ) / \
M P o
" | | ' | ' label t. The adversarial
x)=c-max||max(Z(x);)— Z(x);]|.—k . — == . |
o=l 2o) o B 1 1 1 el
_ - I
(1= [sll)s  [Is]l» > A K i M | theDNNtoclasify
: pProxyo(s) = &1gmm A6, + = H5 — SH # proxys(s) = . ' them as label t+2. |
ADMM Formulation 0 [slly < A SHESSIS]S '\ ,
'-r" : d 4 4 y d R LT IR g
» LO attack 6 A Fou Vs
|
_ | 0 o.| < /N | 9| @ {_%
» Reformulate the original problem: | 1 ) i ul
prox(s) = argmin (A8l + 5 13— sl ) (proxun(s), =3 0ors s = v2) ey
minimize D(d)+ g(x+2z) + h(w) Si si| > V2A r |7
0,Z,W
. L ] W) — 3' - . - r
subject to z =10 1 (w) { ~  otherwise. 1 U, :
p— . ) . :
v SRR e N 4 484 g s
| si + A 5; < —A

> The augmented Lagrangian function: > L infinity attack (a) MNIST (b) CIFAR-10
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L(§,z.w,u,v)=D(8)+gx+z)+h(w) L
{ ‘. ,
+ul(d—2z)+vi(w—-—2z—x) . It has no closed form solution. We can obtain
. P 2 . its solution by derive its KKT condition. !
+ 2018 — 23 + Sllw — 2 — x]3. minimize 6]l + 5110 —sll3. wmp A .

Adversarial examples on ImageNet, where an input of koala can
be classified as other target labels by adding small distortions.
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