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IoT Security – A Major Concern
• IoT vulnerabilities to cyber attacks à Mostly concern personal privacy and security

• “IoT Security: Let’s forget all the lessons from traditional network security …,” 
James Mickens



An Example of What Can Go Wrong
[Soltan, et al. USENIX’18]

• Manipulation of demand via IoT: Botnets controlling high-wattage IoT
devices (air conditioners, refrigerators, etc.) can disrupt the power grid.
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An Example of What Can Go Wrong
[Soltan, et al. USENIX’18]

• Manipulation of demand via IoT: Botnets controlling high-wattage IoT
devices (air conditioners, refrigerators, etc.) can disrupt the power grid.

• A Mirai-sized (600,000 bots) botnet of water heaters can change the
demand instantly by 3GW – similar to having access to the largest
currently deployed nuclear plant!
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• Some salient characteristics:

– Very large numbers of (possibly) low-complexity terminals

– Low-latency, short-packet communications (e.g., for automation)

– Possibly light or no infrastructure (e.g., ad hoc networking)

– Used primarily for data gathering, inference & control
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• Some salient characteristics:

– Very large numbers of (possibly) low-complexity terminals

– Low-latency, short-packet communications (e.g., for automation)

– Possibly light or no infrastructure (e.g., ad hoc networking)

– Used primarily for data gathering, inference & control

• These characteristics shape the issues of security and privacy, 

and introduce new regimes to consider for these issues

IoT - Characteristics
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The theme: 

- A role for information theory in this area

Begin with two main topics motivated by the characteristics of IoT :

- Security in wireless data transmission: physical layer security

- Privacy in sensing systems: privacy-utility tradeoffs

Other issues – some new, some older (briefly): 

- Authentication, security in MANETs, data injection attacks on 

electricity grids, attacks on sensor networks

Overview of Today’s Talk



Physical Layer Security 

in 

Wireless Networks 



• Traditionally security is treated as a higher-layer issue (e.g.,

at the APP)

• Encryption can be complex (and add delay), and difficult

without infrastructure

• Information theoretic security examines the fundamental

ability of the medium (i.e., the PHY) to provide security

(primarily data confidentiality)

Information Theoretic SecurityRethinking Security Design

• Physical layer security provides 
security by exploiting imperfections 
in physical channels: noise, fading, …

• Joint encoding for reliability and 
security.

• Conventionally a higher layer issue: 
encryption, key distributions, …

• Difficult with massive number of 
devices (esp. with no infrastructure), 
low cost, low latency. 
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Shannon (1949): For cipher, perfect secrecy requires a one-time pad.

[I.e., the entropy of the key must be at least the entropy of the source: H(K) ≥ H(M)]

Information Theoretic Security: 
Shannon’s Model
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Information Theoretic Security: 
Wyner’s Model
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“The Wiretap Channel”

• Tradeoff: reliable rate R to Bob vs. the equivocation H(M|Z) at Eve

• Secrecy capacity = maximum R such that R = H(M|Z)

• Wyner (1975): Secrecy capacity > 0 iff. Z is degraded relative to Y
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Physical Layer Security

• In general, the legitimate receiver needs an advantage over
the eavesdropper – either a secret shared with the
transmitter, or a better channel.

• There has been a resurgence of interest in these ideas.

• The physical properties of radio propagation (diffusion &
superposition) provide opportunities for this, via

- fading: provides natural degradedness over time

- interference: allows active countermeasures to eavesdropping

- spatial diversity (MIMO, relays): creates “secrecy degrees of freedom”

- random channels: sources of common randomness for key generation

• The first three of these phenomena lead to rich secrecy capacity
regions for the fundamental channel models used to understand
wireless networks.



• Interference Channels:

• Multiple-Access Channels:

• Relay Channels, MIMO Channels, etc.

Secrecy in Fundamental Channel Models
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Poor, Schaefer (2017) Wireless Physical Layer Security PNAS



Key Generation from Common Randomness

• Passive Eavesdropper:

– Public discussion

– Channel reciprocity: joint source-channel model

– Relay assisted: trusted or oblivious

• Active Eavesdropper:

– Channel reciprocity: joint source-channel model

Lai, Liang, Du, Poor (2015)
Key Generation from Random Channels
in Physical Layer Security inWireless Communications (CRC)



Wiretap Channel and Secrecy Capacity

• Secrecy capacity: largest rate in the asymptotic regime of

• Blocklength 

• Probability of error 

• Information leakage

!X
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• Limitation: not suitable for low-latency applications as in IoT.

Channel

Bob
Xn

ŴYn

W

Zn Leakage ≤ d
Eve

Alice



Encoder Channel Decoder
Source

1, 2, … , M
W Xn Yn Ŵ

• (n,M,ε) code:   P(W≠Ŵ) ≤ ε

• Fundamental limit:  M*(n,ε) = max{M: ∃ an (n,M,ε) code}

Finite Blocklength Information Theory

log M*(n,ε) = n C - √nV Q-1(ε) + O(log n)

C = E[i(X*,Y*)] (Shannon’s capacity); V = Var[i(X*,Y*)]  (“dispersion”)

[Polyanskiy, et al. (2010), etc.]
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Example:  AWGN (SNR = 0 dB; ε = 10-3)  

[Polyanskiy, et al. (2010)]



PHY Layer Security: Finite Blocklength

•                 secrecy code:

• Message

• Encoder                                        ; decoder 

• Average error probability: 

• Secrecy constraint: information leakage

!X

•                      maximum secret rate at a given blocklength.

(M, ✏, �)
<latexit sha1_base64="P3BLv/Q8PUqGiCUFKklDD/sLvPw=">AAACB3icbZDLSsNAFIYnXmu9VV0KEixChVISEXRZdONGqGAv0IQymZy0QyeTMHMilNKdG1/FjQtF3PoK7nwbp5eFtv4w8PGfczhz/iAVXKPjfFtLyyura+u5jfzm1vbObmFvv6GTTDGos0QkqhVQDYJLqCNHAa1UAY0DAc2gfz2uNx9AaZ7Iexyk4Me0K3nEGUVjdQpHnoAIS7dlD1LNRSLLXggCqad4t4ennULRqTgT2YvgzqBIZqp1Cl9emLAsBolMUK3brpOiP6QKORMwynuZhpSyPu1C26CkMWh/OLljZJ8YJ7SjRJkn0Z64vyeGNNZ6EAemM6bY0/O1sflfrZ1hdOkPuUwzBMmmi6JM2JjY41DskCtgKAYGKFPc/NVmPaooQxNd3oTgzp+8CI2zimv47rxYvZrFkSOH5JiUiEsuSJXckBqpE0YeyTN5JW/Wk/VivVsf09YlazZzQP7I+vwBde2ZCg==</latexit><latexit sha1_base64="P3BLv/Q8PUqGiCUFKklDD/sLvPw=">AAACB3icbZDLSsNAFIYnXmu9VV0KEixChVISEXRZdONGqGAv0IQymZy0QyeTMHMilNKdG1/FjQtF3PoK7nwbp5eFtv4w8PGfczhz/iAVXKPjfFtLyyura+u5jfzm1vbObmFvv6GTTDGos0QkqhVQDYJLqCNHAa1UAY0DAc2gfz2uNx9AaZ7Iexyk4Me0K3nEGUVjdQpHnoAIS7dlD1LNRSLLXggCqad4t4ennULRqTgT2YvgzqBIZqp1Cl9emLAsBolMUK3brpOiP6QKORMwynuZhpSyPu1C26CkMWh/OLljZJ8YJ7SjRJkn0Z64vyeGNNZ6EAemM6bY0/O1sflfrZ1hdOkPuUwzBMmmi6JM2JjY41DskCtgKAYGKFPc/NVmPaooQxNd3oTgzp+8CI2zimv47rxYvZrFkSOH5JiUiEsuSJXckBqpE0YeyTN5JW/Wk/VivVsf09YlazZzQP7I+vwBde2ZCg==</latexit><latexit sha1_base64="P3BLv/Q8PUqGiCUFKklDD/sLvPw=">AAACB3icbZDLSsNAFIYnXmu9VV0KEixChVISEXRZdONGqGAv0IQymZy0QyeTMHMilNKdG1/FjQtF3PoK7nwbp5eFtv4w8PGfczhz/iAVXKPjfFtLyyura+u5jfzm1vbObmFvv6GTTDGos0QkqhVQDYJLqCNHAa1UAY0DAc2gfz2uNx9AaZ7Iexyk4Me0K3nEGUVjdQpHnoAIS7dlD1LNRSLLXggCqad4t4ennULRqTgT2YvgzqBIZqp1Cl9emLAsBolMUK3brpOiP6QKORMwynuZhpSyPu1C26CkMWh/OLljZJ8YJ7SjRJkn0Z64vyeGNNZ6EAemM6bY0/O1sflfrZ1hdOkPuUwzBMmmi6JM2JjY41DskCtgKAYGKFPc/NVmPaooQxNd3oTgzp+8CI2zimv47rxYvZrFkSOH5JiUiEsuSJXckBqpE0YeyTN5JW/Wk/VivVsf09YlazZzQP7I+vwBde2ZCg==</latexit><latexit sha1_base64="P3BLv/Q8PUqGiCUFKklDD/sLvPw=">AAACB3icbZDLSsNAFIYnXmu9VV0KEixChVISEXRZdONGqGAv0IQymZy0QyeTMHMilNKdG1/FjQtF3PoK7nwbp5eFtv4w8PGfczhz/iAVXKPjfFtLyyura+u5jfzm1vbObmFvv6GTTDGos0QkqhVQDYJLqCNHAa1UAY0DAc2gfz2uNx9AaZ7Iexyk4Me0K3nEGUVjdQpHnoAIS7dlD1LNRSLLXggCqad4t4ennULRqTgT2YvgzqBIZqp1Cl9emLAsBolMUK3brpOiP6QKORMwynuZhpSyPu1C26CkMWh/OLljZJ8YJ7SjRJkn0Z64vyeGNNZ6EAemM6bY0/O1sflfrZ1hdOkPuUwzBMmmi6JM2JjY41DskCtgKAYGKFPc/NVmPaooQxNd3oTgzp+8CI2zimv47rxYvZrFkSOH5JiUiEsuSJXckBqpE0YeyTN5JW/Wk/VivVsf09YlazZzQP7I+vwBde2ZCg==</latexit>

W 2 {1, . . . ,M}
<latexit sha1_base64="X0p1Ew3qIQr+meQx9STwv+hyi1k=">AAAB+nicbVDLSsNAFL3xWesr1aWbYBFclJKIoMuiGzdCBfuAJpTJdNoOnUzCzI1SYj/FjQtF3Pol7vwbp20W2npg4HDOPdw7J0wE1+i639bK6tr6xmZhq7i9s7u3b5cOmjpOFWUNGotYtUOimeCSNZCjYO1EMRKFgrXC0fXUbz0wpXks73GcsCAiA8n7nBI0UtcutXwu/cyr+L0YdeXWn3Ttslt1Z3CWiZeTMuSod+0vk6VpxCRSQbTueG6CQUYUcirYpOinmiWEjsiAdQyVJGI6yGanT5wTo/ScfqzMk+jM1N+JjERaj6PQTEYEh3rRm4r/eZ0U+5dBxmWSIpN0vqifCgdjZ9qD0+OKURRjQwhV3Nzq0CFRhKJpq2hK8Ba/vEyaZ1XP8Lvzcu0qr6MAR3AMp+DBBdTgBurQAAqP8Ayv8GY9WS/Wu/UxH12x8swh/IH1+QN6wZN7</latexit><latexit sha1_base64="X0p1Ew3qIQr+meQx9STwv+hyi1k=">AAAB+nicbVDLSsNAFL3xWesr1aWbYBFclJKIoMuiGzdCBfuAJpTJdNoOnUzCzI1SYj/FjQtF3Pol7vwbp20W2npg4HDOPdw7J0wE1+i639bK6tr6xmZhq7i9s7u3b5cOmjpOFWUNGotYtUOimeCSNZCjYO1EMRKFgrXC0fXUbz0wpXks73GcsCAiA8n7nBI0UtcutXwu/cyr+L0YdeXWn3Ttslt1Z3CWiZeTMuSod+0vk6VpxCRSQbTueG6CQUYUcirYpOinmiWEjsiAdQyVJGI6yGanT5wTo/ScfqzMk+jM1N+JjERaj6PQTEYEh3rRm4r/eZ0U+5dBxmWSIpN0vqifCgdjZ9qD0+OKURRjQwhV3Nzq0CFRhKJpq2hK8Ba/vEyaZ1XP8Lvzcu0qr6MAR3AMp+DBBdTgBurQAAqP8Ayv8GY9WS/Wu/UxH12x8swh/IH1+QN6wZN7</latexit><latexit sha1_base64="X0p1Ew3qIQr+meQx9STwv+hyi1k=">AAAB+nicbVDLSsNAFL3xWesr1aWbYBFclJKIoMuiGzdCBfuAJpTJdNoOnUzCzI1SYj/FjQtF3Pol7vwbp20W2npg4HDOPdw7J0wE1+i639bK6tr6xmZhq7i9s7u3b5cOmjpOFWUNGotYtUOimeCSNZCjYO1EMRKFgrXC0fXUbz0wpXks73GcsCAiA8n7nBI0UtcutXwu/cyr+L0YdeXWn3Ttslt1Z3CWiZeTMuSod+0vk6VpxCRSQbTueG6CQUYUcirYpOinmiWEjsiAdQyVJGI6yGanT5wTo/ScfqzMk+jM1N+JjERaj6PQTEYEh3rRm4r/eZ0U+5dBxmWSIpN0vqifCgdjZ9qD0+OKURRjQwhV3Nzq0CFRhKJpq2hK8Ba/vEyaZ1XP8Lvzcu0qr6MAR3AMp+DBBdTgBurQAAqP8Ayv8GY9WS/Wu/UxH12x8swh/IH1+QN6wZN7</latexit><latexit sha1_base64="X0p1Ew3qIQr+meQx9STwv+hyi1k=">AAAB+nicbVDLSsNAFL3xWesr1aWbYBFclJKIoMuiGzdCBfuAJpTJdNoOnUzCzI1SYj/FjQtF3Pol7vwbp20W2npg4HDOPdw7J0wE1+i639bK6tr6xmZhq7i9s7u3b5cOmjpOFWUNGotYtUOimeCSNZCjYO1EMRKFgrXC0fXUbz0wpXks73GcsCAiA8n7nBI0UtcutXwu/cyr+L0YdeXWn3Ttslt1Z3CWiZeTMuSod+0vk6VpxCRSQbTueG6CQUYUcirYpOinmiWEjsiAdQyVJGI6yGanT5wTo/ScfqzMk+jM1N+JjERaj6PQTEYEh3rRm4r/eZ0U+5dBxmWSIpN0vqifCgdjZ9qD0+OKURRjQwhV3Nzq0CFRhKJpq2hK8Ba/vEyaZ1XP8Lvzcu0qr6MAR3AMp+DBBdTgBurQAAqP8Ayv8GY9WS/Wu/UxH12x8swh/IH1+QN6wZN7</latexit>

PX|W : {1, . . . ,M} ! A
<latexit sha1_base64="oLPhmXseA6rY/U43AFvI0bvwtdE=">AAACFHicbVDLSsNAFJ34rPUVdekmWATBUhIRFFdVN26ECvYBTQiT6aQdOnkwc6OUmI9w46+4caGIWxfu/BsnbRbaemDgcM69d+49XsyZBNP81ubmFxaXlksr5dW19Y1NfWu7JaNEENokEY9Ex8OSchbSJjDgtBMLigOP07Y3vMz99h0VkkXhLYxi6gS4HzKfEQxKcvXDhpt2HtrZmZ1aVbsXgaxe25ktWH8AWIjo3g4wDAjm6Xnm6hWzZo5hzBKrIBVUoOHqX2oiSQIaAuFYyq5lxuCkWAAjnGZlO5E0xmSI+7SraIgDKp10fFRm7CulZ/iRUC8EY6z+7khxIOUo8FRlvqKc9nLxP6+bgH/qpCyME6AhmXzkJ9yAyMgTMnpMUAJ8pAgmgqldDTLAAhNQOZZVCNb0ybOkdVSzFL85rtQvijhKaBftoQNkoRNUR1eogZqIoEf0jF7Rm/akvWjv2sekdE4renbQH2ifP3PKnxU=</latexit><latexit sha1_base64="oLPhmXseA6rY/U43AFvI0bvwtdE=">AAACFHicbVDLSsNAFJ34rPUVdekmWATBUhIRFFdVN26ECvYBTQiT6aQdOnkwc6OUmI9w46+4caGIWxfu/BsnbRbaemDgcM69d+49XsyZBNP81ubmFxaXlksr5dW19Y1NfWu7JaNEENokEY9Ex8OSchbSJjDgtBMLigOP07Y3vMz99h0VkkXhLYxi6gS4HzKfEQxKcvXDhpt2HtrZmZ1aVbsXgaxe25ktWH8AWIjo3g4wDAjm6Xnm6hWzZo5hzBKrIBVUoOHqX2oiSQIaAuFYyq5lxuCkWAAjnGZlO5E0xmSI+7SraIgDKp10fFRm7CulZ/iRUC8EY6z+7khxIOUo8FRlvqKc9nLxP6+bgH/qpCyME6AhmXzkJ9yAyMgTMnpMUAJ8pAgmgqldDTLAAhNQOZZVCNb0ybOkdVSzFL85rtQvijhKaBftoQNkoRNUR1eogZqIoEf0jF7Rm/akvWjv2sekdE4renbQH2ifP3PKnxU=</latexit><latexit sha1_base64="oLPhmXseA6rY/U43AFvI0bvwtdE=">AAACFHicbVDLSsNAFJ34rPUVdekmWATBUhIRFFdVN26ECvYBTQiT6aQdOnkwc6OUmI9w46+4caGIWxfu/BsnbRbaemDgcM69d+49XsyZBNP81ubmFxaXlksr5dW19Y1NfWu7JaNEENokEY9Ex8OSchbSJjDgtBMLigOP07Y3vMz99h0VkkXhLYxi6gS4HzKfEQxKcvXDhpt2HtrZmZ1aVbsXgaxe25ktWH8AWIjo3g4wDAjm6Xnm6hWzZo5hzBKrIBVUoOHqX2oiSQIaAuFYyq5lxuCkWAAjnGZlO5E0xmSI+7SraIgDKp10fFRm7CulZ/iRUC8EY6z+7khxIOUo8FRlvqKc9nLxP6+bgH/qpCyME6AhmXzkJ9yAyMgTMnpMUAJ8pAgmgqldDTLAAhNQOZZVCNb0ybOkdVSzFL85rtQvijhKaBftoQNkoRNUR1eogZqIoEf0jF7Rm/akvWjv2sekdE4renbQH2ifP3PKnxU=</latexit><latexit sha1_base64="oLPhmXseA6rY/U43AFvI0bvwtdE=">AAACFHicbVDLSsNAFJ34rPUVdekmWATBUhIRFFdVN26ECvYBTQiT6aQdOnkwc6OUmI9w46+4caGIWxfu/BsnbRbaemDgcM69d+49XsyZBNP81ubmFxaXlksr5dW19Y1NfWu7JaNEENokEY9Ex8OSchbSJjDgtBMLigOP07Y3vMz99h0VkkXhLYxi6gS4HzKfEQxKcvXDhpt2HtrZmZ1aVbsXgaxe25ktWH8AWIjo3g4wDAjm6Xnm6hWzZo5hzBKrIBVUoOHqX2oiSQIaAuFYyq5lxuCkWAAjnGZlO5E0xmSI+7SraIgDKp10fFRm7CulZ/iRUC8EY6z+7khxIOUo8FRlvqKc9nLxP6+bgH/qpCyME6AhmXzkJ9yAyMgTMnpMUAJ8pAgmgqldDTLAAhNQOZZVCNb0ybOkdVSzFL85rtQvijhKaBftoQNkoRNUR1eogZqIoEf0jF7Rm/akvWjv2sekdE4renbQH2ifP3PKnxU=</latexit>

g : B ! {1, . . . ,M}
<latexit sha1_base64="kIkUZumVtJN/ZqOausLxVev1qS0=">AAACDnicbVC7SgNBFL0bXzG+opY2S0JAMIRdG8UqxMZGiGAekF3C7GSSDJl9MHNXCct+gY2f4C/YWChia23n3zh5FJp4YOBwzj3MvceLBFdoWd9GZmV1bX0ju5nb2t7Z3cvvHzRVGEvKGjQUoWx7RDHBA9ZAjoK1I8mI7wnW8kaXE791x6TiYXCL44i5PhkEvM8pQS1186XBheMTHFIiklrqSD4YIpEyvHcSu+z0QlTlayft5otWxZrCXCb2nBSrBefkCQDq3fyXztLYZwFSQZTq2FaEbkIkcipYmnNixSJCR2TAOpoGxGfKTabnpGZJKz2zH0r9AjSn6u9EQnylxr6nJyerq0VvIv7ndWLsn7sJD6IYWUBnH/VjYWJoTroxe1wyimKsCaGS611NOiSSUNQN5nQJ9uLJy6R5WrE1v7GL1RrMkIUjKMAx2HAGVbiCOjSAwgM8wyu8GY/Gi/FufMxGM8Y8cwh/YHz+AKvfnfU=</latexit><latexit sha1_base64="HC2Oz3F2nue3ZWVlbYjQxdKJwfE=">AAACDnicbVDLSsNAFJ34rPUVdekmtBQES0ncKK5K3bgRKtgHNKVMppN06GQSZm6UEPoFblz4I25cKOLWtbv+jdPHQlsPDBzOuYe593gxZwpse2ysrK6tb2zmtvLbO7t7++bBYVNFiSS0QSIeybaHFeVM0AYw4LQdS4pDj9OWN7ya+K17KhWLxB2kMe2GOBDMZwSDlnpmKbh0QwwDgnlWG7mSBQPAUkYPbuaU3X4Eqnzjjnpm0a7YU1jLxJmTYrXgnj6Pq2m9Z37rLElCKoBwrFTHsWPoZlgCI5yO8m6iaIzJEAe0o6nAIVXdbHrOyCpppW/5kdRPgDVVfycyHCqVhp6enKyuFr2J+J/XScC/6GZMxAlQQWYf+Qm3ILIm3Vh9JikBnmqCiWR6V4sMsMQEdIN5XYKzePIyaZ5VHM1vnWK1hmbIoWNUQCfIQeeoiq5RHTUQQY/oBb2hd+PJeDU+jM/Z6IoxzxyhPzC+fgC1SZ97</latexit><latexit sha1_base64="HC2Oz3F2nue3ZWVlbYjQxdKJwfE=">AAACDnicbVDLSsNAFJ34rPUVdekmtBQES0ncKK5K3bgRKtgHNKVMppN06GQSZm6UEPoFblz4I25cKOLWtbv+jdPHQlsPDBzOuYe593gxZwpse2ysrK6tb2zmtvLbO7t7++bBYVNFiSS0QSIeybaHFeVM0AYw4LQdS4pDj9OWN7ya+K17KhWLxB2kMe2GOBDMZwSDlnpmKbh0QwwDgnlWG7mSBQPAUkYPbuaU3X4Eqnzjjnpm0a7YU1jLxJmTYrXgnj6Pq2m9Z37rLElCKoBwrFTHsWPoZlgCI5yO8m6iaIzJEAe0o6nAIVXdbHrOyCpppW/5kdRPgDVVfycyHCqVhp6enKyuFr2J+J/XScC/6GZMxAlQQWYf+Qm3ILIm3Vh9JikBnmqCiWR6V4sMsMQEdIN5XYKzePIyaZ5VHM1vnWK1hmbIoWNUQCfIQeeoiq5RHTUQQY/oBb2hd+PJeDU+jM/Z6IoxzxyhPzC+fgC1SZ97</latexit><latexit sha1_base64="VrUuQzVFyl0znKS5PmV0oNzbfnE=">AAACDnicbVC7SgNBFJ31GeNr1dJmMAQsQti1UaxCbGyECOYB2SXMTmY3Q2YfzNxVwrJfYOOv2FgoYmtt5984m6TQxAMDh3PuYe49XiK4Asv6NlZW19Y3Nktb5e2d3b198+Cwo+JUUtamsYhlzyOKCR6xNnAQrJdIRkJPsK43vir87j2TisfRHUwS5oYkiLjPKQEtDcxqcOmEBEaUiKyZO5IHIyBSxg9OZtecYQyqduPkA7Ni1a0p8DKx56SC5mgNzC+dpWnIIqCCKNW3rQTcjEjgVLC87KSKJYSOScD6mkYkZMrNpufkuKqVIfZjqV8EeKr+TmQkVGoSenqyWF0teoX4n9dPwb9wMx4lKbCIzj7yU4EhxkU3eMgloyAmmhAqud4V0xGRhIJusKxLsBdPXiads7qt+a1daTTndZTQMTpBp8hG56iBrlELtRFFj+gZvaI348l4Md6Nj9noijHPHKE/MD5/AJlgnGw=</latexit>

P
⇣
W 6= Ŵ

⌘
 ✏

<latexit sha1_base64="h6pyHqqObtOs+IQQnG6TEpJnQss=">AAACGHicbVC7SgNBFL3r2/iKWtosBkEb3bXRMmhjGcEkQjbI7ORuMjg7u5m5K4Ql4DeINv6KjYUitun8G2cTC18HBg7n3MOde8JUCkOe9+FMTc/Mzs0vLJaWlldW18rrGw2TZJpjnScy0ZchMyiFwjoJkniZamRxKLEZXp8WfvMGtRGJuqBBiu2YdZWIBGdkpavyQRAz6oVhXhsGEiPabQYK+0GPUd4cBlp0e7RnjX6AqRGySFS8fW8M9y/xv0ilenR/dwsAtavyKOgkPItREZfMmJbvpdTOmSbBJQ5LQWYwZfyadbFlqWIxmnY+Pmzo7lil40aJtk+RO1a/J3IWGzOIQztZnGF+e4X4n9fKKDpu50KlGaHik0VRJl1K3KIltyM0cpIDSxjXwv7V5T2mGSfbZcmW4P8++S9pHO77lp/7leoJTLAAW7ANu+DDEVThDGpQBw4P8AQv8Oo8Os/Om/M+GZ1yvjKb8APO6BM5bqNS</latexit><latexit sha1_base64="5uKMZtzB7O+1mhkaS0a0Hw2HFL8=">AAACGHicbVDLSsNAFJ34rPVVrTs3wSLoRhM3uiy6cVnBPqAJMpneNIOTSZy5EUroT4hu/BU3LhRx251/4Gc4abvwdWDgcM493LknSAXX6Dgf1szs3PzCYmmpvLyyurZe2dhs6SRTDJosEYnqBFSD4BKayFFAJ1VA40BAO7g+K/z2LSjNE3mJgxT8mPYlDzmjaKSryqEXU4yCIG8MPQEh7rU9CTdeRDFvDz3F+xHuG+PGg1RzUSRqzoEzhv2XuFNSqx/f3w2qn1uNq8rI6yUsi0EiE1Trruuk6OdUIWcChmUv05BSdk370DVU0hi0n48PG9q7RunZYaLMk2iP1e+JnMZaD+LATBZn6N9eIf7ndTMMT/ycyzRDkGyyKMyEjYldtGT3uAKGYmAIZYqbv9osoooyNF2WTQnu75P/ktbRgWv4hVurn5IJSmSb7JA94pJjUifnpEGahJEH8kReyKv1aD1bb9b7ZHTGmmaq5Aes0ReaHqRa</latexit><latexit sha1_base64="5uKMZtzB7O+1mhkaS0a0Hw2HFL8=">AAACGHicbVDLSsNAFJ34rPVVrTs3wSLoRhM3uiy6cVnBPqAJMpneNIOTSZy5EUroT4hu/BU3LhRx251/4Gc4abvwdWDgcM493LknSAXX6Dgf1szs3PzCYmmpvLyyurZe2dhs6SRTDJosEYnqBFSD4BKayFFAJ1VA40BAO7g+K/z2LSjNE3mJgxT8mPYlDzmjaKSryqEXU4yCIG8MPQEh7rU9CTdeRDFvDz3F+xHuG+PGg1RzUSRqzoEzhv2XuFNSqx/f3w2qn1uNq8rI6yUsi0EiE1Trruuk6OdUIWcChmUv05BSdk370DVU0hi0n48PG9q7RunZYaLMk2iP1e+JnMZaD+LATBZn6N9eIf7ndTMMT/ycyzRDkGyyKMyEjYldtGT3uAKGYmAIZYqbv9osoooyNF2WTQnu75P/ktbRgWv4hVurn5IJSmSb7JA94pJjUifnpEGahJEH8kReyKv1aD1bb9b7ZHTGmmaq5Aes0ReaHqRa</latexit><latexit sha1_base64="8piU3jSISSMEt8eP0E1G3/+Dk8k=">AAACGHicbVBNT8JAFNz6ifiFevTSSEzwgq0XPRK9eMREKAklZLu8wobttuy+mpCGn+HFv+LFg8Z45ea/cQscFJxkk8nMe3k7EySCa3Scb2ttfWNza7uwU9zd2z84LB0dN3WcKgYNFotYtQKqQXAJDeQooJUooFEgwAuGd7nvPYHSPJaPOE6gE9G+5CFnFI3ULV36EcVBEGT1iS8gxIrnSxj5A4qZN/EV7w/wwhgjHxLNRb5RdqrODPYqcRekTBaod0tTvxezNAKJTFCt266TYCejCjkTMCn6qYaEsiHtQ9tQSSPQnWwWbGKfG6Vnh7EyT6I9U39vZDTSehwFZjKPoZe9XPzPa6cY3nQyLpMUQbL5oTAVNsZ23pLd4woYirEhlClu/mqzAVWUoemyaEpwlyOvkuZV1TX8wS3Xbhd1FMgpOSMV4pJrUiP3pE4ahJFn8kreyYf1Yr1Zn9bXfHTNWuyckD+wpj9e6qE1</latexit>
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• Legitimate channel is deterministic, eavesdropper channel is BSC:

Semi-deterministic Wiretap Channel (BSC):

!X

0 200 400 600 800 1000 1200 1400 1600 1800 2000
0

0.1

0.2

0.3

0.4

0.5
CS = 0.5

Second-order Approximation

Converse

Converse [Y.-Schaefer-Poor’16]

Achievability

Blocklength, n

S
ec
re
cy

ra
te
,
b
it
/(
ch
.
u
se
)

1

� = ✏ = 10�3
<latexit sha1_base64="tpkhU/E/IBNWo1ZiGXNq+neYhCo=">AAACAHicbZDLSsNAFIYn9VbrLerChZtgEdxYEhV0Uyi6cVnBXqCJZTI5aYdOJmFmIpSQja/ixoUibn0Md76N0zYLbf1h4OM/53Dm/H7CqFS2/W2UlpZXVtfK65WNza3tHXN3ry3jVBBokZjFoutjCYxyaCmqGHQTATjyGXT80c2k3nkEIWnM79U4AS/CA05DSrDSVt88cANgCtddSCRlMa879kN2ep73zapds6eyFsEpoIoKNfvmlxvEJI2AK8KwlD3HTpSXYaEoYZBX3FRCgskID6CnkeMIpJdND8itY+0EVhgL/biypu7viQxHUo4jX3dGWA3lfG1i/lfrpSq88jLKk1QBJ7NFYcosFVuTNKyACiCKjTVgIqj+q0WGWGCidGYVHYIzf/IitM9qjua7i2rjuoijjA7RETpBDrpEDXSLmqiFCMrRM3pFb8aT8WK8Gx+z1pJRzOyjPzI+fwDLxpXe</latexit><latexit sha1_base64="tpkhU/E/IBNWo1ZiGXNq+neYhCo=">AAACAHicbZDLSsNAFIYn9VbrLerChZtgEdxYEhV0Uyi6cVnBXqCJZTI5aYdOJmFmIpSQja/ixoUibn0Md76N0zYLbf1h4OM/53Dm/H7CqFS2/W2UlpZXVtfK65WNza3tHXN3ry3jVBBokZjFoutjCYxyaCmqGHQTATjyGXT80c2k3nkEIWnM79U4AS/CA05DSrDSVt88cANgCtddSCRlMa879kN2ep73zapds6eyFsEpoIoKNfvmlxvEJI2AK8KwlD3HTpSXYaEoYZBX3FRCgskID6CnkeMIpJdND8itY+0EVhgL/biypu7viQxHUo4jX3dGWA3lfG1i/lfrpSq88jLKk1QBJ7NFYcosFVuTNKyACiCKjTVgIqj+q0WGWGCidGYVHYIzf/IitM9qjua7i2rjuoijjA7RETpBDrpEDXSLmqiFCMrRM3pFb8aT8WK8Gx+z1pJRzOyjPzI+fwDLxpXe</latexit><latexit sha1_base64="tpkhU/E/IBNWo1ZiGXNq+neYhCo=">AAACAHicbZDLSsNAFIYn9VbrLerChZtgEdxYEhV0Uyi6cVnBXqCJZTI5aYdOJmFmIpSQja/ixoUibn0Md76N0zYLbf1h4OM/53Dm/H7CqFS2/W2UlpZXVtfK65WNza3tHXN3ry3jVBBokZjFoutjCYxyaCmqGHQTATjyGXT80c2k3nkEIWnM79U4AS/CA05DSrDSVt88cANgCtddSCRlMa879kN2ep73zapds6eyFsEpoIoKNfvmlxvEJI2AK8KwlD3HTpSXYaEoYZBX3FRCgskID6CnkeMIpJdND8itY+0EVhgL/biypu7viQxHUo4jX3dGWA3lfG1i/lfrpSq88jLKk1QBJ7NFYcosFVuTNKyACiCKjTVgIqj+q0WGWGCidGYVHYIzf/IitM9qjua7i2rjuoijjA7RETpBDrpEDXSLmqiFCMrRM3pFb8aT8WK8Gx+z1pJRzOyjPzI+fwDLxpXe</latexit><latexit sha1_base64="tpkhU/E/IBNWo1ZiGXNq+neYhCo=">AAACAHicbZDLSsNAFIYn9VbrLerChZtgEdxYEhV0Uyi6cVnBXqCJZTI5aYdOJmFmIpSQja/ixoUibn0Md76N0zYLbf1h4OM/53Dm/H7CqFS2/W2UlpZXVtfK65WNza3tHXN3ry3jVBBokZjFoutjCYxyaCmqGHQTATjyGXT80c2k3nkEIWnM79U4AS/CA05DSrDSVt88cANgCtddSCRlMa879kN2ep73zapds6eyFsEpoIoKNfvmlxvEJI2AK8KwlD3HTpSXYaEoYZBX3FRCgskID6CnkeMIpJdND8itY+0EVhgL/biypu7viQxHUo4jX3dGWA3lfG1i/lfrpSq88jLKk1QBJ7NFYcosFVuTNKyACiCKjTVgIqj+q0WGWGCidGYVHYIzf/IitM9qjua7i2rjuoijjA7RETpBDrpEDXSLmqiFCMrRM3pFb8aT8WK8Gx+z1pJRzOyjPzI+fwDLxpXe</latexit>

R⇤(n, ✏, �) = Cs �

r
V

n
Q�1

✓
�

1� ✏

◆
+O

✓
log n

n

◆

<latexit sha1_base64="2XYj1zXI74+cqD57yOAJUqzVM0k="></latexit><latexit sha1_base64="2XYj1zXI74+cqD57yOAJUqzVM0k="></latexit><latexit sha1_base64="2XYj1zXI74+cqD57yOAJUqzVM0k="></latexit><latexit sha1_base64="2XYj1zXI74+cqD57yOAJUqzVM0k="></latexit>

[Yang, et al. (2017)]



Privacy-Utility Tradeoffs

in 
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• Privacy is not secrecy:

Privacy vs. Secrecy



• Privacy is not secrecy:

• Denial of access (secrecy) makes a data source useless.

= Eve ?

Privacy vs. Secrecy



• Sensing systems generate considerable  electronic data:

• Data’s utility depends on its accessibility.

• Accessibility endangers privacy.

• This fundamental tradeoff can be
characterized via information theory.

Privacy p
Equivocation E

Utility U
Distortion D

Utility-Privacy
Tradeoff Region

Privacy-Utility Tradeoff



• Smart meter data is useful for price-aware usage, load balancing

• But, it leaks information about in-home activity

Example: Smart Meter Privacy

Poor (2017)
Privacy in the Smart Grid: Information, Control & Games
In Information Theoretic Security and Privacy of Information Systems (Cambridge) 



P-U tradeoff leads to a spectral ‘reverse water-filling’ solution

The following theorem captures our main result.

Theorem 3: The utility-privacy tradeoff for smart meter
measurements modeled as a Gaussian source with memory is
given by the leakage function λ(D) which results from choos-
ing the distribution p (x̂n|xn) as the rate-distortion (without
privacy) optimal distribution.

Proof: The proof follows directly from noting that, for a
given jointly Gaussian distribution of the source and correlated
hidden sequence, pXnY n , the infimum in (8) and (9) is strictly
over the space of conditional distributions of the revealed
sequence given the original source sequence as a result of
the Markov chain relationship Y n − Xn − X̂n. Expanding
the leakage as I(Y n; X̂n) = h(Y n) − h(Y n|X̂n), and using
the fact for correlated Gaussian processes, Yk = αkXk + Zk,
for all k, where {Zk} is a sequence independent of {Xk}
and αk is a constant for each k, one can show that the jointly
Gaussian distribution of Xn and X̂n which minimizes (8) also
minimizes (9).

Remark 2: Theorem 3 simplifies the development of the
RDL region for Gaussian sources with memory for which the
rate-distortion function is known. For Gaussian sources with
memory the rate-distortion function is known and lends itself
to a straightforward practical implementation that we discuss
in the following section.

F. Rate-Distortion for Gaussian Sources with Memory

In general, the rate distortion functions for sources with
memory are not straightforward to compute. However, for
Gaussian sources, the rate-distortion function R(D) (without
the additional privacy constraint) is known and can be obtained
via a transformation of the correlated source sequence Xn

to its eigen-space in which the resulting sequence X̃n is
uncorrelated (and hence, independent for jointly Gaussian
sources); let SX(ω), SY (ω), and SXY (ω) denote the two-
sided power spectral densities (PSDs) of the {Xk} , {Yk},
and {XkYk} processes, respectively [16]. Let φ denote the
Lagrangian parameter for the distortion constraint (4) in the
rate minimization problem. Explicitly denoting the dependence
on the water-level φ, the rate-distortion function Rφ (D) and
the average distortion function D (φ) are given by

Rφ (D) =

∫ π

−π

max

(

0,
1

2
log

SX(ω)

φ

)

dω

2π
(10)

D (φ) =

∫ π

−π

min (SX(ω),φ)
dω

2π
. (11)

Note that the water-level φ is determined by the desired
average distortion D (φ) = D. Thus, R(D) for a Gaussian
source with memory can be expressed as an infinite sum of the
rate-distortion functions for independent Gaussian variables,
one for each angular frequency ω ∈ [−π,π]. The “water-
level” φ captures the average time-domain distortion constraint
across the spectrum such that the distortion for any ω is the
minimum of the water-level and the PSD. The privacy leakage
λ(D (φ)) is then the infinite sum of the information leakage

0 0  
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φ

Fig. 1. The PSD of {Xk}. The area below the curve and the horizontal line
is equal to D.

about {Yk} for each ω, and is given by

λ (D (φ)) =

∫ π

−π

1

2
log

(

SY (ω)

SXY (ω)g (ω) + SY (ω)

)

dω

2π
(12)

where g (ω) ≡ (min (SX(ω),φ) − 1) .
Remark 3: The transform domain “water-filling” solution

suggests that in practice the time-series data can be filtered
for a desired level of fidelity (distortion) and privacy (leak-
age) using Fourier transforms. The privacy-preserving rate-
distortion optimal scheme thus reveals only those frequency
components with power above the water-level φ. Furthermore,
at every frequency only the portion of the signal energy which
is above the water level φ is preserved by the minimum-rate
sequence from which the source can be generated with an
average distortion D.

IV. ILLUSTRATION

The following example illustrates our results. We assume
that the private information to be hidden is the measurement
sequence itself, i.e., Yk = Xk, for all k. For the meter
measurements modeled as a stationary Gaussian time series
{Xk} , we choose Xk ∼ N (0, 1) for all k ∈ I, and an
autocorrelation function

cm = E[XkXk+m] =

⎧

⎪

⎪

⎨

⎪

⎪

⎩

1 m = 0,
0.3 m = ±1,
0.4 m = ±2,
0 otherwise.

The power spectral density PSD (frequency domain represen-
tation of the autocorrelation function) of this process is given
by

S(ω) =
∞
∑

m=−∞

cm exp(imω) = 1+0.6 cos(ω)+0.8 cos(2ω),

− π ≤ ω ≤ π. (13)

In order to obtain the rate-distortion function Rφ(D) for this
source, for a given D we have to find the water-level φ
satisfying (11).

Source Coding Solution:
Hidden Gauss-Markov Model (protection of the hidden 

intermittency state)



wasted energy
versus

information leakage
Tradeoff: 

A Control Approach:
Energy Harvesting and Storage 
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Privacy-Utility Tradeoff:
Binary Variables



Competitive Privacy: Privacy-Utility 
Tradeoffs for Interacting Agents

• Multiple interacting, but competing,
agents (or groups of agents) with
coupled measurements.

• Each wants to estimate its own
parameters, or state.

• They can help each other by sharing
data, but wish to preserve privacy.

• Each has a privacy-utility tradeoff, but
they are competitive ones.

• How should they interact?



Motivating Examples

Electricity Grids: 
grid management  

Radar:  untrustworthy allies

Sensor Networks: 
resource localization



  
Yk = Hk ,mXm + Zk

m=1

M

∑ ,  k = 1,2,…,M

mth system state

• Noisy measurements at agent k:

• Utility for agent k: mean-square error for its own state Xk

• Privacy for agent k: leakage of information about Xk to other agents 

Linear Measurement Model



How Should Agents Exchange Data?

• This is a classical problem in information theory – the
Wyner-Ziv problem (optimal distributed source
coding) – which tells how to exchange information.

• But, doesn’t say how much information to exchange.

• Because of the competitive nature, game
theory or prospect theory can illuminate this.

• Leads to a number of interesting solutions:
– a basic problem is a prisoners’ dilemma

– with pricing, cooperation or multi-play games,
more meaningful solutions arise

Poor (2018)
Privacy in Networks of Interacting Agents
in Emerging Applications of Control and SystemTheory (Springer)
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Other Issues

• Authentication

– Information theoretic bounds on the probabilities of successful impersonation and
substitution attacks [Lai, et al. IT-09]

– Privacy-security tradeoffs in biometric authentication systems [Lai et al. IFS-11]
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Other Issues

• Authentication

– Information theoretic bounds on the probabilities of successful impersonation and
substitution attacks [Lai, et al. IT-09]

– Privacy-security tradeoffs in biometric authentication systems [Lai et al. IFS-11]

• Attacks on MANETs

– Information theoretic guidance on how many malicious nodes can be tolerated
[Liang, et al. IT-11]

• Data Injection Attacks on Smart Grids

– Information theoretic guidance on protection against stealth attacks [Sun, et al.
SmartGridComm’17]

• Man-in-the-Middle and Spoofing Attacks on Sensor Nets

– Effects on CRLB in parameter estimation [Zhang, et al. SPM’18]



Authentication with Correlated Sequences

Impersonation attack: O transmits a message before S

Substitution attack: O replaces S’s message with its own

S R

O

s1
L s2L

M

Theorem [Lai, et al. IT-09]: If the S-O channel is not less 
noisy than the S-R channel, then



Two performance metrics:

Utility = key rate:

Authentication:  the number of attacker’s guesses

Privacy level:
Normalized privacy level of the biometric measurements.

What’s the tradeoff between these two?

database
(public)

Biometric Authentication



Theorem [Lai, et al. IFS-11]:

Key rate

Normalized
privacy
level

Maximum
key rate

Largest
privacy
level

I0(X;Y)

-

I(X;Y)
-

1 – H(X|Y)/H(X) -

1

Biometric Authentication: The Tradeoff

is achievable, if and only if there exists                             

such that



Eav 
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Eav 

MANETs with Malicious Nodes



Secrecy Capacity Scaling
[Liang, et al. IT’11]



Stealth attacks seek to trade off:

- mutual information between the grid state and operator’s observations

- probability of the attack being detected

Stealth Attacks on Smart Grids
[Sun, et al., SG - under review]

2 4 6 8 10 12 14 16 18 20

-20

0

20

40

60

80

100

120

140

-0.2

0

0.2

0.4

0.6

0.8

1

Pr
ob

ab
ilit

y 
of

 D
et

ec
tio

n
 30-Bus,  = 0.1
 30-Bus,  = 0.1
 30-Bus,  = 0.9
 30-Bus,  = 0.9

 118-Bus,  = 0.1
 118-Bus,  = 0.1
 118-Bus,  = 0.9
 118-Bus,  = 0.9



Attacks on Sensor Nets
[Zhang, et al. SPM’18]

3

studied in [3], [4], [7]–[9] and references therein. Investigations on cyberattacks on estimation systems

have been studied in [6], [7], [10]–[15], [17], [23] and references therein. The early work in [3], [4],

[6], [7], [7]–[9], [13]–[15], [23] set the tone for many later investigations and influenced most of the

discussions in this paper. In particular, the impact and mitigation of cyberattacks on systems solving

hypothesis testing problems was studied in [3], [4], [7], [9] and references therein. Distributed detection

in tree topologies in the presence of cyberattacks was considered in [8]. Investigations on cyberattacks

on estimation systems have been studied in [6], [7], [10]–[15], [17], [23] and references therein. The

problem of distributed spectrum sensing in a cognitive radio network under cyberattacks was studied in

[4], [5], [25]. Several cyberattack detection techniques were proposed for IoT localization systems in [6],

[12], [18], [19]. More recently, the data-injection attack in smart grids was considered in [13]–[15], [26]

and the references therein.
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Fig. 1: Cyberattacks in IoT systems.

According to the place where they occur, cyberattacks in IoT systems can be categorized into two

classes, as illustrated in Fig. 1. We call any attack modifying a signal in the IoT system prior to

quantization a spoofing attack. It has been shown [12] that the same changes in the signals in the

IoT system produced by any spoofing attack can also be produced by changing the data going into

the sensors to be different from that coming from the physical phenomenon being monitored. We call

any attack modifying a signal in the IoT system after quantization a man-in-the-middle attack (MiMA).

The same changes in the signals in the IoT system produced by any MiMA [12] can also be produced

May 22, 2018 DRAFT

Man-in-the-middle attack:
- TQA uses attacked data
- SEA ignores attacked data



• Information theory can help understand some
fundamental limits of security and privacy in IoT

• These are theoretical constructs; although they
sometimes point to potential practical solutions, there
are many needs to connect this kind of analysis to real
networks, e.g.

- more finite-blocklength analysis

- scaling laws for large networks

- practical coding schemes to achieve fundamental limits

- other security primitives (signatures, certificates, etc.)

Summary



Some Basic References

Lai, Liang, Du, Poor (2015) Key Generation from Random Channels, in Physical
Layer Security inWireless Communications (CRC)

Schaefer, Boche, Khisti, Poor (2017) Information Theoretic Security and Privacy of
Information Systems (Cambridge)

Poor, Schaefer (2017) Wireless Physical Layer Security, PNAS.

Poor (2017) Privacy in the Smart Grid: Information, Control & Games, in
InformationTheoretic Security and Privacy of Information Systems (Cambridge)

Poor (2018) Privacy in Networks of Interacting Agents, in Emerging Applications of
Control and SystemTheory (Springer)



Thank You!


