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Abstract

Due to the grow of modern dataset size and the desire to harness comput-
ing power of multiple machines, there is a recent surge of interest in the design
of distributed machine learning algorithms. However, distributed algorithms
are sensitive to Byzantine attackers who can send falsified data to prevent the
convergence of algorithms or lead the algorithms to converge to value of the
attackers’ choice. Our novel algorithm can deal with an arbitrary number of

Byzantine attackers.
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Goal : Propose a new robust distributed gradient descent algorithm

Model

e Goal:

0* € arggneig F0) = E[f(X,0)].

e Approximate goal:
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e Model for typical distributed optimization:

— m workers, each has a subset of data can compute:
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e Server receive data with Byzantine attacks:
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Existing Work

Comparing data received from all workers among themselves:
e [4] computes s(i) = ), 1g'") — ¢\1)]|2 for all m workers, where gJ)

belongs to m — p — 2 closest vectors to g@, then chooses the g(Z>
which has the smallest s(i);

e [5] uses geometric median of means of the gradients. At iteration
t — 1, the update gradient 1s
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Our Proposed Algorithm

Comparing data received from all workers with server:

e Server computes a gradient VT(()) (6) with a small subset of data;

e Server compares each ¢\/)(6) with V7(0>(9), accepts the one that is
close to V7(0>(9) and rejects the one that is far away;

e Average all accept gradient and VT(O)(H) for update.

Algorithm

Algorithm Iteration ¢t > 1

Parameter server:

Initialize: Randomly selects 6y € ©;randomly selects Sp;
1: Broadcasts the current model parameter estimator 6y_ |
to all working machines;

2: Computes V7§O)(9t_1) using Sp;
3: Waits to receive all the gradients from the m machines;

Let ggj ) (6¢_1) denote the value received from machine j;
4: Compares ggj >(‘9t—1> with Vﬂo)(@t_l);lf
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the server accepts it and sets it to be qy) (0—1);
5: Assume there are £ acceptable value, then

L [ —(0
Gor-1) < 1 (Shaa Or-0) + VF(0:1));
6:Updates 6y < 6;_1 — nG(0y_1);
Working machine j:
1: Computes the gradient Vf(] )((975_1);
2: If machine j 1s honest,
it sends Vf(] )(Qt—l) back to the server;

If machine j 1s compromised,
it sends the value determined by the attacker;
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Table 1: Proposed algorithm

Convergence Analysis

Main idea
o V7<O> (0) is a good estimate of V F(6);

e All accepted gradients are close to me) (6) due to the algorithm;
e (7(0) is a good estimate of V F'(6).
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Details

Assumption 1. The population risk function F' : © — R is L-strongly
convex, and differentiable over © with M -Lipschitz gradient.

Assumption 2. There exist positive constants o1 and < such that for
any unit vector v € B, (V f(X,0%),v) is sub-exponential with o1 and
a1, that 1s,

sup Elexp(\(Vf(X,0%),0))] < "2 V|A| < 1/an.

veDB

where B denotes the unit sphere 6 : ||0||o = 1.

Assumption 3. There exist positive constants o9 and a9 such that
for any & € © with 6§ # 0* and any unit vector v € B, (h(X,0) —
Elh(X,0)],v)/ || 8 — 0* || is sub-exponential with o9 and a9, that is,

X,0)— Eh(X 1
sup B |exp <)‘<h< 7‘9) [il( ,(9)],U>>] < €J%>\2/2,\V/|)\’ <
fcO.veB 10 — 67|
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Assumption 4. For any § € (0, 1), there exists an M’ = M'(¢) such
that

X.0)— X. 0
Prd s IVf(X,0) V/f( 0|
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Lemma 1. For an arbitrary number of attackers, the distance between
G(0) and V F(0) is bounded as

|G(0) — VFO)| < (1+&)|VF©) - VI o)
+&||VE(G) — VF(09)]], V0.

Theorem 1. Under above assumptions, regardless the number of at-
tackers, the probability at least 1 — 0 that

16 — 0%|] < (1— p) |60 — OF|| + (2nA1 + 2nE1A1) /p,

in whichp =1 — (\/1 — 4L—]\;2 + 4A9n + n&1 (409 + M)), and

<M’}>1§.
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Numerical Results

Focus on Y; = X10* + ¢,i = 1,2,--- ,N. d = 20. N = 10000.
m = 100. |Sal = 50. & = 0.975. 0% "X A7(0.4). X5 ~ N(0,16)
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Figure 3: Inverse attack.

UCDAVIS

UNIVERSITY OF CALIFORNIA

95 random attack

15 —

Proposed algorithm
| — — Algorithm in [5]
— - —- Gradient descent using &, only

ween ¢ and 6*
——

—
o
—

{5 norm of difference bet

0 50 100 150 200 250 300

iteration 2

Figure 4: Random attack.

Conclusions

e Proposed a robust gradient descent algorithm that can tolerant an
arbitrary number of Byzantine attackers

e Proposed algorithm converges to the true value

e Provided numerical examples to illustrate the performance of the
proposed algorithm and compared i1t with those of other algorithms.
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