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The Redistribution Problem

We would like to find the source of leaked information
when we are dealing with “problematic” data,
including, but not limited to:

— personal documents,
— industrial secrets,

— classified information,
— copyrighted material,

— etc.



The Redistribution Problem

e Redistribution is very difficult to avoid.

 However, by marking each copy of the content, the
distributor can deter plain redistribution.

 We remark that we will not focus on the (nontrivial)
problem of how marks are inserted in the content.



The Redistribution Problem
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The Redistribution Problem
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The Redistribution Problem

e Redistribution is very difficult to avoid.

 However, by marking each copy of the content, the
distributor can deter plain redistribution.

 We remark that we will not focus on the (nontrivial)
problem of how marks are inserted in the content.

* The focus of our study will be the design of the set of
user marks, known as fingerprinting code.
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Collusion Attacks

Weakness of the
fingerprinting technique
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Collusion Attacks
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Collusion Attacks

DETECTABLE
2 POSITIONS

1

The traitors spot
differences where
their user’s marks are
different.

Marking Assumption:
The undetectable
positions remain
unchanged in the

pirated content.
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Collusion Attacks

The goal of the
1 2.4 pirated content is to
3 3 4 disguise the identity
of the traitors.
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Collusion Attacks
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Collusion Attacks

UNAUTHORIZED
USERS

) 1.2
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Collusion Attacks
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Collusion Attacks

The Fingerprinting Problem:

* Can we identify a traitor using
this information?

e What is the errorin the
identification process?

* How should we design the user
marks ?

19
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Codes with Traceability Properties



Codes with Traceability Properties

We assume that each codeword of a fingerprinting

code identifies an unique user
g g 1231112331 g g
4114342311

1333112332 ! g 3322432111 g 3233241142

4314434424 3211324344 1124444321 1321312322

g 4221413341
2233211423
1132431211
2234123334
1222343342
3113444134

2142333121 3322432111 2221413442
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Codes with Traceability Properties

Identifiable Parent Property Codes (IPP): identify,
at least, one actual traitor.

22



IPP-codes over binary alphabet do not exist!

It turns out that in the binary case
a single code is not enough!

We need a family of codes !

23
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Families of Collusion-Secure Binary Digital
Fingerprinting Codes



Families of Digital Fingerprinting Codes

For every key k ,
Family
g User Encoding mapping of codes
set
N Fr - K
1, {(00000000), {(1001’5110)
§' 555"“““‘* (00000010), Eééigigég§
N X (000?_0011)’ (10010010),
11111110
M 211111111;'} (00001001)}
Decoding mapping
F n M Probability
£(00000000), L Distribution
(00000001), 3j
(00000010),
(00000011), P.(k)
(11111110),
(11111111)}

Code (# Vi) of lengthn



Families of Digital Fingerprinting Codes

2,
3

7

M ¢1 Fq”
1, \{(00000000),

(00000001),
(00000010),
(00000011),

(11111110),
(11111111)}

Cy
{(10010110),
(11101010),
(00101101),
(10010010),

(00001001)}

Cy
{(10010110),
(11101010),
(00101101),
(10010010),

(00001001)}

Randomized Code

Fﬂ

(00000001),
(00000010),
(00000011),

(11111110),
(11111111)}

{(00000000), , — 1

~

~

2
3

14

=<

F" Y1 M Ya Fq"
s M P n 00000000
{(00000000), M F, 1 {( )
(00000001), —— > 1 1, ————,{(00000000), Cy 27“““-- (00000001),
2, ’ {(10010110), (00000010)
(00000010), 5 oy (00000001), (11101010) 3 ,
(00000011), ..., 3, 8888881?;, (00101101): (00000011),
(1111“:.1110), M (10010010), (11111110),
(11111111)} M 81111112%'} (000(-)--1001)} (11111111)3}
{(0053%500) V2 M
(00000001), —— ¥ W F,r -
(00000010), ' "
00000011 3 1, — ——»{(00000000), {(10010110),
( )i > (00000001)
M #3 F.n . - ' (00000010),  (11101010),
g 3 ’ 00101101)
{(00000000), \J (11111110), M (00000011) ( '
L ' 11111111 ' (10010010)
- §888888°3§’ ( » (11111110) ’
3, 1 I M I’ o
- (00000011), (11111111)y  (00001001)}
(11111110), Eon "
(11111111)} £(00000000), AZ
F.n W3 M (00000001), —— % 3’ es e
{(00000000), 1 10&55110 (00000010), 3 C,
(00000001), —— 5 {211101010¥ (00000011), ; {(10010110),
00000011, 3 (00101101), (11111110), (00101101
B ! : (10010010), (11111111)3 (10010010),
(11111110), - .
0

Family

of codes

Code C, is chosen

according to pmf P (k)

Fo s
{(00000000), ( —
(00000001),
(00000010),
(00000011),

M
%
2,
3

14

(11111110),
(11111111)}
Fﬂ

M Ys q
£(00000000),
;"“‘“--__ (00000001),

3 (00000010),
(00000011),

(11111110),
(11111111)}

(D, F) of length -
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Families of Digital Fingerprinting Codes

P Fr
, ————, {(00000000),
! (00000001),
! (00000010},
- (00000011,
M (11111110),

(11111111)}

IS

w N

FJ" Vi M
{(00000000),

(00000001), —— 2

(00000010); "y
(00000011), >
(11111110), "
(11111111)}

Cy
{(10010110),
(11101010),
(00101101),
(10010010),

(00001001)}

Family

of codes

Code C, is chosen
according to pmf P (k)
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Families of Digital Fingerprinting Codes

v K Fy c Code C, is chosen Family
\{(00000000)’ £(10010110) .
00000001), !
(ooo00010),  (£1101010) according to pmf P (k) of codes
(000?_0011)’ (10010010):
o (I ooosioon)
F," Yk M
{(00000000) 1,
(00000001), _——> 3’
oot 3, A family of codes (@,, ¥)) is said to be a
i) M t-collusion secure digital fingerprinting code
(11111111)} with gerror if

o

U

2 — (10010110) = v,

identification error

3 — (00101101) = v, max Average Probability

M —» (00001001) = v, coalitions U codes Cy

for a coalition U < £

and any strategy P

Strategy P( |-,

(10010110) = pirate x -

b 4




Families of Digital Fingerprinting Codes

wo ke R c Code C, is chosen Family
N A according to pmf P (k) of codes
] (00000011), Eggé%éo”'

b GEED oodios

A family of codes (@, ¥) is said to be a
For Wi M t-collusion secure digital fingerprinting code

{(00000000), 1 . .

(00000001), o with gerror if

(00000010),

(00000011),%

(11111110), . cee  ie

(11111111)} M max identification error

0 U Average Probability for a coalition U
oalitions codes C, < 8

U b and any strategy P

2 — (10010110) = v,
3 —— (00101101) = v,

M — (00001001) = v,

Strategy P(|-,..., )

With high probability identifies a

member of coalition U
that created x

(10010110) = pirate x 20



Families of Digital Fingerprinting Codes

Code C, is chosen
according to pmf P (k)

M ¢k Fq” C
. {(00000000), 1516110,

00000001),
Eoooooomgl (11101010),
i (00000011) (00101101),
' (10010010),
v 11111110),
= 211111111;} (00001001)}

F," Wi
{(00000000),

(00000001), __—"

(00000010),
(00000011),
(11111110), "
(11111111)}

A family of codes (@, ¥) is said to be a
t-collusion secure digital fingerprinting code
with gerror if

W\N\I—* E

identification error
max

coalitions U

Average Probability

codes C,

for a coalition U <
e

and any strategy P

A number R is an e-achievable rate ingerprinting

if for every 6> 0 there exists a randomiz v F)) code
of (sufficiently large) lengt h

1
;long>R—6 and
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Families of Almost t-IPP Codes

[\@ - -
\{(00000000)’ {(10010110),

00000001),
e Eoooooomg, (11101010),
i (00000011) (00101101),
' (10010010),
v ] 11111110),
= 211111111;} (00001001)}

But it does NOT say that

That any other coalition

\'

that can also create x
Should contains u

Family
b of codes

2 — (10010110) = v,
U 3 —» (00101101) = v,

6 —— (00001001) = v¢
Strategy P(|-,....,)

(10010110) = pirate x

33



Families of Almost t-IPP Codes

M & oo&qgooo G Fami Iy
55““-~>{§00000001§’ {(10010110),
(00000010),  (11101010), of codes
(00000011), (00101101), 9ék

(10010010),

(11111110), 2 — (10010110) = v,

(11111111)}

(00001001)}

U 3 —» (00101101) = v,

Fn

{(ooooqooom, 6 —— (00001001) = v¢

(ooa00010) W But it does NOT say
(00009011 MWthat any other coalition Strategy P¢1-,...,)
(11111110),

V
that can also create x
should contains u

(11111111)}

(10010110) = pirate x

The code is NOT an IPP code!!
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Almost t-IPP-codes



Families of Almost t-IPP Codes

Almost Identifiable Parent Property Codes
(Almost IPP)

Almost
t-IPP

Probability (a pirate can be generated) 50
by disjoint coalitions

36



Families of Almost t-IPP Codes

M ¢1 Fq”
1, \{(00000000),
2
3

{(00000000), , — 1
2
3

C
C. ‘
£(10010110), '
Nine AN A
' (00000010, 00101101), (00101101), 00000011), '
(00000011), %100100103' (10010010), ( )
(11111110), M -
M Eﬂﬂﬂﬂ;} (00001001)} (00001001)}  (11111111)} Probability
Distribution
Fq" Y1 M b, Fon M Ve {(oog)qgoom
£(00000000), M 1 )
(00000001), —— ¥ 1, ———{(00000000), {(100(1:5110) 2 (000000103, P (k
(00000010 e > (00000001),  {{19979410) 3 ( ) K( )
(00000011), ' 3 (00000010), 11101010). (00000011),
(00000011), (1001001();'
(11111100 M (11111110) ( ’ ﬁﬂﬂﬂgi}
11111111 ,
( » o M (11111111)y  (00001001)}
F," V2
£(00000000),
(00000001),
(00000010);
(00000011), ) ) )
7 F, ’ 4 A randomized code (@, ) is said to be a
2 (00000001), N (11111111)} -
2 (00000001), g - Provably CSDF code
(00000011), if
M (11111110),
(11111111)}
F" V3
g M C
£(00000000), . k
(000000107, — 2 {notoio) a pirate can be generated
(00000011), 3 E?gé%é‘l’ég' EXpECtEd value Prob by disioint liti - O
' isjoint coalitions
(11111110), M (over all codes y dis]
(11111111)} (00001001)} ) )
in the family)
. n—>
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Almost t-IPP codes.
The Case of Two Pirates



The Case of Two Pirates

Result

There exist almost 2-IPP

or Z
e-provably collusion secure digital £

of rate

R < 0.2075 ...

39



The Case of Two Pirates

n
a n vA
n
00111 ||1010-011
1000 -101
0001 -001 11155 110
1100 110 .
' ' 1011- -101
0010::100 1010 --011
010 -- 000 1110 --001
1101 -- 001 0001 --101
0011 - 110 .1011 110 -oo
1010 - 111

0111 --000
1101 --001
0011 --110

0010 --100

We will construct
a
code ensemble

40



The Case of Two Pirates

n
000000000000 -- 0000
0111 --000 000000000000 -- 0001
000000000000 -- 0010
000000000011 -- 0000
000000000011 -- 0001
000000000011 -- 0010
000011111111 -- 0100
000011111111 -
000011111111 -

We pick a word
According a
Uniform distribution

666611111111-

000011111111 --
0ooO011111111 --

111001110010 --
111001110010 --
111001110010 --
111001110010 --
111001110010 --
111001110010 --

111111111111 -
111111111111 -~
111111111111 -~

. 1000

1010
1011

0100
0101
0110
0111
1000
1001

1101
1110
1111



The Case of Two Pirates

n

000000000000 -- 0000
000000000000 -- 0001
000000000000 -- 0010

0111 --000
1101 --001

000000000011 -- 0000
000000000011 -- 0001
000000000011 -- 0010

000011111111 -- 0100
000011111111 -- 0101
000011111111 -- 0110
000011111111 -- 0111
000011111111 -- 1000
000011111111 -- 1001
000011111111 -- 1010
0ooO011111111 --

We pick a wor®
According a
Uniform distribution

‘\'>

0010 -- 0111

11100
111001110010 --
111111111111 - 1101

111111111111 -- 1110
111111111111 -- 1111



The Case of Two Pirates

n

0111 --000
1101 --001
0011 --110

0010 --100

We repeat the procedure
Until we have picked

M codewords

n

000000000000 -
000000000000 --
000000000000 --

000000000011 --
000000000011 --
000000000011 --

0ooO011111111 --
0ooO011111111 -
0ooO011111111 --
000011111111 --
0ooO011111111 --
0ooO011111111 --
000011111111 --
0ooO011111111 --

111001110010 --
111001110010 --
111001110010 --
111001110010 --
111001110010 --
111001110010 --

111111111111 -
111111111111 -~
111111111111 -~

- 0000

0001
0010

0000
0001
0010

0100
0101
0110
0111
1000
1001
1010
1011

0100
0101
0110
0111
1000
1001

1101
1110
1111

4



The Case of Two Pirates

s n
a n vA
n
1000 -101
0001 -001 11155 110
1100 --110 .
' ' 1011- -101
0010 --100 1010 --011
0010000 1110 001 :0010 —
1101 -- 001 0001 --101
1011 110 | [101-001
0011110 11 0011 - 110
0010 -- 100 1010 -- 111 -

0111 --000
1101 --001
0011 --110

0010 --100

Our ensemble of codes

Is

all 2Mn

binary matrices
with uniform distribution

on them

n

000000000000 -
000000000000 --
000000000000 --

000000000011 --
000000000011 --
000000000011 --

0ooO011111111 --
0ooO011111111 -
0ooO011111111 --
000011111111 --
0ooO011111111 --
0ooO011111111 --
000011111111 --
0ooO011111111 --

111001110010 --
111001110010 --
111001110010 --
111001110010 --
111001110010 --
111001110010 --

111111111111 -
111111111111 -~
111111111111 -~

- 0000

0001
0010

0000
0001
0010

0100
0101
0110
0111
1000
1001
1010
1011

0100
0101
0110
0111
1000
1001

1101
1110
1111

44
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The Case of Two Pirates

n
n
n
0000 -111 1010 --011
0111 --000 1000 --101
0001 --001
1101 --001 1100 --110 1100 --110
0011 110 . :
. ' 1011- -101
LI PR —
0010 --000 1110 --001 0010 -- 000
1101 -- 001 0001 --101
1011 110 1101 -- 001
0011 -- 110 . 0011 -- 110
0010 -- 100 1010 -- 111

0111 --000
1101 --001
0011 --110

0010 --100

:

1100 --110

0-111
1--001

We want that :

( Probability that a pirate can be
generated by a disjoint coalition

>0

n—> oo

Expected value

(over all codes
in the family)

For the case of two pirates it amounts to
show that there :

1) is no a “bad pair”

2) is no a “bad triangle”

45



The Case of Two Pirates

We want that :

P -I- h .
Expected value ( robability t ata-\ P'fate can Pe 50
(over all codes generated by a disjoint coalition
in the famil
in the family) S e

] For the case of two pirates it amounts to

0111000 | T show that there :
1101 --001

0011-110 |y

0010."100 N\ . Y . 2
1) is no a “bad pair

2) is no a “bad triangle”

46



The Case of Two Pirates

n
' 4 A \
100100011011 -- 0101
011111001011 -- 0010
101011011010 -- 0101
101101111000 -- 1101
001010111001 - 0110
101100101010 -- 1001
111010001111 -- 0101
011101100100 -+ 1001
111011101001 -- 0010
100000101100 -- 1001
101010000110 - 1101
010100011011 -- 0101
111111000011 -- 0010
011011000010 -~ 1111
000011111001 - 1001
110010101101 -- 0101
000101010100 - 1101~

“Bad pair”

0100010 -- 1111
0111001 -- 1001
- M
odewords A pair is “"bad” if
there is another disjoint pair
that can generate the same pirate
oot0ioo - tiot

47



The Case of Two Pirates

n
' 4 A \
100100011011 -- 0101
011111001011 -- 0010
101011011010 -- 0101
101101111000 -- 1101
001010111001 - 0110
111100101010 -- 1001
111010001111 -- 0101
011101100100 -+ 1001
111011101001 -- 0010
100000101100 -- 1001
101010000110 - 1101
010100011011 -- 0101
111111000011 -- 0010
011011000010 -~ 1111
000011111001 -- 0101
110010101101 -- 0101
000101010100 - 1101~

“Bad pair”

011101100100 - 1001 (100044143008 4H0308
011101100100 -- 1001

011101101010 -- 0001 011101101010 -- 0001

M A ol

deword -
peemerE Same Pirate!!

These two pairs of pairs
are “bad”

because
they both can generate the same pirate

48



The Case of Two Pirates

n
f A \
100100011011 -- 0101
011111001011 -- 0010
101011011010 -- 0101
101101111000 -- 1101
001010111001 - 0110
111100101010 -- 1001
111010001111 -- 0101
011101100100 -+ 1001
111011101001 -- 0010
100000101100 -- 1001
101010000110 - 1101
010100011011 -- 0101
111111000011 -- 0010
011011000010 -~ 1111
000011111001 -- 0101
110010101101 -- 0101
000101010100 - 1101~

- M

odewords

“Bad pair”

Probability there are no “"bad” pairs

n 3 n
dZO 27 () 297" < M? (Z)

P{z,z} < (Mz— 2)

n

P2y =0 for M*<n™ (g)

for R <0.2075...

49



The Case of Two Pirates

n
n
" 1010--011 | }
0000 111
0111 --000 1000 --101
0001 --001
1101 001 1100 -110 11200110 | p
0011 --110 . .
. ' 1011--101 | |
LI PR —
aa N
0010--000 1110 --001 0010 -- 000 N
1101 -- 001 0001 --101
1011110 | 101001
0011 -- 110 . 0011 -- 110 M
0010 -- 100 1010 -- 111

0111 --000
1101 --001
0011 --110

0010 --100

0-111
1--001
1100 --110

:

Expected value (

(over all codes
in the family)

Probability that a pirate can be
generated by a disjoint coalition

n—> o

For the case of two pirates it amounts to

show that there :

1) is no a “bad pair”

2) is no a “bad triangle”

50
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The Case of Two Pirates

n

A

100100011011 -

101011011010 -

111011101001 --
100000101100 --
101010000110 --
010100011011 --
111111000011 --
011011000010 --
000011111001 --

110010101101 --
000101010100 --

\
- 0101 )

- 0101

101100101010 -
111010001111 -

- 1001
- 0101

0010
1001
1101
0101
0010
1111
1001

C

0101

“Bad triangle”

o

01110110 -- 001 Pirate

There exists a bad triangle if

- M There is another codeword
odewords
01110110 -- 001 01110110 -- 001 01110110 -- 001

1101~

The 3 disjoint coalitions
can generate the same pirate..



The Case of Two Pirates

n
f A \
100100011011 -- 0101
011111001011 -- 0010
101011011010 -- 0101
101101111000 -- 1101
001010111001 - 0110
111100101010 -- 1001
111010001111 -- 0101
011101100100 -+ 1001
111011101001 -- 0010
100000101100 -- 1001
101010000110 - 1101
010100011011 -- 0101
111111000011 -- 0010
011011000010 -~ 1111
000011111001 -- 0101
110010101101 -- 0101
000101010100 - 1101~

“Bad triangle”

Probability there is no a "bad” triangle
3 n
Py < M| —
{3} 4
- M
odewords
4 n
Piy > 0 for M<n1|=
{3} 3

R <0.415 ..

52



The Case of Two Pirates

Result

Probability there is not a "bad” pair
Probability there is not a "bad” triangle

|

R < 0.2075 ...
Prob (2 pirate can be generated) )
Ex?Oe/gcjldcxjae!ue ( 0 ( by disjoint coalitions 2 O
in the famil
in the family) 1S oo
There exist almost 2-IPP of rate

or Z=
R < 0.2075 ...

3

ge-provably collusion secure digital



What is wrong with R=0.257

The ensemble of random codes according to N. P. Anthapadmanabhan, A.
Barg, and |. Dumer, “On the fingerprinting capacity under the marking
assumption”, (IEEE-IT, vol.54, no.6, 2008) has the fingerprinting property for
allrates R < 1/4.

The proof relies on the fact that the attack event is examined only for the
high-probability subset of pairs of fingerprint vectors at Hamming distance
aboutn/2.

On the other hand, the main contribution to the probability of having a bad
pair comes from the pairs of vectors at distance about 2n/3, i.e., from
highly atypical pairs.

=) A typical pair of users can refute the accusation against them with

high probability, showing another pair of users capable of generating the
same fingerprint x.

54
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More than 2 pirates: negative result
for almost t-IPP codes



More than 2 pirates: negative result

RESULT: there does not exist any family of almost t-

IPP codes fort > 2.
Some intuition:

Consider the following code and collusion attack:

0000000
0011101

0101011

0110110
1000111

1011010

1101100

1110001

0101011 =us
1011010 =u,

1110001 =ug pAJORITY DECISION
1111011 =2z

BUT: disjoint coalitions {us, ug}, {us, ug},
{ug, ug} can also create vector z .

=) Accused user can always deny the accusation
by showing that the descendant z can be
created by the other two users alone.

===) Generalization for the case of arbitrary

t > 2 can be created in the same way.
56
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Relaxed version of almost t-IPP codes



Relaxed version of tracing: definitions

Due to the previous result we introduce a relaxed version of
tracing — net of suspicious users.

Let < @(U) > denotesthe set of all forged vectors that coalition U can create.

: Definition 1: For a given code C and a given forged fingerprint :
| zaset L of usersis calledanetofzif LN U # @ forall U such |
EthatzE<cp(U)>and|U| < t. :

b ——————_————— ———

====) The dealer wish to have minimal possible size of nets.

' Definition 2: We call a net of z an € — net of z if the probability

that LNU # @forallUsuchthatz e < @(U) >and |[U| < t |
isatleast1 — &.

A

—————

b

58



Relaxed version of tracing: results

RESULTS: lower and upper bound on the size of the net.

LOWER BOUND:

LEMMA: For any 0 < € < 1 and any fingerprinting family of
codes Cj any £-net of suspicious users has size at least [t/2].

UPPER BOUND:

THEOREM: For the family of concatenated t-CSFC proposed by A.
Barg, G. R. Blakley, and G. Kabatiansky in the paper “Digital
fingerprinting codes: Problem statements, constructions,
identification of traitors” the size of the net of suspicious users
is at most £ with probability tending to 1 and almost all users

from the net are guilty.

59
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Summary and Conclusion
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Summary and Conclusion

We proposed a new paradigm for fingerprinting binary
codes: & — provably Collusion Secure Digital
Fingerprinting codes.

A family of fingerprinting codes following this paradigm
has the following property:

For any unregistered fingerprint x the tracing algorithm
identifies a net of user, say U, s.t. the probability of
the event that there is a coalition V' which is capable of
generating the same x but UNV = @, can be made
arbitrarily small by increasing the code length.

61



