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Smart grid Assumptions Instantaneous privacy-preserving energy control strategy
e Monitor the grid more granularly. e Informed and greedy adversary 4 4 i
e Predicate demand; detect failure; and adapt pricing. e Bayesian detection model of adversary behavior Py.\x, 7, parg miﬁ " (bt (bo’ {p Yz'le',Zi}i—o) P Yt|XtaZt>
;| X}, 2
e A more adaptive, reliable, and eflicient grid e
Instantaneous privacy leakage e [onore the impact of the current control strategy on the future.
Smart meter e Minimal Bayesian risk of the adversary to infer on the hypothesis H: e With by, solve p# > and {b;}7°, successively.
’ Y X, 2t | 1—0 t=1

o Utility

e Privacy risk
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e The optimization of instantaneous privacy-preserving energy control strategy p

ry = Z H}}Lin Z C(iLt, hi) - Py, X, Zt(yﬂxt, 2t) - p H.X,, Zt<ht7 Tt, Zt) be equivalently reformulated as a set of linear programmings.
Yt t ht,ZL’t,Zt

al ' 5 _ 6 Numerical Result

4 Optimal Energy Flow Control

| | ’ Settings
- 5’5 Optimal privacy-preserving design | ' | e Binary hypothesis Hy, e.g., “In” or
State of arts 50 5 000 90T O TUBOTTOT BT “out”
| x = argmax V © 0 0, u,2 d
e Encryption Py\x.z.f,_, { e ” ox; € {0,u}, 2 € {0,u,2u}, an
, o PYy|Xy. 24 54— - - — % X -X-% K- 0, u,2u, 3
— Do not work in the case of having inner threats. e 8 TR HmeR e ytAE 10w u’.uA} .
e Distortion o Accumulated discounted minimal Bayesian risk: V =5 "7, Bt where 0 < 8 < 1 ° C({Lt’ ht) = 0if hy = htf otherW}sg,
| o | . ot c(ht, hy) = 1. Then, r; is the mini-
— Distort the energy supply from energy demand profile. e Current control strategy affects the tuture as VAP 3 b ) mal probability of error of the adver-
— Use alternative energy sources or energy storage devices. _ | . :tilxi’zi 't‘o l sary to infer on Hy.
— Information theoretic objective to maximize adversary uncertainty about the energy de- PH 1, X0, 20| H, X0, 20 = PZip | X4, 20" PXo [ Hi, Xy " PH | Hy -e-V({ IO\(_|x_,z_}i:o’bo) _ e 3=05
mar?d proﬁle. 1,2,3 4,67 . How to solve it? - %= V{y=x}_ob) An upper bound:
— Online algorithm to flatten smart meter readings |5] View it beliof state Markov decis: . . .
e View it as a belief state Markov decision process. '
— Belief state MDP formulation |6, 7] P 0 1t0 15 20 v ( { ot }OO
— State: sy = (h¢, 74, 2t) €S Yi| X Zi f

— Detection theoretic objective [§] Belief b B
— Belief state: 0y = pp, x,.7 €

— Action: a = py,|x, 7, € A
— Reward: 74(b, at)
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