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Different	
  phenomena	
  modeled	
  as	
  network	
  diffusion	
  

•  Propaga'on	
  of	
  a	
  disease	
  	
  
in	
  human	
  popula'on	
  

•  Dissemina'on	
  of	
  informa'on	
  	
  
in	
  a	
  social	
  network	
  

•  Spreading	
  of	
  a	
  computer	
  virus	
  	
  
in	
  a	
  communica'on	
  network	
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Different	
  phenomena	
  modeled	
  as	
  network	
  diffusion	
  

•  Propaga'on	
  of	
  a	
  disease	
  	
  
in	
  human	
  popula'on	
  

•  Dissemina'on	
  of	
  informa'on	
  	
  
in	
  a	
  social	
  network	
  

•  Spreading	
  of	
  a	
  computer	
  virus	
  	
  
in	
  a	
  communica'on	
  network	
  

Source	
  of	
  diffusion	
  
•  Pa'ent	
  zero	
  
•  Trendse<er	
  	
  
•  1st	
  infected	
  computer	
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Different	
  phenomena	
  modeled	
  as	
  network	
  diffusion	
  

•  Propaga'on	
  of	
  a	
  disease	
  	
  
in	
  human	
  popula'on	
  

•  Dissemina'on	
  of	
  informa'on	
  	
  
in	
  a	
  social	
  network	
  

•  Spreading	
  of	
  a	
  computer	
  virus	
  	
  
in	
  a	
  communica'on	
  network	
  

Source	
  of	
  diffusion	
  
•  Pa'ent	
  zero	
  
•  Trendse<er	
  	
  
•  1st	
  infected	
  computer	
  

Limited	
  access	
  to	
  state	
  of	
  the	
  network	
  nodes	
  
•  Network	
  size	
  
•  Privacy	
  issues	
  
•  Cost	
  of	
  observa'on	
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Research	
  on	
  network	
  diffusion	
  

•  parameters	
  of	
  network	
  diffusion	
  	
  
•  source	
  localiza%on	
  with	
  or	
  without	
  %mestamps	
  of	
  infec%on	
  
•  strategies	
  for	
  selec%on	
  of	
  the	
  nodes	
  that	
  are	
  observed:	
   	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  

offline,	
  mostly	
  simula%on-­‐based	
  



9	
  

Contribu&ons	
  	
  

•  sequen&al	
  dynamic	
  selec%on	
  
•  theore&cal	
  analysis	
  of	
  the	
  op%mal	
  selec%on	
  strategy	
  

  show	
  it	
  is	
  combinatorial	
  problem	
  even	
  with	
  the	
  simplified	
  assump%ons	
  
  provide	
  op%mal	
  solu%on	
  
  derive	
  efficient	
  approxima%on,	
  yet	
  with	
  guarantees	
  
  gain	
  insight	
  for	
  more	
  complex	
  assump%ons	
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Sequen&al	
  iden&fica&on	
  of	
  the	
  source	
  

YES	
  

Es%mate	
  source	
  candidates	
  

Is	
  the	
  source	
  
uniquely	
  iden%fied	
  

end	
  

NO	
  

start	
  

Pick	
  a	
  node	
  to	
  observe	
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Sequen&al	
  iden&fica&on	
  of	
  the	
  source	
  

YES	
  

Es%mate	
  source	
  candidates	
  

Is	
  the	
  source	
  
uniquely	
  iden%fied	
  

end	
  

NO	
  

start	
  

Network	
  node	
  
•  Informa&on	
  about	
  the	
  source	
  	
  
	
  	
  	
  	
  	
  	
  through	
  its	
  observa&on:	
  
	
  	
  	
  	
  	
  	
  &mestamp	
  of	
  infec&on	
  

•  Cost	
  of	
  observa&on	
  
Pick	
  a	
  node	
  to	
  observe	
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Sequen&al	
  iden&fica&on	
  of	
  the	
  source	
  

YES	
  

Pick	
  a	
  node	
  to	
  observe	
  

Es%mate	
  source	
  candidates	
  

Is	
  the	
  source	
  
uniquely	
  iden%fied	
  

end	
  

NO	
  

start	
  

Network	
  node	
  
•  Informa&on	
  about	
  the	
  source	
  	
  
	
  	
  	
  	
  	
  	
  through	
  its	
  observa&on:	
  
	
  	
  	
  	
  	
  	
  &mestamp	
  of	
  infec&on	
  

•  Cost	
  of	
  observa&on	
  

Total	
  cost	
  of	
  source	
  iden&fica&on	
  	
  
=	
  	
  sum	
  of	
  costs	
  of	
  observers	
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Sequen&al	
  iden&fica&on	
  of	
  the	
  rumor	
  source	
  

YES	
  

Pick	
  which	
  site/blog	
  to	
  read	
  

Determine	
  which	
  are	
  candidate	
  sites	
  
that	
  could	
  have	
  originated	
  the	
  rumor	
  

Is	
  the	
  source	
  site	
  
uniquely	
  iden%fied	
  

end	
  

NO	
  

start:	
  a	
  rumor	
  has	
  spread	
  
in	
  the	
  network	
  

Each	
  site/blog	
  has	
  
•  Timestamp	
  when	
  it	
  posted	
  

informa&on	
  
•  Cost	
  (&me,	
  effort)	
  of	
  

accessing	
  the	
  site	
  



Problem	
  statement	
  

1.   Find	
  a	
  selec&on	
  strategy	
  such	
  that	
  the	
  source	
  can	
  be	
  
unambiguously	
  localized	
  with	
  the	
  smallest	
  total	
  cost.	
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1.   Find	
  a	
  selec&on	
  strategy	
  such	
  that	
  the	
  source	
  can	
  be	
  
unambiguously	
  localized	
  with	
  the	
  smallest	
  total	
  cost.	
  	
  

2.	
  	
  	
  For	
  a	
  fixed	
  number	
  of	
  observer	
  nodes	
  find	
  a	
  selec&on	
  
strategy	
  that	
  would	
  result	
  with	
  the	
  smallest	
  number	
  of	
  
source	
  candidates.	
  	
  

Problem	
  statement	
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Proposed	
  approaches	
  

Approach Optimality Efficiency 

Dynamic 
programming ✔ 

Greedy ✔ 
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Proposed	
  approaches	
  

Approach Optimality Efficiency Performance 
guarantees 

Dynamic 
programming ✔ ✔ 

Greedy 
(adaptive 
submodularity) 

✔ ✔ 
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source	
  
node	
  

A	
  simple	
  model	
  of	
  network	
  diffusion	
  

 Single	
  source	
  node	
  
 Nodes	
  either	
  suscep%ble	
  or	
  infected	
  	
  
 Nodes	
  infected	
  at	
  %me	
  t	
  infect	
  neighbors	
  
with	
  probability	
  1	
  at	
  next	
  %me	
  step	
  t+1	
  

 Times	
  of	
  infec%ons	
  determinis%c:	
  	
  	
  	
  	
  	
  	
  
distance	
  to	
  the	
  source	
  

t=0	
  

t=1	
  

t=1	
  

t=1	
  

t=2	
  

t=2	
  

t=2	
  

t=2	
  

t=2	
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Source	
  is	
  localized	
  based	
  on	
  the	
  infec&on	
  &mes	
  of	
  observed	
  nodes	
  

t=2	
  

Observer	
  
node	
  1	
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Source	
  is	
  localized	
  based	
  on	
  the	
  infec&on	
  &mes	
  of	
  observed	
  nodes	
  

t=2	
  

Observer	
  
node	
  1	
  

Source	
  
candidate	
  

Source	
  
candidate	
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Source	
  is	
  localized	
  based	
  on	
  the	
  infec&on	
  &mes	
  of	
  observed	
  nodes	
  

t=2	
  

Observer	
  
node	
  1	
  

t=2	
  

Observer	
  
node	
  2	
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Source	
  is	
  localized	
  based	
  on	
  the	
  infec&on	
  &mes	
  of	
  observed	
  nodes	
  

t=2	
  

Observer	
  
node	
  1	
  

t=2	
  

Observer	
  
node	
  2	
  



Source	
  
candidate	
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Source	
  is	
  localized	
  based	
  on	
  the	
  infec&on	
  &mes	
  of	
  observed	
  nodes	
  

t=2	
  

Observer	
  
node	
  1	
  

t=2	
  

Observer	
  
node	
  2	
  

Total	
  cost	
  incurred	
  =	
  cost	
  of	
  observing	
  Observer	
  1	
  +	
  cost	
  of	
  observing	
  Observer	
  2	
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Problem	
  1	
  formula&on	
  

Find	
  a	
  selec&on	
  strategy	
  π	
  such	
  that	
  the	
  source	
  can	
  
be	
  unambiguously	
  localized	
  with	
  the	
  smallest	
  cost.	
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Find	
  a	
  selec&on	
  strategy	
  π	
  such	
  that	
  the	
  source	
  can	
  
be	
  unambiguously	
  localized	
  with	
  the	
  smallest	
  cost.	
  	
  

cost	
  c	
  incurred	
  by	
  observing	
  a	
  subset	
  of	
  
nodes	
  O	
  chosen	
  by	
  strategy	
  π	
  	
  

average	
  taken	
  over	
  
all	
  possible	
  sources	
  

Problem	
  1	
  formula&on	
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Find	
  a	
  selec&on	
  strategy	
  π	
  such	
  that	
  the	
  source	
  can	
  
be	
  unambiguously	
  localized	
  with	
  the	
  smallest	
  cost.	
  	
  

while	
  each	
  source	
  node	
  
has	
  a	
  unique	
  iden&fier	
  

Problem	
  1	
  formula&on	
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For	
  a	
  fixed	
  number	
  of	
  observer	
  nodes	
  T	
  find	
  a	
  selec&on	
  
strategy	
  that	
  would	
  result	
  with	
  the	
  smallest	
  number	
  of	
  
source	
  candidates.	
  	
  

Problem	
  2	
  formula&on	
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number	
  of	
  source	
  candidates	
  given	
  by	
  
observing	
  a	
  subset	
  of	
  nodes	
  O	
  chosen	
  
by	
  strategy	
  π	
  	
  

average	
  taken	
  over	
  
all	
  possible	
  sources	
  

For	
  a	
  fixed	
  number	
  of	
  observer	
  nodes	
  T	
  find	
  a	
  selec&on	
  
strategy	
  that	
  would	
  result	
  with	
  the	
  smallest	
  number	
  of	
  
source	
  candidates.	
  	
  

Problem	
  2	
  formula&on	
  



29	
  

while	
  the	
  number	
  of	
  observers	
  
is	
  no	
  more	
  than	
  T	
  

For	
  a	
  fixed	
  number	
  of	
  observer	
  nodes	
  T	
  find	
  a	
  selec&on	
  
strategy	
  that	
  would	
  result	
  with	
  the	
  smallest	
  number	
  of	
  
source	
  candidates.	
  	
  

Problem	
  2	
  formula&on	
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Solve	
  both	
  problems	
  using	
  dynamic	
  programming	
  with	
  
imperfect	
  state	
  knowledge	
  

Problem	
  is	
  analyzed	
  	
  
•  backwards:	
  from	
  the	
  selec%on	
  of	
  the	
  last	
  observer	
  to	
  the	
  

selec%on	
  of	
  the	
  first	
  observer,	
  one	
  step	
  at	
  the	
  %me	
  
•  offline:	
  considering	
  all	
  the	
  possible	
  sources,	
  deriving	
  what	
  should	
  

be	
  the	
  best	
  observer	
  to	
  select	
  for	
  possible	
  observa%ons	
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Example:	
  Dynamic	
  programming	
  approach	
  for	
  Problem	
  1	
  
Analysis	
  for	
  cost	
  incurred	
  by	
  selec%ng	
  node	
  2	
  in	
  the	
  first	
  step	
  

1	



2	



3	

 4	



0.7	



0.3	



0.5	

 0.6	



cost	


distance node 1 node 2 node 3 node 4 

node 2 1 0 1 1 
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Example:	
  Dynamic	
  programming	
  approach	
  for	
  Problem	
  1	
  
Analysis	
  for	
  cost	
  incurred	
  by	
  selec%ng	
  node	
  2	
  in	
  the	
  first	
  step	
  

1	



2	



3	

 4	



0.7	



0.3	



0.5	

 0.6	



cost	


distance node 1 node 2 node 3 node 4 

node 2 1 0 1 1 

•  source	
  1,3,4:	
  t=1,	
  source	
  candidates	
  {1,3,4},	
  prob	
  3/4	
  
•  source	
  2:	
  	
  	
  	
  	
  	
  	
  	
  t=0,	
  source	
  candidates	
  {2}	
  ,	
  prob	
  1/4	
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Example:	
  Dynamic	
  programming	
  approach	
  for	
  Problem	
  1	
  
Analysis	
  for	
  cost	
  incurred	
  by	
  selec%ng	
  node	
  2	
  in	
  the	
  first	
  step	
  

1	



2	



3	

 4	



0.7	



0.3	



0.5	

 0.6	



cost	


distance node 1 node 2 node 3 node 4 

node 2 1 0 1 1 

•  source	
  1,3,4:	
  t=1,	
  source	
  candidates	
  {1,3,4},	
  prob	
  3/4	
  
•  source	
  2:	
  	
  	
  	
  	
  	
  	
  	
  t=0,	
  source	
  candidates	
  {2}	
  ,	
  prob	
  1/4	
  

In	
  the	
  previous	
  step,	
  step	
  2,	
  we	
  have	
  calculated	
  
•  cost-­‐to-­‐go	
  of	
  state	
  {1,3,4}	
  as	
  0.5	
  
•  cost-­‐to-­‐go	
  of	
  state	
  {2}	
  as	
  0	
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Example:	
  Dynamic	
  programming	
  approach	
  for	
  Problem	
  1	
  
Analysis	
  for	
  cost	
  incurred	
  by	
  selec%ng	
  node	
  2	
  in	
  the	
  first	
  step	
  

1	



2	



3	

 4	



0.7	



0.3	



0.5	

 0.6	



cost	


distance node 1 node 2 node 3 node 4 

node 2 1 0 1 1 

•  source	
  1,3,4:	
  t=1,	
  source	
  candidates	
  {1,3,4},	
  prob	
  3/4	
  
•  source	
  2:	
  	
  	
  	
  	
  	
  	
  	
  t=0,	
  source	
  candidates	
  {2}	
  ,	
  prob	
  1/4	
  

In	
  the	
  previous	
  step,	
  step	
  2,	
  we	
  have	
  calculated	
  
•  cost-­‐to-­‐go	
  of	
  state	
  {1,3,4}	
  as	
  0.5	
  
•  cost-­‐to-­‐go	
  of	
  state	
  {2}	
  as	
  0	
  

Cost-­‐to-­‐go	
  of	
  selec%ng	
  node	
  2=	
  cost(node	
  2)+(3/4	
  *0.5+1/4*0)	
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Example:	
  Dynamic	
  programming	
  approach	
  for	
  Problem	
  1	
  
Analysis	
  for	
  cost	
  incurred	
  by	
  selec%ng	
  node	
  2	
  in	
  the	
  first	
  step	
  

1	



2	



3	

 4	



0.7	



0.3	



0.5	

 0.6	



cost	


distance node 1 node 2 node 3 node 4 

node 2 1 0 1 1 

•  source	
  1,3,4:	
  t=1,	
  source	
  candidates	
  {1,3,4},	
  prob	
  3/4	
  
•  source	
  2:	
  	
  	
  	
  	
  	
  	
  	
  t=0,	
  source	
  candidates	
  {2}	
  ,	
  prob	
  1/4	
  

In	
  the	
  previous	
  step,	
  step	
  2,	
  we	
  have	
  calculated	
  
•  cost-­‐to-­‐go	
  of	
  state	
  {1,3,4}	
  as	
  0.5	
  
•  cost-­‐to-­‐go	
  of	
  state	
  {2}	
  as	
  0	
  

Cost-­‐to-­‐go	
  of	
  selec%ng	
  node	
  2=	
  cost(node	
  2)+(3/4	
  *0.5+1/4*0)	
  

Op%mal	
  node	
  for	
  step	
  1	
  is	
  the	
  node	
  with	
  the	
  smallest	
  cost-­‐to-­‐go.	
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Dynamic	
  programming	
  approach	
  for	
  Problem	
  1:	
  
Selec&ng	
  an	
  op&mal	
  observer	
  for	
  an	
  arbitrary	
  &me	
  step	
  k	
  	
  

cost-­‐to-­‐go	
  
step	
  k	
  

(observa%ons)	
  	
  

=	
  	
  	
  	
  min	
  	
  E	
  sources	
  
observer	
  o	
  

[cost(o)	
  	
  +	
  cost-­‐to-­‐go	
  (observa%ons)	
  ]	
  
step	
  k+1	
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Dynamic	
  programming	
  approach	
  for	
  Problem	
  1:	
  
Selec&ng	
  an	
  op&mal	
  observer	
  for	
  an	
  arbitrary	
  &me	
  step	
  k	
  	
  

cost-­‐to-­‐go	
  
step	
  k	
  

(observa%ons)	
  	
  

=	
  	
  	
  	
  min	
  	
  E	
  sources	
  
observer	
  o	
  

[cost(o)	
  	
  +	
  cost-­‐to-­‐go	
  (observa%ons)	
  ]	
  
step	
  k+1	



Op&mal	
  
observer	
  	
  
step	
  k	
  

(observa%ons)	
  	
  

=	
  	
  	
  	
  arg	
  min	
  	
  
cost-­‐to-­‐go	
  

step	
  k	
  

(observa%ons)	
  	
  
observer	
  o	
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Dynamic	
  programming	
  approach	
  for	
  Problem	
  1:	
  
Selec&ng	
  an	
  op&mal	
  observer	
  for	
  an	
  arbitrary	
  &me	
  step	
  k	
  	
  

cost-­‐to-­‐go	
  
step	
  k	
  

(observa%ons)	
  	
  

=	
  	
  	
  	
  min	
  	
  E	
  sources	
  
observer	
  o	
  

[cost(o)	
  	
  +	
  cost-­‐to-­‐go	
  (observa%ons)	
  ]	
  
step	
  k+1	



Op&mal	
  
observer	
  	
  
step	
  k	
  

(observa%ons)	
  	
  

=	
  	
  	
  	
  arg	
  min	
  	
  
cost-­‐to-­‐go	
  

step	
  k	
  

(observa%ons)	
  	
  
observer	
  o	
  

Dynamic	
  programming	
  is	
  op&mal,	
  but	
  generally	
  intractable	
  
•  combinatorial	
  nature	
  of	
  the	
  problem	
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•  In	
  order	
  to	
  obtain	
  guarantees	
  we	
  resort	
  to	
  adap&ve	
  submodularity*	
  :	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
if	
  an	
  op%miza%on	
  problem	
  has	
  this	
  property,	
  greedy	
  approach	
  has	
  guarantees	
  

Efficient	
  approxima&on,	
  but	
  with	
  performance	
  guarantees	
  

*D.	
  Golovin,	
  A.	
  Krause,	
  “Adap&ve	
  Submodularity:	
  Theory	
  and	
  Applica&ons	
  in	
  Ac&ve	
  
Learning	
  and	
  Stochas&c	
  Op&miza&on”,	
  Journal	
  of	
  Ar%ficial	
  Intelligence	
  Research,	
  2011	
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•  In	
  order	
  to	
  obtain	
  guarantees	
  we	
  resort	
  to	
  adap&ve	
  submodularity*	
  :	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  	
  
if	
  an	
  op%miza%on	
  problem	
  has	
  this	
  property,	
  greedy	
  approach	
  has	
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We	
  can	
  reformulate	
  problems	
  1	
  and	
  2	
  such	
  that	
  they	
  have	
  adap&ve	
  
submodularity	
  property	
  

•  Introduce	
  u'lity	
  func'on	
  f=N-­‐|S(O)|:	
  number	
  of	
  nodes	
  that	
  are	
  
not	
  source	
  candidates	
  aLer	
  observing	
  O	
  

•  Prove	
  f=N-­‐|S(O)|	
  is	
  adap've	
  monotone	
  and	
  adap've	
  
submodular	
  for	
  uniform	
  source	
  prior	
  

•  Obtain	
  performance	
  guarantees	
  for	
  greedy	
  selec'on	
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Ini&al	
  formula&on	
  of	
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  1	
  

Reformula&on	
  of	
  problem	
  1	
  as	
  Adap&ve	
  Stochas&c	
  Minimum	
  
Cost	
  Cover	
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Reformulate	
  problem	
  2	
  as	
  Adap&ve	
  Stochas&c	
  Maximiza&on	
  

Ini&al	
  formula&on	
  of	
  problem	
  2	
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Selec&on	
  of	
  the	
  best	
  observer	
  at	
  step	
  k	
  for	
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  greedy	
  approach	
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Cost	
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  different	
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Cost	
  incurred	
  by	
  approximate	
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Conclusions	
  and	
  future	
  work	
  

•  Formulated	
  two	
  problems:	
  
  minimize	
  the	
  cost	
  for	
  unambiguous	
  source	
  localiza%on	
  	
  
  minimize	
  the	
  number	
  of	
  source	
  candidates	
  aper	
  

observing	
  a	
  prespecified	
  number	
  of	
  nodes	
  
•  Solved	
  problems	
  op%mally	
  with	
  stochas%c	
  dynamic	
  

programming	
  
•  Used	
  adap%ve	
  submodularity	
  to	
  formulate	
  a	
  greedy	
  algorithm	
  

with	
  performance	
  guarantees	
  
•  Future	
  work:	
  extend	
  the	
  model	
  to	
  stochas%c	
  propaga%on	
  %me	
  


