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Turing Machine

Program
<latexit sha1_base64="D1yZnKllsqC3Nhi+Y0jBdDV/G3o=">AAAB9XicbVDLSgNBEJyNrxhfUY9ehgTBU9iNgh4DXjxGMA9IYpidzCZD5rHM9KphyX948aCIV//Fm3/jJNmDJhY0FFXddHeFseAWfP/by62tb2xu5bcLO7t7+wfFw6Om1YmhrEG10KYdEssEV6wBHARrx4YRGQrWCsfXM7/1wIzlWt3BJGY9SYaKR5wScNJ9F9gTpHWjh4bIab9Y9iv+HHiVBBkpowz1fvGrO9A0kUwBFcTaTuDH0EuJAU4Fmxa6iWUxoWMyZB1HFZHM9tL51VN86pQBjrRxpQDP1d8TKZHWTmToOiWBkV32ZuJ/XieB6KqXchUnwBRdLIoSgUHjWQR4wA2jICaOEGq4uxXTETGEgguq4EIIll9eJc1qJTivVG8vyrVSFkcenaASOkMBukQ1dIPqqIEoMugZvaI379F78d69j0VrzstmjtEfeJ8/MFeS2w==</latexit>

Tape
<latexit sha1_base64="6XCegSWCaj/jICKHxjOOK2Ryc88=">AAACDXicbZC7TgJBFIZn8YZ4Qy1tJiCJFe6iiZYkNpRouCVAyOxwgAmzl8ycNZINL2Djq9hYaIytvZ1v4yxQKPgnk3z5z2VyfjeUQqNtf1uptfWNza30dmZnd2//IHt41NBBpDjUeSAD1XKZBil8qKNACa1QAfNcCU13fJPUm/egtAj8Gk5C6Hps6IuB4AyN1cueFjoIDxjfAeufN5VAoBWD08zcrrEQppleNm8X7ZnoKjgLyJOFqr3sV6cf8MgDH7lkWrcdO8RuzBQKLs3CTqQhZHzMhtA26DMPdDeeXTOlBeP06SBQ5vlIZ+7viZh5Wk8813R6DEd6uZaY/9XaEQ6uu7HwwwjB5/OPBpGkGNAkGtoXCjjKiQHGTRSCUz5iinE0ASYhOMsnr0KjVHQuiqXby3w5t4gjTU5IjpwRh1yRMqmQKqkTTh7JM3klb9aT9WK9Wx/z1pS1mDkmf2R9/gCsUZs0</latexit>

Read/Write Head
<latexit sha1_base64="adVWeXBSe7L4GyecVgrJN5egpRM=">AAACDXicbZC7TgJBFIZn8YZ4Qy1tJiCJFe6iiZYkNpRouCVAyOxwgAmzl8ycNZINL2Djq9hYaIytvZ1v4yxQKPgnk3z5z2VyfjeUQqNtf1uptfWNza30dmZnd2//IHt41NBBpDjUeSAD1XKZBil8qKNACa1QAfNcCU13fJPUm/egtAj8Gk5C6Hps6IuB4AyN1cuedhAeML4D1j9vKoFAKwanmcLcr7EQppleNm8X7ZnoKjgLyJOFqr3sV6cf8MgDH7lkWrcdO8RuzBQKLs3CTqQhZHzMhtA26DMPdDeeXTOlBeP06SBQ5vlIZ+7viZh5Wk8813R6DEd6uZaY/9XaEQ6uu7HwwwjB5/OPBpGkGNAkGtoXCjjKiQHGTRaCUz5iinE0ASYhOMsnr0KjVHQuiqXby3w5t4gjTU5IjpwRh1yRMqmQKqkTTh7JM3klb9aT9WK9Wx/z1pS1mDkmf2R9/gCxaZs0</latexit>

Mathematical model of an abstract machine that manipulates symbols on a strip
of tape according to certain given rules

Turing machines can simulate any given algorithm and therewith provide a
simple but very powerful model of computation
No limitations on computational complexity, unlimited computing capacity
and storage, and execute programs completely error-free

⇒ Fundamental performance limits for today’s digital computers
A. M. Turing, “On computable numbers, with an application to the Entscheidungsproblem,” Proc. London Math. Soc., vol. 2, no. 42,
pp. 230–265, 1936
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<latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit><latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit><latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit><latexit sha1_base64="1VQUyAGBf7xvHwgnJlGzyjtJwvY=">AAAB9HicbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD0WvIinCvYD2lA220m7dDeJu5NiCf0dXjwo4tUf481/47bNQVtfWHh4Z4aZfYNECoOu++2srW9sbm0Xdoq7e/sHh6Wj46aJU82hwWMZ63bADEgRQQMFSmgnGpgKJLSC0c2s3hqDNiKOHnCSgK/YIBKh4Ayt5XcRnjC7Y0qBnvZKFbfqzkVXwcuhQnLVe6Wvbj/mqYIIuWTGdDw3QT9jGgWXMC12UwMJ4yM2gI7FiCkwfjY/ekrPrNOnYazti5DO3d8TGVPGTFRgOxXDoVmuzcz/ap0Uw2s/E1GSIkR8sShMJcWYzhKgfaGBo5xYYFwLeyvlQ6YZR5tT0YbgLX95FZoXVc/y/WWlVs7jKJBTUibnxCNXpEZuSZ00CCeP5Jm8kjdn7Lw4787HonXNyWdOyB85nz9IJJJR</latexit>

Bob
<latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit><latexit sha1_base64="iifYz7JA7aKFwvds7XBnGS/aw+o=">AAAB8XicbZBNS8NAEIYn9avWr6pHL6FF8FQSEfRY9OKxgv3ANpTNdtMu3eyG3YlYQv+FFw+KePXfePPfuG1z0NYXFh7emWFn3jAR3KDnfTuFtfWNza3idmlnd2//oHx41DIq1ZQ1qRJKd0JimOCSNZGjYJ1EMxKHgrXD8c2s3n5k2nAl73GSsCAmQ8kjTgla66GH7AmzaxVO++WqV/PmclfBz6EKuRr98ldvoGgaM4lUEGO6vpdgkBGNnAo2LfVSwxJCx2TIuhYliZkJsvnGU/fUOgM3Uto+ie7c/T2RkdiYSRzazpjgyCzXZuZ/tW6K0VWQcZmkyCRdfBSlwkXlzs53B1wzimJigVDN7a4uHRFNKNqQSjYEf/nkVWid13zLdxfVeiWPowgnUIEz8OES6nALDWgCBQnP8ApvjnFenHfnY9FacPKZY/gj5/MH2MWQ6g==</latexit>

Sn
<latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit><latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit><latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit><latexit sha1_base64="9srKqQTQ5mxT47rZr+f63etgjHo=">AAAB6nicbZBNS8NAEIYn9avWr6pHL0uL4KkkIuix4MVjpfYD2lg220m7dLMJuxuhhP4ELx4U8eov8ua/cdvmoK0vLDy8M8POvEEiuDau++0UNja3tneKu6W9/YPDo/LxSVvHqWLYYrGIVTegGgWX2DLcCOwmCmkUCOwEk9t5vfOESvNYPphpgn5ER5KHnFFjrWbzUQ7KVbfmLkTWwcuhCrkag/JXfxizNEJpmKBa9zw3MX5GleFM4KzUTzUmlE3oCHsWJY1Q+9li1Rk5t86QhLGyTxqycH9PZDTSehoFtjOiZqxXa3Pzv1ovNeGNn3GZpAYlW34UpoKYmMzvJkOukBkxtUCZ4nZXwsZUUWZsOiUbgrd68jq0L2ue5furar2Sx1GEM6jABXhwDXW4gwa0gMEInuEV3hzhvDjvzseyteDkM6fwR87nDySjjZc=</latexit>

Wn(yn|xn, sn)
<latexit sha1_base64="7QBDWCJOJD0v8QnmUcS+KrQJ/V4=">AAAB+XicbVBNS8NAEJ3Ur1q/oh69BItQQUpSBT0WvHisYD+gTcpmu2mXbjZhd1MMsf/EiwdFvPpPvPlv3LY5aOuDgcd7M8zM82NGpbLtb6Owtr6xuVXcLu3s7u0fmIdHLRklApMmjlgkOj6ShFFOmooqRjqxICj0GWn749uZ354QIWnEH1QaEzdEQ04DipHSUt802x6vpB5/evT4hfT4ed8s21V7DmuVODkpQ45G3/zqDSKchIQrzJCUXceOlZshoShmZFrqJZLECI/RkHQ15Sgk0s3ml0+tM60MrCASuriy5urviQyFUqahrztDpEZy2ZuJ/3ndRAU3bkZ5nCjC8WJRkDBLRdYsBmtABcGKpZogLKi+1cIjJBBWOqySDsFZfnmVtGpV57Jau78q10/zOIpwAqdQAQeuoQ530IAmYJjAM7zCm5EZL8a78bFoLRj5zDH8gfH5A+VjkxM=</latexit>

Dec �
<latexit sha1_base64="+PO1aa6avxCwzSG/gEt0JUPC9AI=">AAAB+HicbVDLSgNBEJz1GeMjqx69DAmCp7AbBT0G9OAxgnlAsoTZSW8yZPbBTK8Yl3yJFw+KePVTvPk3TpI9aGJBQ1HVTXeXn0ih0XG+rbX1jc2t7cJOcXdv/6BkHx61dJwqDk0ey1h1fKZBigiaKFBCJ1HAQl9C2x9fz/z2Aygt4ugeJwl4IRtGIhCcoZH6dqmH8IjZDXA67SUj0bcrTtWZg64SNycVkqPRt796g5inIUTIJdO66zoJehlTKLiEabGXakgYH7MhdA2NWAjay+aHT+mpUQY0iJWpCOlc/T2RsVDrSeibzpDhSC97M/E/r5ticOVlIkpShIgvFgWppBjTWQp0IBRwlBNDGFfC3Er5iCnG0WRVNCG4yy+vklat6p5Xa3cXlXo5j6NATkiZnBGXXJI6uSUN0iScpOSZvJI368l6sd6tj0XrmpXPHJM/sD5/ALnnkwc=</latexit>

Enc E
<latexit sha1_base64="KS7KkC+1Gf8XauBmXoRkZYZ7BXQ=">AAAB83icbVDLSgNBEJyNrxhfUY9ehgTBU9iNgh4DEvAYwTwgWcLspDcZMju7zPSKYclvePGgiFd/xpt/4+Rx0MSChqKqm+6uIJHCoOt+O7mNza3tnfxuYW//4PCoeHzSMnGqOTR5LGPdCZgBKRQ0UaCETqKBRYGEdjC+nfntR9BGxOoBJwn4ERsqEQrO0Eq9HsITZnXF6bTeL5bdijsHXSfekpTJEo1+8as3iHkagUIumTFdz03Qz5hGwSVMC73UQML4mA2ha6liERg/m988pedWGdAw1rYU0rn6eyJjkTGTKLCdEcORWfVm4n9eN8Xwxs+ESlIExReLwlRSjOksADoQGjjKiSWMa2FvpXzENONoYyrYELzVl9dJq1rxLivV+6tyrbSMI0/OSIlcEI9ckxq5Iw3SJJwk5Jm8kjcndV6cd+dj0ZpzljOn5A+czx/J15Fq</latexit>

Alice
<latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit><latexit sha1_base64="PWf99zPbVwzSEIaSIeSeQfeFkLM=">AAAB83icbZBNS8NAEIY3ftb6VfXoZWkRPJVEBD1WvHisYD+gCWWznbRLN5uwOxFL6N/w4kERr/4Zb/4bt20O2vrCwsM7M8zsG6ZSGHTdb2dtfWNza7u0U97d2z84rBwdt02SaQ4tnshEd0NmQAoFLRQooZtqYHEooROOb2f1ziNoIxL1gJMUgpgNlYgEZ2gt30d4wvxGCg7TfqXm1t256Cp4BdRIoWa/8uUPEp7FoJBLZkzPc1MMcqZRcAnTsp8ZSBkfsyH0LCoWgwny+c1TemadAY0SbZ9COnd/T+QsNmYSh7YzZjgyy7WZ+V+tl2F0HeRCpRmC4otFUSYpJnQWAB0IDRzlxALjWthbKR8xzTjamMo2BG/5y6vQvqh7lu8va41qEUeJnJIqOSceuSINckeapEU4SckzeSVvTua8OO/Ox6J1zSlmTsgfOZ8/XwqRyQ==</latexit>

E,�
<latexit sha1_base64="a+12F6+lrnKuzQcO3+O6bu35Pc4=">AAAB7nicbVBNSwMxEJ31s9avqkcvoUXwIGW3CnosiOCxgv2AdinZNNuGJtmQZIWy9Ed48aCIV3+PN/+NabsHbX0w8Hhvhpl5keLMWN//9tbWNza3tgs7xd29/YPD0tFxyySpJrRJEp7oToQN5UzSpmWW047SFIuI03Y0vp357SeqDUvko50oGgo8lCxmBFsnte8uUE+NWL9U8av+HGiVBDmpQI5Gv/TVGyQkFVRawrEx3cBXNsywtoxwOi32UkMVJmM8pF1HJRbUhNn83Ck6c8oAxYl2JS2aq78nMiyMmYjIdQpsR2bZm4n/ed3UxjdhxqRKLZVksShOObIJmv2OBkxTYvnEEUw0c7ciMsIaE+sSKroQguWXV0mrVg0uq7WHq0q9nMdRgFMowzkEcA11uIcGNIHAGJ7hFd485b14797HonXNy2dO4A+8zx9Yx47S</latexit>

Let X, Y, and S be finite input, output, state (jamming) alphabets
For fixed sn ∈ Sn, the DMC is W n(y n|xn, sn) =

∏n
i=1W (y1|xi , si)

Definition: The arbitrarily varying channel (AVC) W is given by

W =
{
W (·|·, s)

}
s∈S.

F (W) = min
U∈CH(X;S)

max
x 6=x̂

∑
y∈Y

∣∣∣∑
s∈S

W (y |x̂ , s)U(s |x) −
∑
s∈S

W (y |x , s)U(s |x̂)
∣∣∣

⇒ W is symmetrizable if and only if F (W) = 0

Theorem: The capacity C (W) of an AVC W is

C (W) =

{
minq∈P(S) C (Wq) if F (W) > 0
0 if F(W) = 0

with Wq(y |x) =
∑

s∈SW (y |x , s)q(s).

R. Ahlswede, “Elimination of correlation in random codes for arbitrarily varying channels,” Z. Wahrscheinlichkeitstheorie verw. Gebiete,
vol. 44, no. 2, pp. 159–175, Jun. 1978

I. Csiszár and P. Narayan, “The capacity of the arbitrarily varying channel revisited: Positivity, constraints,” IEEE Trans. Inf. Theory,
vol. 34, no. 2, pp. 181–193, Mar. 1988

Detection Framework
Task of a Turing machine T is to detect denial-of-service attacks

This is an Entscheidungsproblem, since for a given W, the Turing machine T
should answer the question whether or not a denial-of-service attack takes place

A hypothetical algorithm (or Turing machine) takes all channels
CHc(X, S;Y) and partitions this set into two disjoint subsets
Mc

DoS are those W for which C (W) > 0
MDoS are those W for which a denial-of-service attack is possible, i.e.,
W ∈ CHc(X, S;Y) with C (W) = 0

MDoS =
{
W ∈ CHc(X, S;Y) : F (W) = 0

}
Since MDoS is characterized by the continuous function F (·), the set is well
defined

⇒ Analytically, this is easy to answer! And algorithmically...?

Question 1: Is there an algorithm (or Turing machine) T that takes W as
an input and outputs T(W) = 1 if the Jammer is able to perform a
denial-of-service attack and otherwise outputs T(W) = 0?

Question 2: Is there an algorithm (or Turing machine) T ′ that takes W as
an input and stops if the Jammer is not able to perform a denial-of-
service attack, i.e., whenever C (W) > 0?

Framework also important for system evaluation and verification
H. Boche, R. F. Schaefer, and H. V. Poor, “Performance evaluation of secure communication systems on Turing machines,” in Proc.
10th IEEE Int. Workshop Inf. Forensics Security, Hong Kong, Dec. 2018, pp. 1–7

Computability
A sequence of rational numbers {rn}n∈N is called computable if there exist
recursive functions a, b, s : N→ N with b(n) 6= 0 for all n ∈ N and

rn = (−1)s(n)
a(n)

b(n)
, n ∈ N

A real number x is said to be computable if there exists a computable
sequence of rational numbers {rn}n∈N such that

|x − rn| < 2−n for all n ∈ N
Rc is the set of computable real numbers
Pc(X) is the set of computable probability distributions
(i.e., all P ∈ P(X) such that P(x) ∈ Rc, x ∈ X)
CHc(X;Y) is the set of all computable channels
(i.e., for W : X→ P(Y) we have W (·|x) ∈ Pc(Y) for every x ∈ X)

Definition: A function f : Rc → Rc is called Borel computable if there is an
algorithm that transforms each given computable sequence of a computable real
x into a corresponding representation for f (x).

R. I. Soare, Recursively Enumerable Sets and Degrees. Berlin, Heidelberg: Springer-Verlag Berlin Heidelberg, 1987

Detectability

Theorem: For all |X| > 2, |S| > 2, and |Y| > 2, there is no Turing machine
T : CHc(X, S;Y)→ {0, 1} with T(W) = 1 if and only if W ∈MDoS.

We look for a Turing machine that stops for every channel
W ∈ CHc(X, S;Y) and further T(W) = 1 if and only if W ∈MDoS

⇒ Such a Turing machine does not exist
⇒ This question is algorithmically undecidable!
⇒ This provides a negative answer to Question 1

Drop requirement of stopping:
Is there a Turing machine that stops if and only if W ∈Mc

DoS? Otherwise,
the Turing machine may not stop at all

Theorem: There is a Turing machine T : CHc(X, S;Y)→ {stop, run forever}
that stops if and only if W ∈Mc

DoS, i.e., no denial-of-service attack is possible.

⇒ Such a Turing machine does exist
⇒ This question is algorithmically semidecidable!
⇒ This provides a positive answer to Question 2

A similar approach for MDoS (as done for Mc
DoS) is not possible (otherwise it

would then be possible to simply run both machines in parallel)

Theorem: There is no Turing machine T : CHc(X, S;Y) →
{stop, run forever} that stops if and only if W ∈MDoS.

⇒ This question is algorithmically not semidecidable!

Jammer with Full Knowledge
Jammer knows the actual transmitted message!

⇒ AVC with maximum error for which capacity is unknown

Theorem: For an AVC W under the maximum error criterion, we have Cmax >

0 if and only if there exist x , x̂ ∈ X with I(x) ∩ I(x̂) 6= ∅. with I(x) = {p ∈
P(Y) : ∃q ∈ P(S) s.t. p(y) =

∑
s∈SW (y |x , s)q(s)}

R. Ahlswede, “Elimination of correlation in random codes for arbitrarily varying channels,” Z. Wahrscheinlichkeitstheorie verw. Gebiete,
vol. 44, no. 2, pp. 159–175, Jun. 1978

MDoS are those W for which a denial-of-service attack is possible

Theorem: For all |X| > 2, |S| > 2, and |Y| > 2, there is no Turing machine
T : CHc(X, S;Y)→ {0, 1} with T(W) = 1 if and only if W ∈MDoS.

Theorem: There is a Turing machine T : CHc(X, S;Y)→ {stop, run forever}
that stops if and only if W ∈M

c
DoS, i.e., no denial-of-service attack is possible.

H. Boche, R. F. Schaefer, and H. V. Poor, “Denial-of-service attacks on communication systems: Detectability and jammer knowledge,”
2019, in preparation
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