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INTRODUCTION
� Group Membership Verification

– Verify an item is part of a group
– Without identifying this item (privacy)

� Feature extraction

– An item = device, person, object
– We extract a signature x 2 Rd per item (PUF,

biometric traits, descriptor,...)

� Protocols

– Enrollment: A data structure memorizes a
group of signatures, stored by server

– Verification: The data structure is queried by
a client signature y 2 Rd

� Security

– The data structure protects enrolled signa-
tures against honest but curious server

– Verification proceeds with privacy, not dis-
closing identity

AGGREGATION STRATEGIES
� HoA: Aggregate first, then embed s = h � a

– Sum: a(S) =
P

x2S x = G1N

– Pseudo-inverse [2]: a(S) = (Gy)>1N

� AoH: Embed first, then aggregate s = a � h

– Sum: r = sign(
P

x2S h(x))

– Sign-pooling: ri = argmaxs jfx 2 Sjh(x)i = sgj
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RECONSTRUCTION OF ENROLLED SIGNATURES
� Reconstructing x̂ from group representation r: Unique reconstruction for all group signatures
MSEe = (dN)�1

PN

j=1E(kXj � X̂k2)

� Assume x̂ = �u

– The best choice is � = kuk�2u>m and u /m, with m := N�1
PN

j=1 xj

– Reconstructing m̂ is only possible for HoA - Sum
– Lower bound: MSEe � �2x
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VERIFICATION PERFORMANCES
� Baseline

– A Bloom filter optimally tuned for N and pfp with `B = dN j log pfpj log(2)�2e bits

� Verification performance vs. MSEq=�2y
(N = 128, d = 1024 , �2n = 0:01
and S=d 2 (0:1; 0:9))
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� Verification performance vs. N
(Solid and dashed lines correspond to AUC and
ptp@pfp = 10�2)
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METRICS
� Verification Performances

– Usual hypotheses testing metrics
A.U.C. or pfn(�) for � s.t. pfp(�) = �

� Security and Privacy

– Measure ability to reconstruct signatures
from query or group representation

RECONSTRUCTION OF THE QUERY

� Assumptions

– y � N (0d; �
2
yId)

– W orthogonal matrix known by the attacker

� Information leakage

– Consider z =Wy

– Observing the i-th symbol of h(y) equals s
reveals that zi 2 Rs
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z
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� Optimal reconstruction is component-wise

ẑi(s) := E(ZjRs) =

8<
:
0 if s = 0

s�y
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p
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e
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SEVERAL GROUPS
� Enroll N signatures into M > 1 groups

– Random assignment (M groups of size n = N=M ) or by Clustering (k-means algorithm)

nmin = min
1�k�M

(nk)

� Setup: N = 4096, d = 1024, �2n = 10�2, S=d = 0:6 for HoA-3, and S=d = 0:85
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� Conclusion: Clustering boosts verification performances while not endangering the security

PROBLEM FORMULATION

S := fx1; :::;xNg
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� Testing hypothesis about query y

H1 y = xj + n with xj enrolled signature
H0 y not related to any signature in the group

� Privacy enabling embedding [1]

– h : Rd ! f�1; 0;+1gl

– Properties
� Sparsity: kh(x)k0 small
� Inaccurate reconstruction
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