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Summary
uThe	
  proposed	
  scheme	
  aims	
  to identify	
  encrypted	
  JPEG	
  images	
  generated	
  from	
  the	
  same	
  original	
  image,	
  even	
  if	
  encrypted	
  JPEG	
  images	
  are	
  recompressed	
  and	
  re-­‐encrypted	
  by	
  different	
  keys.
u Image	
  encryption	
  is	
  carried	
  out	
  by	
  extending	
  a	
  block-­‐scrambling	
  method	
  for	
  Encryption-­‐then-­‐Compression	
  (EtC)	
  systems,	
  and	
  feature	
  vector	
  is	
  designed	
  for	
  the	
  identification	
  of	
  images	
  encrypted	
  by	
  the	
  extended	
  method.
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uPhoto	
  sharing	
  via	
  various	
  services	
  such	
  as	
  SNS	
  has	
  greatly	
  increased.
• It	
  is	
  not	
  guaranteed	
  that	
  the	
  service	
  provider	
  (third	
  party)	
  is	
  trusted.
• Third	
  party	
  manipulates	
  uploaded	
  JPEG	
  images.(ex.	
  recompression	
  and	
  editing	
  header).
⇒Privacy-­‐preserving	
  photo	
  sharing	
  needs	
  to	
  satisfy	
  requirements:
1)	
  Protection	
  of	
  visual	
  information
2)	
  Tolerance	
  for	
  recompression	
  after	
  encryption
3)	
  Identification	
  of	
  encrypted	
  images

uAlmost	
  methods	
  do	
  not	
  satisfy	
  requirement	
  2).
⇔EtC systems[1]	
  satisfy	
  requirements	
  1)	
  and	
  2),	
  although	
  requirement	
  3)	
  is	
  not	
  considered.
⇒Proposed	
  scheme	
  aims	
  to	
  identify	
  JPEG	
  images	
  encrypted	
  by a	
  block-­‐scrambling	
  method,	
  	
  	
  	
  
which	
  is	
  used	
  in	
  	
  EtC system	
  and	
  robustness	
  against	
  ciphertext-­‐only	
  attack	
  [1].

uImage	
  owner	
  shares	
  images	
  to	
  user	
  via	
  third	
  party	
  in	
  an	
  encrypted	
  form.
uAssumption:	
  thumbnails	
  are	
  not	
  tied	
  with	
  the	
  corresponding	
  encrypted	
  ones.

nTwo-­‐layer	
  image	
  encryption
uThe	
  positions	
  	
  of	
  the	
  first	
  N	
  blocks	
  are	
  not	
  changed	
  in	
  the

second	
  permutation,	
  while	
  the	
  last	
  M-­‐N	
  blocks	
  are	
  permuted.

n Identification	
  of	
  encrypted	
  image	
  
uFeature	
  vector:	
  absolute	
  values	
  of	
  DC	
  coefficients	
  of	
  the	
  first	
  𝑁 blocks	
  in	
  Y
• Having	
  robustness	
  against	
  recompression[2]
• Not	
  changed	
  	
  by	
  block	
  rotation	
  and	
  	
  inversion
• Not	
  greatly	
  changed	
  by	
  negative-­‐positive	
  transform

u If	
  the	
  difference	
  between	
  the	
  values
at	
  the	
  same	
  position	
  is	
  larger	
  than	
  𝑑 ,
it	
  is	
  judged	
  that	
  two	
  images	
  do	
  not	
  
have	
  the	
  same	
  original	
  image.

nCondition
uDataset:	
  500	
  images	
  in	
  UKbench
(size	
  640x480)

u500x2000	
  identification	
  processes
between	
  𝐸$

(&,(,()) and	
  𝐸$
(+,(,())

and	
  500x2000	
  identification
processes	
  	
  between	
  𝐸$

(&,(,())

and	
  𝐸$
(+,(,,())	
  are	
  performed

under	
  each	
  condition.
u𝑑 = 150 and	
  𝑁 = 480 are	
  used.
(	
  these	
  are	
  determined	
  in	
  pre-­‐experiment)

nResults
uOnly	
  the	
  proposed	
  

scheme	
  achieved
perfect	
  identification
performance,	
  even
if	
  𝐾&,	
  𝐾+	
  and	
  𝐾5
are	
  different.	
  

uTwo-­‐layer	
  block	
  scrambling	
  is	
  performed	
  in	
  the	
  encoding	
  process.
uFeature	
  vector	
  designed	
  to	
  have	
  robustness	
  against	
  the	
  encryption

and	
  recompression	
  is	
  extracted	
  from	
  DC	
  coefficients.
uThe	
  use	
  of	
  them	
  allow	
  us	
  to	
  identify	
  encrypted	
  JPEG	
  images,	
  

even	
  if	
  these	
  images	
  are	
  recompressed	
  and	
  re-­‐encrypted	
  by	
  different	
  keys.

JPEG	
  compression
uAn	
  image	
  is	
  divided	
  into	
  𝑀	
  8x8	
  blocks.
uPixel	
  values	
  are	
  shifted	
  from	
  [0	
  255]	
  to	
  [-­‐128	
  127].	
  	
  
uDC	
  coefficients	
  are	
  calculated	
  from	
  sum	
  of	
  pixel	
  values	
  in	
  the	
  block.

Block-­‐scrambling-­‐based	
  image	
  encryption
uAn	
  image	
  is	
  divided	
  into	
  𝑀 8x8	
  blocks.
u Step	
  3	
  does	
  not	
  change	
  sum	
  of	
  pixel	
  values	
  in	
  a	
  block.

𝐷𝐶9::	
  DC	
  coefficients	
  when	
  negative-­‐positive	
  transform	
  is	
  appied	
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Our	
  goal:	
  
All	
  requirements	
  are	
  satisfied


