AN IMAGE IDENTIFICATION SCHEME OF ENCRYPTED JPEG IMAGES FOR PRIVACY PRESERVING PHOTO SHARING SERVICES

Kenta lida, Hitoshi Kiya (Tokyo Metropolitan University, Japan)

Summary

€ The proposed scheme aims to identify encrypted JPEG images generated from the same original image, even if encrypted JPEG images are recompressed and re-encrypted by different keys.
€ Image encryption is carried out by extending a block-scrambling method for Encryption-then-Compression (EtC) systems, and feature vector is designed for the identification of images encrypted by the extended method.

Background Block-scrambling-based image encryption JPEG compression

@ Photo sharing via various services such as SNS has greatly increased. €® An image is divided into M 8x8 blocks. &® An image is divided into M 8x8 blocks.
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Scenario _________________________|ProposedScheme

€ mage owner shares images to user via third party in an encrypted form. B Two-layer image encryption B |dentification of encrypted image

@ Assumption: thumbnails are not tied with the corresponding encrypted ones. € The positions of the first N blocks are not changed in the ® Feature vector: absolute values of DC coefficients of the first N blocks in Y
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