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Biased Ratings

We study the impact of herd behavior on the 
attacking strategies with limited resources

Reputation System

Rating Behavior Model

Performance Metrics

Each user gives a numerical rating between -1 and 1 for the target item in turn, 
where -1 means negative and 1 means positive

Following the work in [1], user ratings are often closely correlated with historical 
rating, as the existence of social psychological phenomena such as herding.
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The normalization term is to ensure that when all historical ratings are constant r, then social-
impact rating should also be r.

We consider the scenario where attackers aim to
downgrade ratings of their competitors and inject
negative reviews.
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The Multi-wave Attack

Optimal Strategy𝑳𝑼 = 𝐢𝐧𝐟 𝒊 > 𝒎:

𝒋=𝟏

𝒊

𝑹𝒋 ≥

𝒋=𝟏

𝒎

𝑹𝒋 −𝒎

𝑹𝑼@𝜷 = 𝐢𝐧𝐟 𝒊 > 𝒎:
𝟏

𝒊


𝒋=𝟏

𝒊

𝑹𝒋 ≥ 𝜷 ∙
𝟏

𝒎


𝒋=𝟏

𝒎

𝑹𝒋 −𝒎

𝑼𝑻@𝝉 = 𝐜𝐨𝐮𝐧𝐭 𝒊: 𝒕𝒊≤ 𝝉

Total Reputation Score

Average Reputation Score

Clicks

Attackers inject a single and continuous
wave of L fake ratings.

Attackers divide the fake ratings into
several batches and launch several
waves of attacks.

Theorem 2 Assume attackers adopt the scheme and the attack is strong 
enough, then we have
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𝝀 = (𝜼𝑳 − 𝜶𝑳)/(𝜼 − 𝜶). [2]
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It is difficult to find the close-solution 
of the optimal attacking strategy.

The Single-wave Attack

The Multi-wave Attack

Attackers should inject more fake ratings as
soon as possible to maximize the impact of
the attack.

Set the total number of injected fake ratings
to C·L = 60 and analyze the changes of the
optimal attack strategy in different settings.

When users are more rational, attackers need
to inject more fake ratings into each wave of
attacks.
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Fig. 1. LU and RU@70% under different single-wave attacks

Fig. 2. LU, RU@70% UT@3000 under different multi-wave  attacks

Conclusion

Theorem 1 Assume that attackers inject negative comments of length L at 
one time after m normal users submit their feedback, and the attack is 
strong enough, then we have
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where 𝜶 = 𝜸 + 𝜼 − 𝜸𝜼 < 𝟏.

❖ We jointly model the attack on and the herd 
behavior in reputation systems. 

❖ We propose a method to find the optimal 
attack strategy for a simple reputation system 
exploring the “message-based persuasion” 
phenomenon.

❖ We compare the single-wave attack with the 
multi-wave attack and find the optimal 
parameters that maximize the impact of the 
attack.
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