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Problem
• Learning classification models from data distributed 
over multiple parties

• Without sharing of the raw healthcare information, 
due to privacy and legal concerns 

• Horizontally partitioned structured data
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Distributed Extremely Randomized Trees 
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Secure Multi-Party Computation
for Privacy-Preserving Distributed ERT
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Secure Multi-Party Computation
for Privacy-Preserving Distributed ERT
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𝑃2 𝑃3 𝑃𝑛

𝑟𝑛𝑑_𝑠𝑢𝑚𝑜𝑡ℎ𝑒𝑟𝑠
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𝑃2 + (𝑠𝑒𝑐𝑟𝑒𝑡_𝑣𝑎𝑙𝑃2 − 𝑟𝑛𝑑_𝑠𝑢𝑚𝑠𝑒𝑙𝑓

𝑃2 ) +

𝑟𝑛𝑑_𝑠𝑢𝑚𝑜𝑡ℎ𝑒𝑟𝑠
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Evaluation
• Criteria of evaluation for privacy-preserving data mining approaches
• Classification performance, overhead, and privacy

Table 1:  Scalability and privacy comparison against existing techniques
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Evaluation
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Evaluation
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Conclusion
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• k-PPD-ERT is an extension of ERT algorithm learning classification models when data is
distributed.

• The secure multi-party computation technique for k-PPD-ERT is resilient to the collusion of up
to k data holder parties.

• The secure multi-party computation technique for k-PPD-ERT is efficient with respect to the
communication overhead.

• Limited participation of data holder parties at every round of the learning process decreases
the overhead without any noticeable loss in the learning performance.


