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Introduction

We study sparse adversarial attack on EEG-based BCI.

Our assumption:

• Weak capability that only sparsely attacks a small
portion of channels and time steps

• E.g., 3 out of 64 channels fail at a small portion of time
steps

Our key contributions:

• Adaptive mask on the time dimension and the channel
dimension to uniformly encode diverse sparsity
constraints

• PGD-based iterative solver to effectively generate
adversarial examples while satisfying sparsity
constraints

SAGA Performance

Figure 1. Overview of SAGA Design

Figure 3. Visualization of selected masks
(a) Channel Mask; (b) Temporal Mask

Adaptive Mask

• Channel Mask: 𝜽 ∈ 𝟎, 𝟏 𝑪

• Temporal Mask: 𝑴 ∈ 𝟎, 𝟏 𝑻

• Sparsity cardinality constraints:

• 𝒄𝒂𝒓𝒅 𝜽 ≤ 𝝐𝜽
• 𝒄𝒂𝒓𝒅 𝑴 ≤ 𝝐𝑴

• Attack Formulation
𝐦𝐢𝐧 − ℓ 𝑿 + 𝒅𝒊𝒂𝒈 𝜽 ⋅ 𝑿𝜹 ⋅ 𝒅𝒊𝒂𝒈 𝑴 , 𝒀

𝒔. 𝒕. 𝒄𝒂𝒓𝒅 𝜽 ≤ 𝝐𝜽, 𝒄𝒂𝒓𝒅 𝑴 ≤ 𝝐𝑴

Iterative Attack

• 𝐒𝟏 = 𝛉 ∈ 𝟎, 𝟏 𝐂 𝐜𝐚𝐫𝐝 𝛉 ≤ 𝛜𝛉

• 𝐒𝟐 = 𝐌 ∈ 𝟎, 𝟏 𝐓 𝐜𝐚𝐫𝐝 𝐌 ≤ 𝛜𝐌}

Table 1. Overall Performance under 5% Sparsity Constraints

Figure 2. Minimum distortion under diverse sparsity to fool 
EEGNet on SPM with 0% accuracy.


