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Motivation Dataset

B The appearance of Linux container technology B The UNM public dataset and the system call sequences
has profoundly changed the development and collected 1n real container environment.
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B The Pudding integrates data collecting, preprocessing,
generative modeling, and anomaly detection modules 1n a
non-intrusive manner. The overview of our proposed system:

deployment of multi-tier distributed applications. — p——r——— B The dataseF we built Fontains a total of 1,315,815 time-series
B The imperfect system resource 1solation features ® > @ X L X, e { X data, of which anomalies account for 0.63%.

and the kernel-sharing mechanism will introduce $ : 4 X ,u;\ /07 ﬂ‘\ /07 k£ Results Analysis

significant security risks to the container-based 3 5 E_ g = | —— . B The trend of temporal reconstruction probabilities for normal and
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Definition 1. Sequential Behaviours S = {id, s, period} is
defined as collected system call sequences for container id
during a specific period. s = (S1,82,...,51) : Vk,1 < k <
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Reconstruction Prabability
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L and 0 < s < N, where L represents the length of the 02—. ' w] ||.| ‘"
captured sequence, N is the number of system call types, and — = = o | |
Sk LS the system call number with a unique integer. CP : 1 0.0
Problem 1. Given a Sequential Behaviour & from a con- rf.c:.e.ssl De-duplication and Embeeding 0 1000 2000 3000 4000 5000 G000 7000 8000
tainer, we aim to construct a deep generative network (i.e., Pirace[  Data 1 B Detection Performance comparison of different baseline
L , . } e Y Process,,) —> ) System Call Sequences . . ,
real-time unsupervised anomaly detector) g Lrjﬂazaal*z‘ng of an L) Collection T Data Preprocessing approaches under various evaluation metrics.
encoder € and a decoder D. The latent variable z is learned Data Preprocessing : :
from the visible input x by € (x), and the reconstructed se- B Data Collection: The data collection module 1s implemented by a Approaches Evaluation Metrics
quence T is generated by D (z). The anomaly score function Linux system call termed ptrace, which automatically senses the ACC/%  PRE/%  REC/%  ¥F1/%
f :loss(x,Z) — 0 can be quantified by the loss between creation, operation, and extinction of the container 1n real-time. LOF [18] 79.27 70.89 9935  82.74
reconstructed sequence and the input sequence. . , One-class SVM [19] 72.99 69.34 82.23 75.27
o B Generative Network Structure: The deep generative network G Isolation Forests [18]  72.84 64.89 9952  78.56
Contribution | | is constructed by BiLSTM-based variational auto-encoder, where VAE-base [13] 7794 7132 9349 8091
H A rol?ust and re.al-tlme unsupervised anpmaly one BiLSTM is utilized as an inferential network (encoder) to Ours 90.01 8459 9787  90.75
detect.lon System 18 proposed termed Pudding for estimate the underlying probability distribution of the latent Conclusion
. gontalnefhclguq usmg1 .SySbtlemtcali ;equenf:es. t variable z, another BiLSTM 1s utilized as the generative network Our proposed method leverages the generative characteristics of
ut; mte (i 15 4abp ];ca ef lob | Z env1ri)nmen p (decoder) to sample the reconstructed output z from the VAE to learn the robust representations of normal patterns by
Kl out 4 aret nur;q “ gtha eg SAMPIES dll 1 conditional probability distribution p(x¢|z). reconstruction probabilities while being sensitive to long-term
afta SHOLE PEIEEPLION OF THE WHOTESEER Hothd B Anomaly Detection: he anomaly detector 1s directly connected to dependencies. Our evaluations on real-world datasets show that
pd CI'TIS. , , , the generation network ¢ and receives the reconstruction our method achieves excellent detection performance without
B Pudding can ecasily be integrated into the - : : : . . .
, , , probability served as our anomaly detection scores, which will be introducing much performance overhead to the container cloud.
container cloud platform as a security service applied to make the final decision subsequently Ack led
without any hardware or kernel modifications | CRNOWICAE
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