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In this work, we propose a simple technique to
achieve a universal adversarial attack for visual
object tracking. We just inject one perturbation
in the template and search frames to fool the
trackers in the whole dataset.

Problem Definition

Given an unknown target template,
Siamese trackers need to predict the
location and shape of the target in the
subsequent frames x. Specifically, we
describe the universal adversarial
perturbation 0 as follows:
maxZE(x,a:—I—é), s.it. |[d]|lco <€
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Triple Loss Design

L= Lf + M L.+ A Ly.
Lz, z%)=— Z max(ms, cos(F;(x), F;(z™)))

i=1:C

Lo(z,2") =~ )  Cij(F(2), F(z")).

g=il:I¥
Li(z,27) = —a - [|Recaiellz — || < Ripe, d > |2

EFFICIENT UNIVERSAL SHUFFLE ATTACK
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The overview of Efficient Universal Shuffle Attack. Shuffle strategy is
used to change the order of video sequences and each perturbation

optimization

—> optimization

Classifier

Regressorz[

would be generated via gradient back propagation iteratively.

Some Ablation Studies

Table 2. Ablation study of shuffle strategy.

Success(%) 1

Pression(%) 1

sampling rate r

4 1 O § 5 SO ) 1

01 03 05 1

w/o shuffle
w/ shuffle

550 503 493 50.1
393 30.2 269 23.6

72.8 66.7 67.1 68.2
55.5 423 38.1 32.7

Table 3. Ablation study of triple loss.

Ly v v v

Los v v

L4 v v v
Precision(%) 90.5 594 54.1 546 512 500 32.7
Success rate(%) | 69.6 40.0 384 39.0 37.1 362 23.6

Performance

Table 1. Attack performance on OTB100.

Tracker Precision(%) T Success Rate(%) T
Org OA EUSA | Org OA EUSA
SiamRPN 87.6 27.8 26.7 66.8 204 20.2
SiamRPN++(R) | 90.5 35.7 32.7 69.6 26.2 23.6
SiamRPN++(M) | 86.4 35.3 25.9 65.8 26.1 18.3
SiamMask 83.9 65.0 34.9 64.7 48.1 22.5

Table 2. Attack performance on VOT2018.

st Accuracy(%) 1 Robustness | EAO 1T
Org OA EUSA | Org OA  EUSA | Org OA EUSA
SiamRPN 57.7 46.7 44.0 0.309 1.733 2.241 | 0.338 0.082 0.055
SiamRPN++(R) 60.2 519 46.1 0.243 1.157 2.051 | 0413 O0.115 0.072
SiamRPN++(M) | 58.9 483 45.2 0.234 1344 2.622 | 0411 0.101 0.056
SiamMask 50.8 455 31.8 0.248 0.674 2.632 | 0.406 0.165 0.043
Quantitative comparisons
Precision plots of OPE on OTB100 Success plots of OPE on OTB100
0.9 0.9 4
0.8 0.8 1
0.7 b et T 0 i.\ Wl
............. ) ol N : e
= 06 T—— 1 —"t+—F — [ S
Re. L IE, e W P b gy & N O
D o5 +—H—F—— Lt L et T 0 0.5 ~ - J
gu //. """""""" § .\.\\\\ \;\\\ ‘.,'.. \\
Q. 0. SV S S S et T, S (WL S—— T ™ R T
1 it T REsn | @ | ST pasmaot sOSN N
0.3 ? 4 Salls «+++ [0.555] G-0.1 034 =+ [0.393] G-0.1 ““=+ON \\\\\\ T\
- —— [0.489] R-0.3 ~ [0.340] R-0.3 NN
S - = [0.439] R-0.5 g H T [ata -5
0.2 [0423] G-0.3 [0302] G-0.3 >
——— [0.381] G-0.5 - | = [0.269] G-0.5
0.1 — = [0.357] OA 0.1 7" == [0.262] OA
«+ [0.327] G-full ==+« [0.236] G-full
0.0 T Y T T Y T T T Y 0.0 y v ' ' v J ' v J
0 5 10 15 20 25 30 35 40 45 50 00 01 02 03 04 05 06 07 08 09 10
Location error threshold Overlap threshold
Quantitative  comparisons between various
sampling rate and different sampling strategy on
o ’) ’) Vd4 ’)
OTB2015 dataset. The suffix "G” and ”“R” are
greedy-gradient strategy and random sample

respectively. The numbers are sampling rates.



