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Problem Statement %

Motivation: g TR
2005 Java-Bali blackout, affected 100 million people. TS s e
2003 Northeast blackout, affected 55 million people. Jismy, =

Cascading fallures: The failure of a small set of components APGET e S
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in power grid systems. &
Goal: Understanding cascading failures; developing systematic e
approaches to identify most vulnerable network components.

System Models

Network model
Weighted graph, G, to model the topology of power grid. Substations as nodes and transmission lines as links.

Attack model
Removal of one or more substations/lines

oad redistribution model

Load = Betweenness
Node/link failure = shortest path changes =2 overloading =2 link efficiency change = shortest path change = ...

Fig. 1 The power grid of North American

Traditional Attack Strategies Proposed Attack Strategy

Selecting victim nodes based on the load New metric: feature vector.(.FV).
The feature vector of node j is defined as the new
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e S St P Feature vector based multi-node attack strategy
Fig. 2 An example shows the limitation of Feature vector based multi-link attack strategy
load-based traditional attack strategy
How to find the stronger attack? . B o s
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Providing the new metric to describe impact of
different components of the network
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Number of Victim Links (M) Index of Ilteration Round (t)

Fig.5 Link attack strategies Fig.6 NSA vs LSA
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