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Introduction Lo, Lo

e Besides identity, faces carry information about soft biometrics (e.g. gender, eth-
nicity, age, etc.), which are considered sensitive personal information.
e To disable the extraction of gender but still maintain usability of images for face
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e The main advantage of PriDSS over existing methods is the assured photorealism Matching Accuracy )
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Methodology
e Discriminative identity information primar- , , |
Original image I,,., Semantic segmentation Fusion of latent spaces

ily resides in eyes, nose, and mouth.

e Other regions (chin, cheeks, etc.) constitute
global context, containing soft biometrics.

e PriDSS combines (i) identity-related infor- — Bukground gﬂi?ﬁ,ﬁound———* ¢lv : /
mation with (ii) global context from the op- Hierarhical 7o || StvleGAN
posite gender. Oppesite gonder Multi-fusion ™| Goperator

e Information fusion occurs in the disentan- | A \
ocled StyleGAN space, from which an image
is generated using StyleGAN generator.

By considering multiple images of the oppo-
site gender, PriDSS generates many candi-
date images from which the best candidate is selected.

® The best candidate is selected using privacy-gain identity-loss coefficient (PIC), defined as PIC = |2P(male)— 1| — ST Mg.ore,
where SIM... denotes cosine similarity with original image.
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Qualitative results Quantitative results

Original PrivacyNet Ours In comparison to the state-of-the-art PrivacyNet, our approach
achieves competitve results in terms of identity preservation and pri-
vacy enhancement of gender, while assuring 2x better photorealism in
terms of FID score. The results are presented in Table 1.

Performance indicator Original | PrivacyNet | PriDSS (ours)
Gender (AUC) 0.981 0.5400 0.5900
iaieh / original Verification (EER) w/ Original n/a 0.0070 0.0680
SHEE BEOHE Wy DR Verification (FNMR@FMR10~1) w/ Original | n/a 0.0005 0.0010
P(male) Photo-realism (FID) w/ Original n/a 57.499 25.386

Table 1: Performance evaluation and SoTa comparison.

Privacy-enhancing techniques are often susceptible to image restora-
tion attempts, which undermine their effectiveness. We evaluated the
robustness to such attempts using PrivacyProber (PP) framework us-
ing three PP implementations (D - denoising, I - inpainting, and A -
autoencoder). As shown in Table 2, neither of the compared methods

Match score w/ original

P(male) is vulnerable to restoration attempts to a high degree.
| Input image PrivacyNet PriDSS (ours)
Privacy enhanced 0.540 0.590
PP-D 0.545 0.603
Recovered with PP-1 0.540 0.602
PP—-A 0.550 0.554

Match score w/ original
P(male)

Table 2: Robustness to image restoration attempts.
Ablation study

We explore the impact of candidate-image selection.
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Match score w/ original 0.722 0.769 / ’ . “\
P(male) 0.996 0.427
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