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DIFFICULTIES IN DETECTING DEEPFAKE

NO SEMANTICS HIGH QUALITY HIGH Diversity

AttGAN

STGAN

RSGAN

Reface

FaceApp

> 42 user-friendly 

deepfake tools

https://www.homesecurityheroes.com/state

-of-deepfakes/
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CLOSED SET X OPEN SET
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CLOSED SET X OPEN SET
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OBJECTIVE
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To propose and investigate an open-set approach

for deepfake detection in images.
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METHODOLOGY
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METHODOLOGY: FEATURE EXTRACTOR
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Chenqi Kong, Baoliang Chen, Haoliang Li, Shiqi Wang, Anderson Rocha, and Sam Kwong, “Detect and 
locate: Exposing face manipulation by semantic-and noise-level telltales,” IEEE Transactions on 
Information Forensics and Security, vol. 17, pp. 1741–1756, 2022 

Baseline

𝐿 = 𝐿𝑐 + 𝜆1𝐿𝑛 + 𝜆2𝐿𝑏

HTL-C

𝐿 = 𝐿𝑐 + 𝜆1𝐿𝑛 + 𝜆2𝐿𝑏 + 𝜆3𝐿𝑇

HTL-NC

𝐿 = 𝜆1𝐿𝑛 + 𝜆2𝐿𝑏 + 𝜆3𝐿𝑇
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REAL 

METHODOLOGY: FINE TUNING
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METHODOLOGY: CLUSTERING

2912 dimensional 

feature vector

Feature Vector 

with reduced 

dimension

UMAP
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METHODOLOGY: OPEN-SET TRAINING
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• One Class 

SVM

• Extreme 

Valued Machine

• Isolation 

Forest
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EXPERIMENTS AND RESULTS

DATA SET

Feature Extractor Training

Full FaceForensics 

++

C23 and C40

Open-Set training and validation

Only Real images from 

FaceForensics ++ C40

Only Real images from DFD – 

DeepFake Detection (From Google & 

Jigsaw)
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BASELINE

1 – Baseline feature extractor and no Fine Tuning

EXPERIMENTS AND RESULTS
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EXPERIMENTS AND RESULTS

2 – Baseline feature extractor, Dimensionality reduction and no 

Fine Tuning

BASELINE
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EXPERIMENTS AND RESULTS

3 – Baseline feature extractor, no dimensionality reduction and Fine 

Tuning

BASELINE
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EXPERIMENTS AND RESULTS

4 –  Feature extractor with Triplet Loss, Dimensionality reduction 

and no Fine Tuning

TRIPLET 

LOSS

Baseline in closed set scenario

• DFD: AUC of 76.23 and an EER of 0.303 
• FF C40: AUC of 99.46 and an EER of 0.29
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CONCLUSION
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✓ The open-set approach to deepfake detection is more challenging, but it provides a 
more robust model against variations in the generation technique.

✓ By employing Triplet Loss with Hard mining during feature extractor training, we 
achieved better results than those obtained with the closed-set approach.

✓ Dimensionality reduction and fine-tuning did not yield benefits for our model.

✓ The proposed organizational chart can be evaluated using other methods of 
extraction, dimensionality reduction, clustering, and fine-tuning.

✓ Initializing feature extractor weights using self-supervised methods.
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