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Summary in one slide

1 Extension of previous work (¥ang 2023)

— Not use any spoofed training data from text-to-speech or
voice conversion

d Method
— Upstream SSL training, using vocoded VoxCeleb?2
— Downstream SSL fine-tuning, using vocoded ASVspoof19

L Our best overall results

Wang, Xin, and Junichi Yamagishi. “Spoofed Training Data for Speech Spoofing Countermeasure Can Be Efficiently Created Using Neural Vocoders.” 2
In Proc. ICASSP, 1-5. IEEE, 2023.



Introduction

A binary classification task

= Bona fide: human voice
= Spoofed: text-to-speech (TTS) or voice conversion (VC) voice

= Metric: equal error rate (EER)
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Introduction

. CM architecture in our studies (Wang 2022, Tak 2022)

* Front end: self-supervissed learning (SSL) model
« wav2vec 2.0 XLSR-53 (Conneau 2021)

= Back end: global average pooling + 4-layer neural network
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Conneau, Alexis, Alexei Baevski, Ronan Collobert, Abdelrahman Mohamed, and Michael Auli. “Unsupervised Cross-Lingual Representation Learning for
Speech Recognition.” In Proc. Interspeech, 2426-30. ISCA, 2021.

- (%]
Spoofed

Wang, Xin, and Junichi Yamagishi. “Investigating Self-Supervised Front Ends for Speech Spoofing Countermeasures.” In Proc. Odyssey, 100-106, 2022..



Generalization is desired

Space of all possible bona
fide and spoofed data

Training set Test set
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En, Fr, Ch, Jp, ...
Wav, mp3, m4a ...
New TTS/VC methods
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eneralization is challenging

ASVspoof 2019 LA

Training set

P — — — I

] - CM L] - EER <8%
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Test set 2 7 ASVspoof 2015
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Das, R. K,, Yang, J. & Li, H. Assessing the scope of generalized countermeasures for anti-spoofing. in Proc. ICASSP 6589-6593 (2020). doi:10.1109/ICASSP40776.2020.9053086* From CQSPIQysystem in Table 1&2 of (Das 2020)
Nicolas Miiller, Franziska Dieckmann, Pavel Czempin, Roman Canals, Konstantin Béttinger, and Jennifer Williams. Speech Is Silver, Silence Is Golden: What Do ASVspoof-Trained Models Really Rearn? In Proc. ASVspoof Challenge Workshop, 55-60. 6

doi:10.21437/ASVSPOOF.2021-9. 2021.
Xuechen Liu, Xin Wan%,zl\zlld Sahidullah, Jose Patino, Héctor Delgado, Tomi Kinnunen, Massimiliano Todisco, Junichi Yamagishi, Nicholas Evans, Andreas Nautsch, and Kong Aik Lee. ASVspoof 2081: Towards Spoofed and Deepfake Speech Detection in the Wild. ArXiv Preprint

ArXiv:2210.02437. 2
Xin Wang, and Junichi Yamagishi. Investigating Self-Supervised Front Ends for Speech Spoofing Countermeasures. In Proc. Odyssey, 100—106. doi:10.21437/0Odyssey.2022-14. 2022.

= Poor generalization (Pas 2020)

* Artefacts in high-frequency band (Wang 2022)




Generalization may need more data

Space of all possible bona
fide and spoofed data
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Wav, mp3, m4a ...
New TTS/VC methods
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Generalization may need more data
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ASVspoof 2019: A large-scale public database of synthesized, converted and replayed
speech

Xin Wang®*, Junichi Yamagishi****, Massimiliano Todisco®**, Héctor Delgado®**, Andreas Nautsch®**, Nicholas Evans®**, Md
Sahidullahd**, Ville Vestman®**, Tomi Kinnunen®**, Kong Aik Lee™**, Lauri Juvelag, Paavo Alkug, Yu-Huai Pengh, Hsin-Te
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Wang!, Ye Jial, Kai Onuma¥, Koji Mushika®, Takashi Kaneda®, Yuan Jiang', Li-Juan Liu', Yi-Chiao Wu™, Wen-Chin Huang™,
Tomoki Toda™, Kou Tanaka", Hirokazu Kameoka", Ingmar Steiner®, Driss Matrouf?, Jean-Francois BonastreP, Avashna
Govender®, Srikanth Ronanki4, Jing-Xuan Zhang", Zhen-Hua Ling"

“National Institute of Informatics, 2-1-2 Hitotsubashi, Chiyoda-ku, Tokyo, Japan
b Centre for Speech Technology Research, University of Edinburgh, UK
¢EURECOM, Campus SophiaTech, 450 Route des Chappes, 06410 Biot, France
dUniversité de Lorraine, CNRS, Inria, LORIA, F-54000, Nancy, France
“University of Eastern Finland, Joensuu campus, Linsikatu 15, FI-80110 Joensuu, Finland
INEC Corp., 7-1, Shiba 5-chome Minato-ku, Tokyo 108-8001, Japan
8Aalto University, Rakentajanaukio 2 C, 00076 Aalto, Finland
" Academia Sinica, 128, Sec. 2, Academia Road, Nankang, Taipei, Taiwan

Easier way to create useful spoofed training data?

= However, building diverse TTS and VC systems is time consuming




Idea: creating spoofed training data by vocoding

Example of full-fledged TTS
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Idea: creating spoofed training data by vocoding
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ﬁ Acoustic feature extractor
(usually automatic and deterministic)
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Vocoding is TTS using a perfect acoustic model
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Idea: creating spoofed training data by vocoding
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Vocoding is TTS using a perfect acoustic model
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Idea: creating spoofed training data by vocoding
d Assumption (ideally)

Bona fide TTSVC . T . 0c0ded
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Evaluation data

Vocodlng iIs TTS using a perfect acoustic model

N I I See actual embedding space in appendix 12



Idea: creating spoofed training data by vocoding

] Procedure

1. Prepare (or download) vocoders
2. Vocode the bona fide data
3. Train CM using bona fide and vocoded

data
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Method: CM training using bona fide & vocoded data

d Previous work (Wang 2023)
ASVspoof 2019 LA trn.
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downstream fine-tuning

Contrastive feature loss is not plotted. 15
See slide appendix for more.



Method: CM training using bona fide & vocoded data
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This work
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Contrastive feature loss is not plotted.
See slide appendix for more.
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Method: CM training using bona fide & vocoded data
 This work — method 1

Continual training of XLSR-53
using SSL training criterion

downstream fine-tuning
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Contrastive feature loss is not plotted. 17
See slide appendix for more.



Method: CM training using bona fide & vocoded data
 This work — method 2

Pre-trained
XLSR-53
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using SSL training criterion
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Contrastive feature loss is not plotted.
See slide appendix for more.
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downstream fine-tuning + model distillation
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Method: CM training using bona fide & vocoded data

d Previous work (Wang 2023)

= Vocoded ASVspoof 2019 LA trn. |
= downstream fine-tuning of SSL model e ::{ e

1 This work
= VVocoded VoxCeleb2 dev.
= Upstream training of SSL

*k*

= Downstream training + dis

e-traine
XLSR-53
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Back en
XLSR 53 XLSR 53 XLSR-53

 Related studies using DSP-based \J‘

vocoders (Wu 2013, Khoury 2014, Sizov unn
2015, Saratxaga 2016, Pal 2018)

N I I See related papers in slide appendix 20




Experiment

Training data Evaluation data

— ey

P — ] q
VoxCeleb?2 dev. —
vocoded voij?ed :> [ CM ] :> EEE j

d Training data

= SSL upstream training: vocoded VoxCeleb2 dev.
= Downstream fine-tuning: bonafide + vocoded ASVspoof 2019 LA trn.

= Vocoders: Hifi-GAN (Kong 2020) NSF (Wang 2019) 'NSF-GAN, WaveGlow (Prenger 2019)

akaki, and Junichi Yamagishi. “Neural Source-Filter-Based Waveform Model for Statistical Parametric Speech Synthesis.” In Proc. ICASSP, 5916-20. |IEEE, 2019. 21

\I}\?ng, J)lzllngig#agh eon Kim, and Jaekyoung Bae. “HiFi-GAN: Generative Adversarial Networks for Efficient and High Fidelity Speech Synthesis.” In Proc. NIPS, 33:17022-33, 2020.
ang, Xin, Shinji
Prenger, Ryan, Rafael Valle, and Bryan Catanzaro. “WaveGlow: A Flow-Based Generative Network for Speech Synthesis.” In Proc. ICASSP, 3617-21, 2019.



Experiment

Training data Evaluation data
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vocoded vc&élﬂ?ed { CM ] EEE

J Evaluation data
= ASVspoof 2019 LA test set, 2021 LA & DF eval sets
= ASVspoof 2019 LA test set w/o non-speech, 2021 LA & DF hidden track
= \WaveFake (Frank 2021) , In-the-Wild (Maller 2022)

More challenging due
to domain mismatch
= three independent training-evaluation rounds
= averaged EERs

Joel Frank, and Lea Schonherr. WaveFake: A Data Set to Facilitate Audio DeepFake Detection. In Proc. NeurlPS Datasets and Benchmarks 2021. 2021.
Nicolas M Miller, Pavel Czempin, Franziska Dieckmann, Adam Froghyar, and Konstantin Béttinger. Does Audio Deepfake Detection Generalize? In Proc. Interspeech, 23
2783-2787. 2022.



Low EER W ) High EER

Experiment results

Systems using different training configurations

= ID Bl B2 B3 P1 P2 P3
O  Front end SSL(s) xlsr  xlsr, w2v  xlsr, w2v v.vox  xlsr, v.vox  xlsr, v.vox
SSL distilling = X v - X v

Data for fine-tune CM voc.LA voc.LA
— LA19eval 3.45 1.97 1.26 2.09 2.01 1.91
LA21eval 17.59 13.94 _ 16.88 14.94 15.92
DF21leval 6.53 4.04 14.72 4.34 5.28 5.67
LA19etrim 2.69 2.80 3.74 3.33 2.79 3.28
LA21hid 13.93 14.05 = 20.03 |  16.02 13.95 14.97
DF21hid 8.89 9.10 15.27 7.71 8.40 8.84
WaveFake 7.33 1.48 5.88 1.94 0.89 1.30
— InWild 6.78 4.25 13.20 5.84 4.07 6.10
Pooled EER Pooled 11.13 12.95 14.06 10.54 9.07 9.98

single threshold
24



Experiment results

: D L
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. ID B1 P1 P3
LA19eval 3.45 2.09 1.91
LA21eval 17.59 16.88 15.92
DF21leval 6.53 4.34 5.67
a LA19etrim | 269 D1 VS PT: 3.33 3.28
% LA21hid 13.93  continually 16.02 14.97
E DF21hid 8.89  trained SSL is 7.71 8.84
WaveFake 7.33 1.94 1.30
InWild 6.78 not useless 5.84 6.10
Pooled 11.13 — 10.54 9.98

NII 25



Experiment results

\
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_ ID B1 P1 P3
LA19eval 3.45 2.09 1.91

LA21eval 17.59 16.88 15.92

DF21eval 6.53 4.34 5.67

= LA19etrim 269 BT vs P1: 3.33 Merging 3.28
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WaveFake 7.33 1.94 1.30
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Experiment results
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LAl9eval 345 B4 is the best model in our E
LA21eval 17.59 _ Wang 2023 15.92
DF21eval 6.53 Previous work (Wang 2023) 5.67
@ LA19etrim 2.69 _ _ 3.28
2 LA21hid 13.093 It is better than using TTS/VC 14.97
7 DF21hid 8.89 spoofed data 8.84
- WaveFake 7.33 1.30
InWild 6.78 6.10
Pooled 11.13 — 0.98
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Experiment results

 Other results in the paper
= Using two SSLs without distillization?

= Downstream fine-tuning using vocoded
voxceleb2?

NII
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Summary
3 Method

» L arge scale vocoded VoxCeleb2
= Upstream SSL training
= Downstream fine-tuning + distilling

] Results

VoxCeleb2 dev.
vocoded

4

Pre-trained
XLSR-53

Continually
trained
XLSR-53

R S

Fine-tuned
XLSR-53

aonoa

Back end

III Lais feature distance
;:#—ﬂuuuu
00

= Slightly outperformed previous work (pooled EER)

= Limitation: only 4 types of vocoders

NII
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Thank you

project/10-asvspoof-vocoded-trn-ssi

N I I https://github.com/nii-yamagishilab/project-NN-Pytorch-scripts/tree/master/project/10-asvspoof-vocoded-trn-ss|

30


https://github.com/nii-yamagishilab/project-NN-Pytorch-scripts/tree/master/project/10-asvspoof-vocoded-trn-ssl

Appendix

= ID B1 B2 B3 P1 P2 P3 B1-b P3-b Bl-c P3-c
O Front end SSL(s) xlsr  xlsr, w2v  xlsr, w2v v.vox  xlsr, vivox  xlsr, v.vox xlsr  xlsr, v.vox xlsr  xlsr, v.vox
SSL distilling - X v - X v - v - v

Data for fine-tune CM voc.LA voc.LA LA19trn voc.VoxCel
LA19eval 3.45 1.97 1.26 2.09 2.01 1.91 0.22 0.13 3.59 3.71
LA21eval 17.59 13.94 21.09 16.88 14.94 15.92 2.69 3.29 15.22 12.37
DF21leval 6.53 4.04 14.72 4.34 5.28 5.67 4.27 3.45 5.99 3.31
® LA19etrim 2.69 2.80 3.74 3.33 2.79 3.28 7.37 7.37 2.74 3.63
% LA21hid 13.93 14.05 20.03 16.02 13.95 14.97 15.56 24.23 10.14 9.53
7 DF21hid 8.89 9.10 15.27 7.71 8.40 8.84 9.16 13.95 9.03 7.77
= WaveFake 7.33 1.48 5.88 1.94 0.89 1.30 23.75 15.44 13.41 24.17
InWild 6.78 4.25 13.20 5.84 4.07 6.10 13.52 12.32 6.90 7.00
Pooled 11.13 12.95 14.06 10.54 9.07 9.98 12.76 12.50 10.92 12.26

NII 3
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Introduction — one challenge in my opinion

Color?
Shape?
Background?

Decision boundary

N I I Royalty free images
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Introduction — one challenge in my opinion

Spoofed Bona fide

Mp3 & additive noise (Shim 2023)7
Single source data domain?

Decision boundary

Mdiller, Nicolas, Franziska Dieckmann, Pavel Czempin, Roman Canals, Konstantin Béttinger, and Jennifer Williams. 2021. “Speech Is Silver, Silence Is Golden: What Do ASVspoof-

Trained Models Really Learn?” In Proc. ASVspoo Challenge Workshop 55-60. 3 4
Shim, Hye-jin, Rosa Gonzalez Hautamaki, Md Sahidullah, and Tomi Kinnunen. 2023. “How to Construct Perfect and Worse-than-Coin-Flip Spoofing Countermeasures: A Word of

Warnlng on Shortcut Learning.” In Proc. INTERSPEECH 2023, 785-89. https://doi.org/10.21437/Interspeech.2023-1901.



Introduction — one challenge in my opinion

\

class?
L8
=

Reverbl Converteq

Spoofed Speech Class?

7 TS

Speech is more complicated
En, Fr, Ch, Jp, ...
LJ-speech, Librispeech ...

Wav, mp3, m4a ...
New speech synthesis methods

For spoofed trials, how is it possible to “well definé” something which is unknown?

NII

From Jean-Francois Bonastre’s talk
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NII

Mini-tutorial on TTS

Building diverse TTS and VC systems is not that easy
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More spoofing data?

Training set

— T
P — ]
— I

NII

= (™ =

Test set

Space of all possible bona
fide and spoofed data

En, Fr, Ch, Jp, ...
wav, mp3, m4a ...
New spoofing algorithms
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More spoofing data?

ASVspoof 2019
Training set

6 TTS/VC

ASVspoof 2019 LA
Test set

— — —
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Building TTS
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Marianna made the marmalade

N I I Sentence from: Beckman, M. E. & Ayers, G. Guidelines for ToBI labelling. OSU Res. Found. 3, (1997)
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Building TTS
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generation
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To phone <
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zation Marianna made the marmalade

LOGIOS Lexicon tool: http://www.speech.cs.cmu.edu/tools/lextool.html

N I I Sentence from: Beckman, M. E. & Ayers, G. Guidelines for ToBl labelling. OSU Res. Found. 3, (1997)
H*, L-L%: ToBI labels Beckman, M. E. & Ayers, G. Guidelines for ToBI labelling. OSU Res. Found. 3, (1997)



- - ACCENT IS PREDICTABLE (IF YOU'RE A MIND-READER)
Building TTS

DwicaT BoLINGER

Harvard University
| il ||| —
el ll| I I mn " . W“ e
! ""'Wﬂnmwh' 1 2l .un e ~

B )
Speaker A: Who made the marmalade. .
Speaker B: \arianna made the marmalade. : NKZ
Speaker A: Bob made the marmalade.
P an Speaker B: p[ariannamade the marmalade' L
Speaker B: (No,) napi | 2 made the marmalade.
H* H* L-L%
+Prosody MAARIYAANAH MEYopoH,y, MAAR MAHLEY,
tags
MAARIYAANAHMEYDDHAHMAARMAHLEYD
To phone <
Norma|i_<Ma ... [m]|a]|d]|e mllallr].. Ll [a] |d]]|e
zation Marianna made the marmalade
N I I Nanette Veilleux, et al. 6.911 Transcribing Prosodic Structure of Spoken Utterances with ToBIl. January IAP 2006. https://ocw.mit.edu. 42
License: Creative Commons BY-NC-SA.



Building TTS Unit-selection
‘ I ) (S10/A04 in ASVspoof 2015/2019)

,||l Il 1 ||[| I,I‘WW’ ‘Il (1T
- IH" nm"l WWW it " il LJW ”lll ”I||III| " ”I ‘W&JM L"‘lwﬁ'ﬂ"“ﬂ

Waveform \
concatenatio ,
| :”:.1, B! b s Qw-'-w.l. ',"I.I.lf.il.il!' MWM. o
Acoustic *
realization < H* H* L-L%
+Prosody MAARIYAANAH MEYopoH,y, MAAR MAHLEY, — —
tags M AAR IY AAN AH M EY D DH AH M AA R M AH L EY D #un W s
To phone C 4 - b 4 |

Normali_CMa .. Imllalldlle milallr]..|I|la]lld]]e
zation Marianna made the marmalade

Hunt, A. J. & Black, A. W. Unit selection in a concatenative speech synthesis system using a large speech database. in Proc. ICASSP 373-376 (1996).
Black, A. W. & Taylor, P. A. Automatically clustering similar units for unit selection in speech synthesis. (1997) 43



Building TTS
HMI\/I based TTS in ASVspoof 2015

| |l Jk "” e W‘““ m MW
1 ..mu:',,‘ i L ., S

Waveform Vocoder
generation

ncoustic o UULDUULLLALACRC AL

realization C Hidden Markov model (HMM)

DeC|S|on trees

tags
To phone <

Normali_CMa .. Imllalldlle milallr]..|I|la]lld]]e
zation Marianna made the marmalade

MAARIYAANAHMEYDDHAHMAARMAHLEYD

Keiichi Tokuda, Heiga Zen, and Alan W Black. An HMM-Based Speech Synthesis System Applied to English. In Proc. SSW, 227—230. 2002. 44

Tokuda, K., Yoshimura, T., Masuko, T., Kobayashi, T. & Kitamura, T. Speech parameter generation algorithms for HMM-based speech synthesis. in Proc. ICASSP 936-939 (2000).
HMM-Based Speech Synthesis Toolkit (HTS), home page: http://hts.sp.nitech.ac.jp/?Welcome



http://hts.sp.nitech.ac.jp/?Welcome

Building TTS

Wavefi
genera

Acous
realiza

+Pros
tags

To phc

Norm:

Thierry Dutoit

An Introduction to

Text-to-Speech Synthesis

@ Springer

Vo

[1LIL1]
| Markc

Decisi
T INTE

Y D DH Al

d

e

CaMans

zatior——<—arannamade the marmargae

Text-to-Speech
synthesis

Paul Taylor

e

Thierry Dutoit. An Introduction to Text-to-Speech Synthesis. Norwell, MA, USA: Kluwer Academic Publishers. 1997.
Paul Taylor. Text-to-Speech Synthesis. Cambridge University Press. 2009.
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Building TTS

“ Il m

I
il

alh ll‘ I
RSO S—
Ty

f

l‘ 1 A02/A03... in ASVspoof 2019
.!ll

ul I
ST Il "|||1""‘W‘ul’-””‘ ul “i' N |
i iimwh - '"mmll qu“"llh‘ WIS ||l|-="n----|'|'l“' NJ'.'
Vocoder

pcauso o IULLLL e reurt ntuot oy L.

realization HMM for alignment & duration| L-L%
+Prosody MAARIYAANAH MEYopoH,y, MAAR MAHLEY,

tags
To phone <

Normali_CMa .. Imllalldlle milallr]..|I|la]lld]]e
zation Marianna made the marmalade

Waveform
generation

MAARIYAANAHMEYDDHAHMAARMAHLEYD

Heig?]a Zen, Alan Senior, and Martin Schuster. Statistical Parametric Speech Synthesis Usin Deeg Neural Networks. In Proc. ICASSP, 7962-7966. 2013.
Yuchen Fan, Yap Qian, Feilong Xie, and Frank K Soong. TTS Synthesis with Bidirectional LSTM Based Recurrent Neural Networks. In Proc. Interspeech, 1964—1968. 2014.
Heiga Zen, and Andrew Senior. Deep Mixture Density Networks for Acoustic Modeling in Statistical Parametric Speech Synthesis. In Proc. ICASSP, 3844-3848. 2014.
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Building TTS
A1O in ASVspoof 2019

B— ll WW I I e W' il M"
1 -""":'m (IR ., il (1

ﬁ Neural vocoder
eatores LOOO0000000000000000000 - DOODC

(Sequence-to-sequence)
Acoustic model

A

Input text Mllal ... [m]la][d]|e mllal{r].. [1]|a]|d][e Speal{;}erID

OU:
) —

Xu Tan, Tao Qin, Frank Soong, and Tie-Yan Liu. A Survey on Neural Speech Synthesis. ArXiv Preprint ArXiv:2106.15561. 2021. 47
Xin Wang, Neural statistical parametric speech synthesis, ISCA Odyssey 2020, tutorial: https://tonywangx.github.io/slide.html#dec-2020



https://tonywangx.github.io/slide.html

Building VC

{}

Acoustic
features

4\

Acoustic
features

i)

b

Neural vocoder

JHHonbonbonbonboooog. -~

U0

(Sequence-to-sequence)
Acoustic model

JUinantonnoOnooononag -

UL

Feature extractor

N I I Source wav ww_*"Ai]r"d‘]ummmmm*'3WHW"*""M“""‘.nu..lmf“‘"‘"'W

Target
speaker ID

0

O —
(N —
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Building TTS/VC is not that easy

] W Umjl"w

Expert knowledge
Interpretability

Softwares available
Computation power

Classifical methods ———————) End-t0-end methods

NII

Sou rce Wav m*-%*h\','m'l'm‘l | ] 'l,, o R o P |'|'|W|||||| : I'* 7 49




NII

Alternative method - vocoding

50



Vocoding

Wﬂ B oo s
ﬁ Vocoder

eatores LOO00000000000000CO0O00 - OO0OC

NII



Vocoding

il ll|' WWW "ll Wun' i |." i ““' |
. uliw,l it I (IR " I [ M
ﬁ Vocoder

eatores LOO00000000000000CO0O00 - OO0OC

ﬁ Acoustic feature extractor
(usually automatic and deterministic)

N

il ll '.\nl' “llu”’ ”'”‘ l qu' U ’WH' . MWA e
! AT | ol ol

Copy-synthesis, analysis-by-synthesis, copy-resynthesis,

Paul Taylor. Text-to-Speech Synthesis. Cambrldg[; University Press. 2009.

J Holmes. The Influence of Glottal Waveform on the Naturalness of Speech from a Parallel Formant Synthesizer. IEEE Transactions on Audio and Electroacoustics 21 (3). IEEE: 298—
305. 1973.

Wendy J Holmes. Copy Synthesis of Female Speech Using the JSRU Parallel Formant Synthesiser. In EUROSPEECH, 2513—-2516. 1989.
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Vocoding
el |" - zj“ﬂl.l!{..mmmw 'ﬁl " ) WHH" ”.||||||I.“W‘u i W“ Ly ik

Formant synthesizer (deterministic)

JHuobonoonbooboooog -+ oot

Acoustic feature extractor
(usually automatic and deterministic)

[” IV. Synthesis of Copies of Natural Utterances |
J '| —
W“‘ preset bandwidth values. lhe techniques used are
mostly of the “analysis-by-synthesis” type, with a hu-
man mterpreter of differences between natural and syn-

Copy-synthesis, analysis-by-Syn' thetic speech in the feedback 1oop.

Electroacoustics 21 (3). IEEE: 298-305. 1973. 53

N I I J Holmes. The Influence of Glottal Waveform on the Naturalness of Speech from a Parallel Formant Synthesizer. IEEE Transactions on Audio and
Wendy J Holmes. Copy Synthesis of Female Speech Using the JSRU Parallel Formant Synthesiser. In EUROSPEECH, 2513-2516. 1989.



Vocoding using neural vocoder

W ”' “MWWW ||||| i LJWHI 1 Ww Il WWW‘"M Loss
ﬁ Neural vocoder ‘

rcoustc - IDODNOCOO0O00N000N — oo+

ﬁ Acoustic feature extractor

W IMW{WWWW | QW - W’J MW

We do copy-synthesis when training the neural vocoders

NII 54




Creating vocoded spoofed data
- Three steps e

1. Prepare (or training) vocoders A
2. Do vocoding on bona fide data Vocoder

3. Train the CM using {bona fide, Jin0n0nooononononooooon .. ooonc

vocoded spoofed} Acoustic feature extractor

@ [ vocoders ] o
T~ g

_=£

—

P —

- Vocoded :> [ CM ] :>

— —

Training set Test set

NII 95

} e



Creating vocoded spoofed data

J Assumptions

= Vocoding is TTS/VC with a perfect "
acoustic model Vocoder

x artefacts by the acoustic model Jin0o0o0oooooooobobo0oD- .. oo

v artefacts by the vocoder

1 M, o e m
i il e m " m 1101

il il \wﬂ,il Al i “Lm (RO U T A—
‘ i n*ﬁ'!f'n.mu M 'llllllil" . i el - "

NII 56



Creating vocoded spoofed data

J Assumptions

= Vocoding is TTS/VC with a perfect
acoustic model

Bona fide

NII

TTS/VC

O Training data
A Evaluation data

S7



Creating vocoded spoofed data

J Assumptions

= Vocoding is TTS/VC with a perfect
acoustic model

Vocoder

Jin0o0o0oooooooobobo0oD- .. oo

= Actual TTS/VC spoofed data contain
artefacts by the vocoder

WaveGlow “bar” (Prenger2019)  WaveNet “click” (Wu201g)  text

Timan 1

Amplitude

Ryan Prenger, Rafael Valle, and Bryan Catanzaro. WaveGlow: A Flow-Based Generative Network for Speech Synthesis. In Proc. ICASSP, 3617-3621. 2019.
Yi-Chiao Wu, Kazuhiro Kobayashi, Tomoki Hayashi, Patrick Lumban Tobing, and Tomoki Toda. Collapsed Speech Segment Detection and Suppression for WaveNet 58
Vocoder. In Interspeech 2018, 1988-1992. ISCA: ISCA. doi:10.21437/Interspeech.2018-1210. 2018.



Creating vocoded spoofed data

] Potential benefits

= Preparing vocoders is easier e b e e
linguistic knowledge Vocoder
- transcription-/-annotation J0oooooooooOOOOOOGORE - . MOOOG
+speaker-embedding Acoustic feature extractor
. L o —

NII 59



Creating vocoded spoofed data

1 Potential benefits
= Preparing vocoders is easier

| stic ] od
| tion/ o
- speaker embedding

. ... ,H'W!HH!W||||.|.|| e . L
L) TS R

= Bona fide and vocoded waveforms
are aligned in time

NII 60



Questions

J Which vocoders? How to train?
= pre-trained?
= fine tuning? 'HH "‘*V g oo

||||||

d How to exploit the aligned pair of
{bona fide, vocoded spoofed}?

d Improvement of using large scale
vocoded data?

NII 61



Vocoded spoofed data is a not new idea

= Using DSP-based vocoders

+ Xingming Wang, Xiaoyi Qin, Tinglong Zhu, Chao Wang, Shilei Zhang, and Ming Li. The DKU-CMRI System for the ASVspoof 2021
Challenge: Vocoder Based Replay Channel Response Estimation. In Proc. ASVspoof challenge workshop, 16—-21. 2021.

* Monisankha Pal, Dipjyoti Paul, and Goutam Saha. Synthetic Speech Detection Using Fundamental Frequency Variation and Spectral
Features. Computer Speech & Language 48. Elsevier: 31-50. 2018.

 Ibon Saratxaga, Jon Sanchez, Zhizheng Wu, Inma Hernaez, and Eva Navas. Synthetic Speech Detection Using Phase
Information. Speech Communication 81 (July): 30—41. doi:10.1016/j.specom.2016.04.001. 2016.

» Aleksandr Sizov, Elie Khoury, Tomi Kinnunen, Zhizheng Wu, and Sébastien Marcel. Joint Speaker Verification and Antispoofing in the
I-Vector Space. IEEE Transactions on Information Forensics and Security 10 (4). IEEE: 821-832. doi:10.1109/TIFS.2015.2407362.
2015.

* Elie Khoury, Tomi Kinnunen, Aleksandr Sizov, Zhizheng Wu, and Sébastien Marcel. Introducing I-Vectors for Joint Anti-Spoofing and
Speaker Verification. In Proc. Interspeech, 61-65. 2014.

» Jon Sanchez, Ibon Saratxaga, Inma Hernaez, Eva Navas, and Daniel Erro. A Cross-Vocoder Study of Speaker Independent Synthetic
Speech Detection Using Phase Information. In Proc. Interspeech. 2014.

« Zhizheng Wu, Xiong Xiao, Eng Siong Chng, and Haizhou Li. Synthetic Speech Detection Using Temporal Modulation Feature. In Proc.
ICASSP, 7234—-7238. 2013.

= Using neural vocoders

» Joel Frank, and Lea Schonherr. WaveFake: A Data Set to Facilitate Audio DeepFake Detection. In Proc. NeurlPS Datasets and
Benchmarks 2021. 2021.

* Chengzhe Sun, Shan Jia, Shuwei Hou, Ehab AlBadawy, and Siwei Lyu. Exposing Al-Synthesized Human Voices Using Neural
Vocoder Artifacts. ArXiv Preprint ArXiv:2302.09198. 2023.
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NII

Question 1

J Which vocoders? How to train?

63



Which vocoders? How to train?

1 Options Not necessary ] Options
—=—Digital-stghal-processing(BSP)— * Pre-trained, off-the-shelf
——Autoregresstre DNIN—— = Pre-trained, fine-tuning

= Non-autoregressive DNN+DSP = Trained from scratch

3 Constraints { vocoders ]

= Fast generation speed, much
faster than real-time speed _ f\ .
- Vocoded

— —

Training set

NII 64




Experiment

NII

Training set 1

— —

P — —

— —

Training set 2

— —
P — —

— —

= [cM1 ]

—> [cM2 |

Variable of interest

Evaluation

=
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Experiment

Training set 1

\- ] —> [C'V”] — Evaluation

Training set 2

= ] ‘ \ |C-j_

= CM: Wav2vec2.0 front end (Baevski 2020) 4+ poollng + linear output (Wang 2022)
= Evaluation on
« ASVspoof 2019 LA test set, 2021 LA & DF eval sets

« ASVspoof 2019 LA test set w/o non-speech, 2021 LA & DF hidden track
- WaveFake (Frank 2021) ' |n_the-Wild (Mller 2022)

Xin Wang, and Junichi Yamagishi. Investigating Self-Supervised Front Ends for Speech Spoofing Countermeasures. In Proc. Odyssey, 100—106. doi:10.21437/Odyssey.2022-14. 2022.
Alexei Baevski, Yuhao Zhou, Abdelrahman Mohamed, and Michael Auli. Wav2vec 2.0: A Framework for Self- SPperwsed Learning of Speech Representations. In Proc. NIPS, 33:12449-12460. 2020.

Joel Frank, and Lea Schonherr. WaveFake: A Data Set to Facilitate Audio DeepFake Detection. In Proc. NeurlPS Datasets and Benchmarks 2021. 2021. 66
Nicolas M Mdiller, Pavel Czempin, Franziska Dieckmann, Adam Froghyar, and Konstantin Béttinger. Does Audio Deepfake Detection Generalize? In Proc. Interspeech, 2783-2787. 2022.



Experiment

NII

Original test trials Non-speech trimmed test trials

&=

Bonafide

Bonafide

— ASVspoof 2019 LA test set w/o non-speech, 2021 LA & DF hidden track

| personally recommend using both versions of ASVspoof test sets

Xin Wang, and Junichi Yamagishi. Investigating Self-Supervised Front Ends for Speech Spoofing Countermeasures. In Proc. Odyssey, 100—106. doi:10.21437/Odyssey.2022-14. 2022.

Alexei Baevski, Yuhao Zhou, Abdelrahman Mohamed, and Michael Auli. Wav2vec 2.0: A Framework for Self-Supervised Learning of Speech Representations. In Proc. NIPS, 33:12449-12460. 2020. 67
Joel Frank, and Lea Schonherr. WaveFake: A Data Set to Facilitate Audio DeepFake Detection. In Proc. NeurlPS Datasets and Benchmarks 2021. 2021.

Nicolas M Mdiller, Pavel Czempin, Franziska Dieckmann, Adam Froghyar, and Konstantin Béttinger. Does Audio Deepfake Detection Generalize? In Proc. Interspeech, 2783-2787. 2022.



Experiment Training

— ey
I — —

d CM training sets in comparison -

= (o)

— —

ID #. Spr. #. Bona. #. Spoof. Vocoder type Implementation Vocoder train/fine-tune data
LA19trn 20 2,580 22,800
WFtrn 1 3,930 15,720 HiFiGAN, MB-MelGAN, PWG, WaveGlow ESPNet toolkit  LJSpeech / -
Voc.v1l HiFiGAN, MB-MelGAN, PWG, StyleMelGAN  ESPNet toolkit  LibriTTS / -
Voc.v2 20 o L 10390  HIFIGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow  in-house LibriTTS / -
Voc.v3 LA19trn ’ ’ HiFiGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow in-house LA19trn bona. / -
Voc.v4 HiFiGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow in-house LibriTTS / LA19trn bona.

= LA19trn: ASVspoof 2019 LA training set (bona fide + TTS/VC)
= WFtrn: WaveFake English subset (bona fide + )
= Voc.v*: ASVspoof 2019 LA training set bona fide data +

NII 68



Experiment Training

— ey
I — —

d CM training sets in comparison -

= (o)

— —

7z N
ID #. Spr. #. Bona. #. Spoof. Vocoder type ( Implementation Vocoder train/fine-tune data \
LA19trn 20 2,580 22,800
WFtrn 1 3,930 15,720 HiFiGAN, MB-MelGAN, PWG, WaveGlow ESPNet toolkit  LJSpeech / -
Voc.v1l HiFiGAN, MB-MelGAN, PWG, StyleMelGAN| ESPNet toolkit  LibriTTS / -
Voc.v2 20 o L 10390  HIFIGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow|  in-house LibriTTS / -
Voc.v3 LA19trn ’ ’ HiFiGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow] in-house LA19trn bona. / -
Voc.v4 HiFiGAN, NSF-HiFiGAN, Hn-NSF, WaVGGIOW\ in-house LibriTTS / LA19trn bona. ),
N I

How to train the vocoder
= LA19trn: ASVspoof 2019 LA training set (bona fide + TTS/VC)

= WFtrn: WaveFake English subset (bona fide + )
= Voc.v*: ASVspoof 2019 LA training set bona fide data +

NII 69



Experiment results

d EER (%, mean of three runs)

ASVspoof 2019 LA —
ASVspoof 2021 LA —

ASVspoof 2021 DF —

Single EER
threshold

NII

Low EER

Training set

LA19 WF Voc. Voc. Voc. Voc.

trn trn vl v2 v3 v4

LA19eval 2.98 44.48 H.78 H.32 8.74 4.36
LA21eval 7.53 41.57 26.30 1798 19.29 24.39
DF21eval 6.67 24.26 11.95 11.54 9.71 13.31

2 LA19etrim 15.56 31.62 23.29 16.16 14.99 9.52
% LA21hid 28.80 2760 28.30 19.49 17.62 21.43
*g DF21hid 23.62 26.18 22.01 13.92 13.50 16.99
™ WaveFake 15.76 - 39.27 34.05 17.10 10.89
InWild 26.65 1998 41.06 36.46 22.26 19.45
—  » Pooled 14.24 - 36.57 3995 19.39 16.35

1
©High EER
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ID #. Spr. #. Bona. #. Spoof. Vocoder type Implementation Vocoder train/fine-tune data
LA19trn 20 2,580 22,800 - - -

WFtrn 1 3,930 15,720 HiFiGAN, MB-MelGAN, PWG, WaveGlow ESPNet toolkit  LJSpeech / -
Voc.v1 HiFiGAN, MB-MelGAN, PWG, StyleMelGAN  ESPNet toolkit  LibriTTS / -
Voc.v2 3 0 L aqo L0309  HiFIGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow  in-house LibriTTS / -
Voc.v3 LA19trn ’ ’ HiFiGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow in-house LA19trn bona. / -
Voc.v4 HiFiGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow in-house LibriTTS / LA19trn bona.

Training set
LA19 WF Voc. Voc. Voc. Voc.

NII

trn trn vl v2

v3

vad

LA19eval
LA21eval
DF21eval

2.98
7.53
6.67

LA19etrim
LA21hid
DF21hid
WaveFake
InWild

Test sets

15.56
28.80
23.62
15.76
26.65

Pooled

14.24

Xin Wang, and Junichi Yamagishi. Investigating Self-Supervised Front Ends for Speech Spoofing Countermeasures. In Proc. Odyssey, 100-106. doi:10.21437/Odyssey.2022-14. 2022.
Nicolas Miiller, Franziska Dieckmann, Pavel Czempin, Roman Canals, Konstantin Béttinger, and Jennifer Williams. Speech Is Silver, Silence Is Golden: What Do ASVspoof-Trained Models Really Learn? In Proc. ASVspoof Challenge 7 1

Workshop, 55-60. doi:10.21437/ASVSPOOF.2021-9. 2021.

Xuechen Liu, Xin Wang, Md Sahidullah, Jose Patino, Héctor Delgado, Tomi Kinnunen, Massimiliano Todisco, Junichi Yamagishi, Nicholas Evans, Andreas Nautsch, and Kong Aik Lee. ASVspoof 2021: Towards Spoofed and Deepfake
Speech Detection in the Wild. ArXiv Preprint ArXiv:2210.02437. 2022.



Espnet-TTS: Unified, Reproducible, and Integratable Open Source End-to-End Text-to-Speech Toolkit. In Proc. ICASSP, 7654—-7658. 2020.

ID #. Spr. #. Bona. #. Spoof. Vocoder type Implementation Vocoder train/fine-tune data
LA19trn 20 2,580 22,800 - - -
WFtrn 1 3,930 15,720 HiFiGAN, MB-MelGAN, PWG, WaveGlow ESPNet toolkit  LJSpeech / -
| Voc.v1 - HiFiGAN, MB-MelGAN, PWG, StyleMelGAN  ESPNet toolkit  LibriTTS / - y
Voc.v2 o0 g 9 530 10.320 HiF1GAN, NSF-HiF1GAN, Hn-NSF, WaveGlow  1n-house Libri' TS / -
Voc.v3 LA19trn ’ ’ HiFiGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow in-house LA19trn bona. / -
Voc.v4 HiFiGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow in-house LibriTTS / LA19trn bona.
Training set
LA19 WF Voc. Voc. Voc. Voc.
trn trn vl v2 v3 va4
LA19eval 2.98 44.48 5.78
LA21eval 7.53 41.57 26.30
DF21eval 6.67 24.26 11.95
» LA19etrim 15.56 31.62  23.29 Vocoders pre-trained
% LA21hid 28.80 27.60 28.30 by ESPNet (Hayashi 2020)
4@ DF21hid 23.62  206.18 22.01
= WaveFake 15.76 - 39.27
InWild 26.65 19.98  41.06
Pooled 14.24 - 36.57
N I I Tomoki Hayashi, Ryuichi Yamamoto, Katsuki Inoue, Takenori Yoshimura, Shinji Watanabe, Tomoki Toda, Kazuya Takeda, Yu Zhang, and Xu Tan. 72



ID #. Spr. #. Bona. #. Spoof. Vocoder type Implementation Vocoder train/fine-tune data
LA19trn 20 2,580 22,800

WFtrn 1 3,930 15,720 HiFiGAN, MB-MelGAN, PWG, WaveGlow ESPNet toolkit  LJSpeech / -
Voc.vil HiFiGAN. MB-MelGAN. PWG. StvleMelGAN  ESPNet toolkit  LibriT'TS / -
Voc.v2 29 O g 10390  HIFIGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow  in-house LibriTTS / -
Voc.v3 LA19trn ’ ’ HiFiGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow in-house LA19trn bona. / -
Voc.v4 HiFiGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow in-house LibriTTS / LA19trn bona,

— trained from scratch
LAl wF |Pretrained[Yoc Y Voc.  Voc.

trn trn vi v2 v3 v4  |finetuned

LA19eval 298 4448 5.78 5.32 8.74 4.36

LA21eval 7.53 4157 2630 | 17.98 | 19.29 24.39

DF21eval 667 2426 1195 1154 971 1331 Vocoders
» LA19etrim 15.56 31.62 2329 | 16.16 | 14.99  9.52 72N
$  LA21hid 28.80 27.60 28.30 | 19.49 | 17.62 21.43
% DF21hid 23.62 26.18 22.01 | 13.92 | 13.50 16.99 V‘é‘if"j
™ WaveFake 15.76 _ 39.27 | 34.05 | 17.10 10.89

InWild 26.65 19.98  41.06 | 36.46 | 22.26 19.45 Training set

Pooled 14.24 _ 36.57 | 39.95 |\ 19.39 16.35 )
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ID #. Spr. #. Bona. #. Spoof. Vocoder type Implementation Vocoder train/fine-tune data
LA19trn 20 2,580 22,800
WFtrn 1 3,930 15,720 HiFiGAN, MB-MelGAN, PWG, WaveGlow ESPNet toolkit  LJSpeech / -
Voc.v1 HiFiGAN, MB-MelGAN, PWG, StyleMelGAN  ESPNet toolkit  LibriTTS / -
voc.va 20 5 530 L0309  HiFIGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow  in-house LibriTTS / -
Voc.v3 LA19trn ’ ’ HiFiGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow in-house LA19trn bona. / -
Voc.v4 HiFiGAN, NSF-HiFiGAN, Hn-NSF, WaveGlow in-house LibriTTS / LA19trn bona.
Training set
LA19 WFE Voc. Voc. Voc. Voc.
trn trn vl V2 v3 v4
LA19eval 2.98 4.36
LA2teval  7.53 | V 24.39
DF21eval 6.67 We cannot exploit 13.31
» LAi9etrim 1556  Non-speech length 9.5
% LA21hid 28.80 21.43
% DF2ihid  23.62 | D 16.99
= WaveFake  15.76 Reasonablly good 10.89
InWild 26.65 19.45
Pooled 14.24 16.35

NII
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Vocoding data are not useless

J Which vocoders?

= practical choice — non-autogressive neural vocoders
= more analysis later

] How to train?

NII

= expose vocoder to the data to be vocoded

[ vocoders J

~—

AR

—
N

- Vocoded

——

I

Training set
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Vocoding data are not useless
0 CAUTION !

= Vocoder overlap with test sets?
« partially in ASVspoof DF 2021
* unknown in In-the-wild

LA19 WFE Yoe: Vees: Vocs VoCs
CEn trn vl v2 v3 v4
LAl19trn 0.10 41.69 1425 40.72 2283 28.08
LAlS 1 3242 23.82 28.34 2390 37.60
= Other CMs performed poorly 2 K2
. LAl9eval 3.32 [ 4980 2352 40.79 37.71 29.68
https://arxiv.org/abs/2210.10570 Z La2leval 2338 36.43
§ LAl9etrim 40.56
H LA21lhid 4952
DF21hid 4981
WaveFake 22.17 21.15 1438 26.16
InWild 45.93 28.60
Pooled 37.68

NII
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https://arxiv.org/abs/2210.10570

J How to exploit the aligned pair of
{bona fide, vocoded spoofed}?
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Contrastive learning

[ Use contrastive features (Wang 2021) . Xooconen (kD
= Vocoder is needed during testing }m - }

filtered BRSPS
Fex T

|F><T

1 Use contrastive learning
= Supervised contrastive loss (Khosla 2020)
= Vocoder is NOT needed during testing
= What is needed:
 an additional CM training loss
« data augmentation (DA) to create multi-view, e.g., RawBoost (Tak 2022)

Frame Level
One-Class Model

g
Speaker Verification and Spoofing Countermeasures Challenge, 16—21. doi:10.21437/ASVSPOOF.2021-3. 2021
Prannay Khosla, Piotr Teterwak, Chen Wang, Aaron Sarna, Yonglong Tian, Phillip Isola, Aaron Maschinot, Ce Liu, and Dilip Krishnan. Supervised Contrastive Learning. In Proc. NIPS, 18661-18673. 2020. . 78
Hemlata Tak, Madhu R Kamble, Jose Patino, Massimiliano Todisco, and Nicholas W D Evans. RawBoost: A Raw Data Boosting and Augmentation Method Applied to Automatic Speaker Verification Anti-Spoofing. In Proc. ICASSP, 6382—

N I I Xingming Wang, Xiaoyi Qin, Tinglong Zhu, Chao Wang, Shilei Zhang, and Ming Li. The DKU-CMRI System for the ASVspoof 2021 Challenge: Vocoder Based Replay Channel Response Estimation. In Proc. 2021 Edition of the Automatic
6386. 2022.



Contrastive learning

Cross
entropy loss

e m wa T
CD Tt Y TR [
-8 DAC qu -l e — CM
S I$ Front end Back end
= WW% - bl s —
DA C /S
WW& T —
Sim(llllll )
i |Og 1T T 1111
11111 sim(""™" )+Sim( " +Sim( ")
Slm( IIIIII)
110111 - log

Slm( 1111 )+S|m( (1111 )+S|m( innnm )

Cosine similarity over sequences

N I I Data augmentation by RawBoost (Tak 2021)

\

X ECE

_ Contrastive
feature loss

Lcr

—
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Contrastive learning

NII

| WW& - —

2

CM
Front end » Back end

Sim( ) +Sim(" )+Sim( 1)

- log
Sim( T +SIm( i +SIm( )+

S|m( (1111 )+Sim("“" )+Sim(llllll )
- log

Sim("™"™ )+Sim( """ }+Sim(""" )+...

More views are helpful (appendix in
https://arxiv.org/abs/2210.10570)

Cross
entropy loss

X ﬁCE

_ Contrastive
feature loss

Lcr
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Experiment

NII

Training Evaluation

= Fixed configuration
* training data Voc.v4 (ASVspoof 2019 LA trn bona fide +
« Wav2vec-based CM

* multiple test sets

= Variable of interest: how CM is trained

Hemlata Tak, Madhu R Kamble, Jose Patino, Massimiliano Todisco, and Nicholas W D Evans. RawBoost: A Raw Data Boosting and
Augmentation Method Applied to Automatic Speaker Verification Anti-Spoofing. In Proc. ICASSP, 6382—-6386. 2022.

—— — —
] = [(ov ] = =
== = |
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Experiment results

NII

from Experiment |

control groups

best
A

|

1 |

1|

1

Training criterion Lcg Lcg + Lcr
Data augmentation RawBoost RawBoost
LA19 Voc. LA19 Voc. LA19 Voc. Voc.
Training set trn v4 trn v4 trn v4 v4
Bona-spoof paired X X X X X X v
ID @ @ ® @ ® © @
LA19eval 2.98 4.36 0.22 3.46 0.21 2.63 2.21
LA21eval 7.53 24.39 3.63 16.55 3.30 16.67 17.90
DF21leval 6.67 13.31 3.65 9.60 4.12 6.92 5.04
» LAl9etrim 15.56 9.52 9.16 6.09 9.00 4.48 3.79
% LA21hid 28.80 21.43 21.18 19.37 26.98 15.06 14.57
% DF21hid 23.62 16.99 13.64 14.29 16.85 8.17 7.78
& WaveFake 15.76  10.89 = 26.37 6.87  24.62 4.03  2.50
InWild 26.65 19.45 16.17 12.08 17.07 9.37 7.95
Pooled 14.24 16.35 13.12 13.13 13.68 13.15 11.27

-

+Contrastive loss
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Experiment results

NII

from Experiment | control groups best
A A
| 1 | I |
Training criterion Lo Lcg + Lcr
Data augmentation X RawBoost RawBoost
Voc. Voc. Voc.
Training set v4 v4 vé4
Bona-spoof paired X X v
ID Q ey © o) O
LA19eval 4.36 3.46 2.21
LA21eval 24.39 16.55 17.90
DF21leval 13.31 9.60 5.04
» LA19etrim 9.52 6.09 3.79
% LA21hid 21.43 19.37 14.57
% DF21hid 16.99 14.29 7.78
M WaveFake 10.89 6.87 2.50
InWild 19.45 12.08 7.55
Pooled 16.35 13.13 11.27

best

@vs@

RawBoost is useful

@vs@
Contrastive feature
loss is useful
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Experiment results

from Experiment | control groups best
A A A
( | \[ \
Training criterion Lcg Lcg + Lcr
Data augmentation X —RawBoost RaWBOOSH
LA19 Voc. LA19 Voc. LA19 Voc. Voc.
Training set trn v4 trn v4 trn v4 v4
Bona-spoof paired X X X X X X v
ID @ @ ® @ ® © @
LA19eval 298 436 | 022 | 346 021 263 | 221
LA21eval 753 2439 | 3.63 | 1655 3.30 16.67| 17.90
DF21eval 6.67 1331 | 3.65 | 960 412 692 | 5.04
= LAl9etrim 1556 952 | 9.6 | 6.09  9.00 448 | 3.79 ded dat
% LA21hid 28.80 21.43| 2118 | 19.37 2698 15.05| 1457 | VOcOdeddald -
% DF21hid 23.62 16.99 | 13.64 | 1429 16.85 817 | 7.78 | + contrastive learning is
= WaveFake 15.76  10.89 | 26.37 | 6.87 = 24.62 4.03 | 250 | helpful
InWild 26.65 19.45 | 16.17 | 12.08 17.07 9.37 | 7.55
Pooled 14.24 1635 | 13.12 | 13.13 13.68 13.15| 11.27
\, Z \, .
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Analysis
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Can we detect TTS/VC w/ unseen vocoders?

d Options
-BSP-vocoders
= Neural-autoregressive (AR)-vocoders

= Non-autoregressive DNN+DSP

Vocoded data from Spoofed data from TTS/VC
non-AR vocoders using Neural AR / DSP vocoders

— — —
B > () = .
— = |
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Can we detect TTS/VC w/ unseen vocoders?

Unseen Unseen
Neural AR Neural non-AR DSP-based
|| 15.56 EER (%) m 9.35 3.99
o)
o
o
o) Bona fide
@
) M M M
—10 0 10 —10 0 10 —10 0 10

Results on ASVspoof 2021 DF test set
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Is vocoded data closer to bona fide data?

Bona fide TTS/VC

O Training data
A Evaluation data

NII 33



Is vocoded data closer to bona fide data?
d Yes Y

= bonafide: LJspeech data
= vocoded: full-band MelGAN

= TTS: full-band MelGAN + .
Fastspeech2 / Tacotron2

1a fide

-~ 10 1

T T T T T
-10 -5 0 5 10

NII a9



Is vocoded data closer to bona fide data?
d Yes v

= bonafide: LJspeech data
= vocoded: full-band MelGAN

= TTS: full-band MelGAN + .
Fastspeech2 / Tacotron2

 but not always

= end-to-end TTS: VITS 1a fide

~10 1

NII 90



Limitations

J Generalization?

v DSP-based vocoders
? Neural AR vocoders

] Generalization to end-to-end TTS?
X VITS

NII

91



NII

Question 3

] Benefit of large-scale vocoded data”

92



Get much more data

=] |

Vocoder 1
L )
Vocoder 2
)
[-L )
Vocoder K

NII

More vocoders

More bona fide data
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Get much more data
d Vocoding VoxCeleb2

NII

Bona fide:

LI

ASVspoof 2019 LA

2.42 hours

242 x 4

N ~—

VoxCeleb2 dev

2360 hours

2360 x 4

94



Get much more data using VoxCeleb2

 Usage 1: train CM as usual

= Practical issue — data size is too large
« random sampling data to train CM

VoxCeleb2 dev

NII 95



Get much more data using VoxCeleb2

the best in Experiment Il
| — ——

LA19 trn. Voc.v4 Vocoded VoxCeleb2 dev

Training data size - x 1 x0.3 x0.6 x1.2 x 2.4 x6.0 x12.0
LA19eval 0.21 2.21 8.20 7.04 5.40 6.53 5.40 5.63
LA21eval 3.30 17.90 20.19 16.73 14.33 18.10 1744 17.84
DF21leval 4.12 5.04 7.49 5.41 5.39 6.00 5.65 5.64
LA19etrim 9.00 3.79 6.17 5.53 5.16 5.25 H.22 5.14
LA21hid 26.98 14.57 13.98 12.34 1147 11.64 11.37 11.43
DF21hid 16.85 7.78 11.02 9.71 9.90 10.05 9.99 10.04
WaveFake 24.62 2.50 14.94  10.39 8.38 5.52 4.88 4.94
InWild 17.07 7.55 16.12 15.63 14.19 13.43 13.32 13.77
Pooled 13.68 11.27 13.52 11.79 9.98 9.01 8.36 8.37
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Get much more data using VoxCeleb2

 Usage 1: train CM as usual

= Practical issue — data size is too large
« random sampling data to train CM

N ~— e

VoxCeleb2 dev

 Usage 2: train CM feature extractor
= wav2vec2.0 ..

Limited improvement
https://arxiv.org/abs/2309.06014

NII
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Get much more data

CINL

Vocoder 1 A More bona fide data
L ) | | >
Vocoder 2 V Better? Slight improvement
{ .
VocoderK | | More vocoders

NII 98



Contrastive
learning




