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Introduction

A.-I_ h e n u m ber Of m alware iS oo Number of malicious files processeil;zJ(()aspersky Lab d:;:: "

Increasing! /

Aln 2014, Kaspersky Lab reported «
they process on average 325,00 ==
malware per day
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AThe main reason for such a deluge
is:

malware mutation: the process of
creating new malware from existing
ones

http:// usa.kaspersky.com/abouts/presscenter/pressreleases/kasperskhab-detecting325000
VRL %} new-maliciousfiles-everyday
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Introduction

AVariants are created either by making small changes to the malware
code or by changing the structure of the code using executable
packers

ABased on their function, variants are classified into differaatware
families

Aldentifying the family of a malware plays an important role in
understanding and thwarting new attacks
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Examples of malware variants

Variants of Familjlueron.gen!J

VRL=*




Problem Statement

AConsider a Malware Dataset comprising of

AN labelled malware
AL malware families
AP malware per family

AProblem is tadentify the family of an unknown malwafk
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Related Work

AStatic Code analysis based features
ADisassembles the executable code and studies its control flow
A Suffers from obfuscation (packing)

ADynamic analysis based features
AExecutes malware in a virtual environment and studies its behavior
ATime consuming and many recent aware are VM aware

AStatistical and Content based features
AAnalyzes statistical patterns based on the malware content
An-grams, fuzzy hashing, Image similarity based features
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Statistical and Content basé@atures

An-grams
An-grams are computed either on raw bytes or instructions
An > 1 which makes this computationally expensive

AFuzzyhashing §sdeep pehash
AFuzzy hashes are computed on raw bytes or PE parsed data
ADoes not work well on packed malware

Almage similarity
AMalware binaries are converted to digital images
Almage Similarity features (GIST) are computed on the malware

Malware Images: Visualization and Automatic ClassificatioNataraj, S.KarthikeyanG. Jacob, B.Blanjunath, VizSe2011 7

VRL



Image Similarity basdekatures
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Image Similarity basdeékatures

APros

AFast and compact

ABetter than static code based analysis (works on both packed and unpacked
malware)

A Comparable witldynamic analysis

ACons

A Arbitrary column cutting and reshaping

Almages are resized to a small size for normalization which introduces
Interpolation artifacts

AA large malware image, on resizing, lose lots of information
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Approachc Signal Representation

ALeto be the signal representation of a malware sample

AEvery entry ob is a byte value of the sample in the range [0,255]
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Variants irsignaRepresentation
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Approachc Dataset as a Matrix

ASince malware are of different sizes, the vectors are zero padded such
that all vectors are of lengthW, the number of bytes in the largest
malware.

AWe now represent the dataset as &n 0 matrix A, where every
column ofAis a malware sample
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Approachc Dataset as a Matrix

AFurther, for every familit, kI MZH I XX [ O @ XBbIBCk RS ¥ A
matrixo d,

A 6 b Bh
A’Acan now be represented as a concatenation of block matrices:

A A hA B hA
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Approachg Sparse Linear Combination

ALet’I N 2 be an unknown malware test sample whose family is to
be determined.

AThen"l can be represented as a sparse linear combination of the
training samples:
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where » = K is the coefficient vector
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Approachc Sparse Linear Combination
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lllustration

ALet the unknown malware belong to family 2
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Approachg Sparse Solution

ASparsest solution can be obtained by Basis Pursuit by solvirg-the
norm minimization problem:

) AOCISEES [ 6 OBEDOA

where ss85s represents theX -norm
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Approachg Minimal Residue

ATo estimate the family 6f, we compute residues for
every family in the training set and then choose the
family with minimal residue:

L (H s1 A ) S

‘H AOCIi ET
wherebg » Isthe characteristic function that selects
coefficiefits from» that are associated with famik/and

zeros out the rest,Hs the index of the estimated family
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Random Projections

ADimensionality of malwar® can be high

AWe project all the malware to lower dimensions using Random
Projections:

wheren isaO 0 pseudo random matriXdL 0 and’l isaO p
lower dimensional vector
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Sparse Solution

AThe system of equations are underdetermined and can be solved
usingd -norm minimization:
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Complete Approach
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Modeling Malware Variants

ANew variants are created from existing malware samples by making
small changes and both variants share code

AWe model a malware variant as:
T 7 M A

where”l is the vector representing malware variant ailis the error
vector
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Modeling Malware Variants

AThis can be expressed in matrix form as:
| [A &) [H] A

where’A, [A & ]isand (0, 0) matrix,&s isand 0
dentity matrix, andt, [» “H]d

AThisensures that the above system of equations is always
underdeterminedand spare solutions can be obtained
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Sparse Solutions lowerDimensions
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wherel 1 g7 N7 g, A [NA E ]isaO
matrix,iérr saO -Oldentitymatrix andF |2 ' H]a=]l|.
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