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Cyber-Physical Critical Infrastructures

Infrastructures of
 Collaborating computational elements 

monitoring/controlling physical entities
 Essential for the functionality of the society and economy

Examples
 Electricity grid, water supply, gas/oil production, 

transportation systems, healthcare, automotive, 
safety-critical aerospace,  etc.
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Growing Critical Infrastructure Attacks
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Attack Surfaces
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IT INFRASTRUCTURE VULNERABILITY
Malware downloaded in 
U.S. power grid computers 
By Chinese hackers, 2009

OPERATOR ERROR –
MALICIOUS INTENTION
An insider released 200,000 
gallons of sewage water in 
Australian water plant, 2000

IT INFRASTRUCTURE FAILURE
Computer crash caused 
$6B damage affecting 
50M people in U.S., 2003

CODE INJECTION
Stuxnet damaged 14 plants, 
20% of Iranian nuclear 
enrichment centrifuges, 2010.

FALSE DATA INJECTION
Coordinated false data 
Injection attacks mislead
Power operators, 2009

CONTINGENCIES

HMI
False reporting (Stuxnet)

WEAK DESIGN
Passwords in PLC binary code
Weak remote access protection



CPS Security Solutions

Trustworthy architectures
• Agencies recommendations: NIST, NERC

• Code verification: Trusted Safety Verifier

Online security assessment
• Contingencies assessment for security or safety, for cyber of physical system, multiple contingencies

• Contingencies response depending on threat levels

Cyber-Physical Attack Detection
 Specific to cyber or physical infrastructure

 Leverage sensors

 Few solutions focus on both aspects

Proactive Cyber-Physical Intrusion Tolerance
 Intrusion tolerance and automated response

 Attack-graph templates



Adapting the Security Model

 IT security models are well studied
 Wide range of security models
 Wide range of tools

 IT security models generally do not fit CPS
 Cost: might not be possible in some scenarios (availability, real-time)
 Precision: might not suit well physical threads (rogue commands)



Cyber System’s Input-Based Detection Mechanism

 Tight dependency between the control center and the physical system

 Events on physical system corresponds to inputs given to the control center
 Operator input, configuration file change, PLC code change, etc

Cost: deploy cost-optimal IT security sensors

 Physical system model: architecture + specifications

 Validate safety features

 Analyze inputs as a vector for safety violation

Precision: Identify inputs that violate safety requirement of the 
physical entities



How it works

Assumption
 Periodic snapshots

 System input logs

 Safety verifier (TSV) acts as an IDS
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Attack-Graph Templates

 Essentially, a privilege escalation graph (i.e., DAG)
 States are subset of privileges held by the attacker

 State transitions are privilege escalations
 Accomplished via a vulnerability exploitation

 AGT includes all possible (known and potentially-unknown) attack paths in the 
system 
 From the initial state, i.e., no-access 

 To the state with required privileges to cause an attack consequence, i.e., detection point
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A Sample AGT
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How it works
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Intrusion Forensics: Example
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Detection-Capability Matrix:
System-sensors Tools Cost Comparison



Detection-Capability matrix of system detection tools



Incident Response

Based on the attack vector detected

 Roll-back to the previous healthy state of the system

 Deploy specific lightweight IPS tools

 Etc



Conclusion

Various threads are specific to cyber-physical system

 Security measures need to be adapted to the thread
 For CPS, safety is a key feature

 Leverage the dependence between physical and IT infrastructure
 Detection function as a safety check

 Leverage performance of the IT system security tool

 Low-cost root analysis and incident response via Detection-Capability matrices

Questions?


