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INTRODUCTION

o o | A 1: The distortion is unbearable, nothing is
A We proposean efficient confidentiality metric based on the visible

visualsaliency diffusion

A For security reasons, more and mameages are transferred or A MOS arithmeticmean of ratinggiven by
stored In encryptedlomains by using selective format humans for a particular stimulus.
compliant JPEG encryption methods. ,
. _ o _ =) asinglenumber, froml to 5, used to i
A Itisnecessary to evaluate thenfidentiality of theselective describe the quality of theurrent stimulus where b
crypto-compressed JPEG images 5 is the best score and 1 is the worst. A,
A Quality metrics, such as PSNR or SSIM, give dovery A Evaluatioron 41 different people, maland E";ﬁ';
correlation with a mean opinion score (MOS) for low quality femalefrom 17 to 53 yearsld:
images.
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A 2: The distortion is very annoying, | can barely

A Weshow experimentally that this metric gell correlatedwith make-out the content (a) Original image (b) MOS ~ 5 (c) MOS ~ 4 (d) MOS ~ 3 (e) MOS ~ 2 (f) MOS ~ 1
a MOS and efficient to evaluate tleenfidentiality of selective _ o _
crypto-compressed JPEG images A 3: The distortion is annoying, but | can see the Fig. 1: An example of images using different selective crypto-compression methods with their corresponding MOS.
content
A 4: The distortion is slightly annoying, but the | | |
S E L E CT I V E RY PT@ content is clear A PSNRPSNRIoesnot interactwell with human judgment p i
The range is [0ta [, where identicalmageshavea PSNR of - 2N
A 5: The distortion is not annoying at all sl : gl N Bt 2
CO M P R ESS I O N A SSIM{(Structural Similarity Index Measure)lulninance, a m}_,,, S /,ﬂ
_ _ contrast and a structure score acembined. The&angeis L S Bt
A CryptocompressiortargetsJPEG images. L ——————— [0;1] whereidentical imagesiave a score of 1. C { Wit -
A We have several parameters to select: 5t AC : A ES$3]: (Edge Similarity Score). It uses rawerlapping 8x8 R
p. | SeC J ] blockdirections.With therange D;1], a higher score (@) o X8 2 ERR O (b oty X085 LSS O
A Cryptocompression algorithm : FIBS or SJICC RS J { reflects a less distorted image. Right axis : SSIM Right axis : ESS
A Encryption of DC and/or AC ar Eﬂrf?a 114 1 A LS$3]: (Luminance Similarity Score). It uses K - L - /W, .
: : . overlapping8x8 block averagkiminance. Withthe range { SN S e
A Encryption of Luminance and/or Chrominance 8.5; 1] for default parameters of = Cahd =3, a higher I S
=) 27 relevantcombinations 3| { [ { | score reflects a less distorted image. m K;\ /w
A FIBSfull inter-block shuffle I]. Thismethod scramble®C } } l A NPCR: theumber of pixel changdsetween imageslts ‘ Nl
o I ¢ o range is [0;100], where a fully encryptedage hass NPCR T e T T e
coefficients as well as same frequergg coefficients. 2l ] l 1 close to 100, where almost all the pixésvebeen Left axis : UACL O Left axis  horizontal O Right
A SJCCaselective]PEG Cryptoompressio method[2]. This { A Changed (©) Right axis : NPCR A () axis : vertical A correlation
method encryptghe amplitude part of non null AC coefficients [ UACI: theunified averaged changedtensity. Itis the . | o |
1 . - - : : : : Fig. 3: Plots of different metrics with the MOS on the x-axis,
Of eaCthOCkand ChangeS the DCT C09ﬁ|C|e|'ht|Stogram i I i i I : ! L i ! | I - : 1 5 i : .aver_age IntenSIty dlﬁerence betwe.en two ImagHS'range q: gPSNR and SSIM. b: LSS and ESS. ¢: UACT and NPCR. d:
prrorerrrresre et IS [0;100], where a fully encrypted image hasméueclose L » = =
200 images from the BSDS500 dataset as input images for a total of AHAHASARSAARKRARAR to 33. orizontal and vertical correlation.
5400 cryptecompressedmageswww.lirmm.fr/~wpuech/dataset Fig. 2: MOS for the 27 distortions.

VISUAL SALIENGBASEDCONFIDENTIALITY METRIC

Our proposed metric:

> T

Importantinformation is locatedn salientareas:if no salientareascanbe found, then
the content ishidden.

A LetMo be the saliency map of the original imaged Mc be the saliency map of the
crypto-compressedmage.

(a) Original image

A Twobinaryimagesarethus createdBofrom Mo (Fig. 4b) an®cfrom Mc (Fig. 4e). The
score based on the visual saliency is then

(@) SIS (@) B

A The results however are not as good for michlity imageswhen the MOS is around 2 Fig. 41 Maps obtained for an original image a), a crypto-
and 3. compressed image d), b) and e) saliency maps, ¢) and f) edge

A Weintroducea secondscore Vedges P@s€d on the Sobeperatorin anattempt to
stabilize our first SCOre,, e, (Fig. 4 and Fig. Yt

A The final scorés (with a = 0.6)

ok

A Theeuclideandistance of our metric to th&10S of all the distortionis 0:4323 for our i o e
metric and 0:5093or SSIMand theeuclideandistance of our metric tandividual S TR

Imagerating is 0:6674 and 0:6699 for SSIM (a) géCCfﬁor} tthe luma (b) i‘éCCfﬁop tthe luma
cocticients coclicients

Fig. 5: Global noise caused by a S.JC'C on DCT coefficients.
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