QERSI]*P

s, Factors Affecting ENF Capture in Audio
18 /56 Adi Hajj-Ahmad, GE DIGITAL, SAN RAMON, USA UNI\‘I:IVSEEIé\}I\E(
474 R“- ’E’»AQ Chau-Wai Wong, NORTH CAROLINA STATE UNIVERSITY, RALEIGH, USA
YL

Steven Gambino, Qiang Zhu, Miao Yu, Min Wu, UNIVERSITY OF MARYLAND, USA

ENF Background & Motivation Main Contribution & Key Results

> Electric Network Frequency (ENF): Supply frequency of a power > Analyzed impact of 1) audio recorders, ii) recording environment
grid. Nominal value: 60 Hz in Americas, 50 Hz most other places. and manner on how ENF signals are embedded in recordings.

> The ENF fluctuates around the nominal due to the real-time > May help to understand applicability of ENF-based forensic tools.
(im)balance between power consumption and generation. > Key results:

> Random; Unique in time & grid; Similar in locations of same grid. . Moving recorder > ENF quality | due to Doppler effect.

> Applications: time & location authentication, tampering detection. - Recording environment, location, microphone unit/type - affect

> How to extract? STFT; Subspace methods, e.g., MUSIC, ESPRIT. ENF traces’ strengths and harmonic locations.

> May be embedded in multimedia recordings via sensing acoustic
vibrations or interfering electromagnetically in sensing circuits.

> Sample of factors affecting the capture of ENF traces in audio

- 1-hour recording, 25 locations, ~2 mins per location.

recordings made by battery-powered recorders:
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ractors Effect | strengths and harmonic locations of captured ENF traces.
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